A.1. Matching elements

Matching elements appear in the <Target> element of rules, policies and policy sets.  They are the following:

· <SubjectMatch>

· <ResourceMatch>

· <ActionMatch>

These elements represent boolean expressions over attributes of the subject, resource, and action, respectively.  A matching element contains a MatchId attribute that specifies the function to be used in performing the match evaluation, an attribute value,  and an <AttributeDesignator> or <AttributeSelector> element that specifies the attribute in the context that is to be matched against the specified value.

The MatchId attribute SHALL specify a function that compares two arguments, returning a result type of "http://www.w3.org/2001/XMLSchema#boolean".   The attribute value specified in the matching element SHALL be supplied to the MatchId function as its first argument.  An element of the bag returned by the <AttributeDesignator> or <AttributeSelector> element SHALL be supplied to the MatchId function as its second argument.   The datatype of the attribute value SHALL match the datatype of the first argument expected by the MatchId function.  The datatype of the <AttributeDesignator> or <AttributeSelector> element SHALL match the datatype of the second argument expected by the MatchId function.

The XACML standard functions that meet the requirements for use as a MatchId attribute value are:

        function:type-equal

        function: type-greater-than

        function: type-greater-than-or-equal

        function: type-less-than

        function: type-less-than-or-equal

        function: type-match

In addition, functions that are strictly within an extension to XACML MAY appear as a value for the MatchId attribute, and those functions MAY use data types that are also extensions, so long as the extension function returns a boolean result and takes an attribute value as its first argument and an <AttributeDesignator> or <AttributeSelector> as its second argument.  The function used as the value for the MatchId attribute SHOULD  be easily indexable.  Use of non-indexable or complex functions may prevent efficient evaluation of authorization decision requests.

The evaluation semantics for a matching element is as follows.  If an operational error were to occur while evaluating the <AttributeDesignator> or <AttributeSelector> element, then the result of the entire expression SHALL be "Indeterminate".  If the <AttributeDesignator> or <AttributeSelector> element were to evaluate to an empty bag, then the result of the expression SHALL be "False".  Otherwise, the MatchId function SHALL be applied between the explicit attribute value and each element of the bag returned from the <AttributeDesignator> or <AttributeSelector> element.  If at least one of those function applications were to evaluate to "True", then the result of the entire expression SHALL be "True".  Otherwise, if at least one of the function applications results in "Indeterminate", then the result SHALL be "Indeterminate".  Finally, only if all function applications evaluate to "False", the result of the entire expression SHALL be "False".

It is possible to express the semantics of a target matching element in a condition.  For instance, the target  match expression that compares a “subject-name” starting with the name “John” can be expressed as follows:

<SubjectMatch

      MatchId=”urn:oasis:names:tc:xacml:1.0:function:regexp-string-match”>

    <SubjectAttributeDesignator

          AttributeId=”urn:oasis:names:tc:xacml:1.0:subject:subject-id”

          DataType=”http://www.w3.org/2001/XMLSchema#string”/>
    <AttributeValue DataType=”http://www.w3.org/2001/XMLSchema#string”>John.*</AttributeValue>

</SubjectMatch>

Alternatively, the same match semantics can be expressed as an <Apply> element in a condition by using the “urn:oasis:names:tc:xacml:1.0:function:any-of” function, as follows:

<Apply FunctionId=”urn:oasis:names:tc:xacml:1.0:function:any-of”>
    <Function

FunctionId=”urn:oasis:names:tc:xacml:1.0:function:regexp-string-match”/>
    <AttributeValue DataType=”http://www.w3.org/2001/XMLSchema#string”>John.*</AttributeValue>
    <SubjectAttributeDesignator

         AttributeId=”urn:oasis:names:tc:xacml:1.0:subject:subject-id”

         DataType=”http://www.w3.org/2001/XMLSchema#string”/>
</Apply>

This expression of the semantics is NOT normative.

