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Use Cases

The requirements below were crafted to address the following use cases:

1) Patient (Ms AXS) with abusive x-spouse who is also insurance subscriber requests restricted access to address and phone portion of record header.


a) Ms AXS’record document is transmitted to physical therapy facility following diagnosis of acute tendonitis; restriction to address and phone information accompanies transmitted document.

b) Information regarding services and associated charges are transmitted to outside claims payor.  Address and phone restriction follows the information being transmitted, and address and phone of patient are withheld from the EOB.

2) Patient grants entitlement access to psychiatric notes only to primary care doctor.  Primary care doctor grants access to patient record to a covering doctor or practice, with entitlement restriction following the transmitted documents so that covering doctor/practice have no access to psych notes.

3) Patient restricts entitlement to HIV screen results, and at a later date presents in the ER with severe trauma; entitlement restrictions are overridden.

4) Patient is him or herself a caregiver in the medical system in which he or she is being treated.  Patient requests entitlement restriction of entire record, granting access solely to primary care doctor.  Access to record of services and associated charges are granted to billing staff if billing is done in house.

Confidentiality Requirements

· Combinations of individuals or groups may have access to parts or all of a document body.

· Combinations of individuals or groups may have access to parts or all of a document header.

· Entitlement access restrictions to part of a document may be overridden for emergent or critical care situations, or with patient authorization documented.

· Access entitlement can change over time and context.

· Access entitlement restrictions can be added by healthcare givers or by patients.

· Entitlement restriction removal and entitlement granting can only be by documented patient authorization.

· Access entitlement and entitlement restrictions must travel with the document transmission.

In one of the responses, Fred M. Behlen, Ph.D., Assistant Professor of Radiology, The University of Chicago offered the following:

Many people assume that a patient "owns" his/her patient records, whereas "ownership" is actually a bundle of rights that does not perfectly apply to patient records.  It's worthwhile to remind standards developers and implementers to remember that access controls may also apply to the patient.

Here's what I would propose:

5. Patient's psychiatrist receives information from patient's family member which psychiatrist believes could be harmful to the patient or others if disclosed to the patient.  In accordance with law in patient's state, psychiatrist marks this information as not to be disclosed to patient.  Patient requests release of psychiatric records to himself.  Access to the restricted documents is denied.

6. Patient in previous example follows legally mandated procedures (e.g., appeals to the state Health Department) and obtains an order for release of records.  Entitlement restrictions are overridden.

