Administrative Issues

Joe Pato brought up the following administrative issues:

Reelection of chair information

Karl Best accepting nominations via e-mail until Friday, September 14th
Vote for new chair will be held via e-mail

XACML e-mail balloting

Motion: vote via e-mail identify period of time for ballot to close, no less than 48 hours majority of those voting including abstentions

Hal Lockhart motion

Don Flinn 2nd

Objections: none

Abstentions: none

Motion: passed

Use Case Presetnations

Michaharu Kudo Use Case Presentation

System configuration file

Static actions

On-line catalog

Attribute dependent actions

Paper Review

Requester dependent actions

Healthcare/On-line contracting

Provisional actions

PEP acts upon provisions supplied by PDP

If PEP is not able to evaluate a PEP the evaluates the decision to deny

PEP and PDP must have common understanding of provisional parameters

Referrals are not covered in the Use Case, all provisions are in local context

Issue of negative authorization with XACML

Hal has concerns that the “universe” in which negative authorization policy may be evaluated (attributes that the policy are based upon may not be available at decision time)

Marlena is also concerned about the lack of information that may be presented outside of a trusted domain pitfalls

Simon proposed that negative authorizations should be included with discussions of issues involved

Pierangela suggested that it is not possible to use only positive authorization to prevent updates to a document by anyone (as presented in Fred’s Use Case)

General process flow presentation

If PEP and PDP are tightly coupled PDP could off load some process to the PEP

Marlena asked what is the advantage to having tight coupling?

Thomas raised the question of whether we are driving towards an integration of the PDP & PEP

Hal suggested that the representation is logical and that the implementation my be any range of proximities

Simon raised the issue of what happens should a subset of an XML document be returned, what happens if it is no longer valid?

Should the PDP generate a valid schema for the subset?

Hal: dynamic schemas have ramifications downstream programmatically

More use cases may be needed

Depending upon how tightly coupled PDP and PEP are

Protocol for introspection

Pierangela Samarati Use Case Presentation (from IFIP presentation)

ACU Requirements

Support access restrictions based on based on abstractions (aggregation)

Support access restrictions based on conditions on meta-data or on local user profile

Support access restrictions related to singed agreements and other fulfillments to be accomplished via manual procedures

Support both regulation in the form of authorizations and restrictions

Have a declarative form

Be simple and expressive

Be easy to use to non-specialists

Simon Blackwell Use Case (presented by Hal Lockhart)

Hal provided a brief overview of the three Use Cases presented by Simon Blackwell

Carlisle Adams Use Case Presentation

Workflow Use Case

Post conditions need to be accommodated in the policy description language

Roll backs

Actions to take

Rollback point definition

Pierangela raised the issue of post conditions being evaluated prior to granting access

Carlisle suggested that workflow involves moving information along a chain and that a message may need to be sent to prevent the process from completion based upon a post condition failure.

Microsoft .NET

Simon noted that this is very similar to Java security

Sekhar doesn’t believe that this Use Case is relevant to the XACML project 

Carlisle suggested that it is similar to delegation by tracking the entities in a chain: The set of entities behind a requester represents a unique requirement

Simon referred to this as a least privileged model and that this requires that the system must be very environment aware and that it may not be able to be generalized as is

The consensus is that the concept is valid and should be considered in the solutions phase.

Bill Parducci Use Case Presentation

WebDAV

Bill said that he was not aware that he was to present upon WebDAV, but noted that this initial exploration on the topic revealed that WebDAV relied upon http header modifications and that the XACML will not likely be able to address the specification as stated.

Use Case Discussion

Carlisle Adams Use Case Summary

Carlisle presented a general overview of the commonalties amongst the Use Cases

Entity Associations in Scope

Physically

Logically

Direct

Indirect

Interoperability Requirements

If data travels, the policy must be able also follow, requiring interoperability in the policy language

Flexibility in naming and definition is necessary to achieve interoperability, namely for the following:

Requesters

Receivers

Resources (data) and their actions

Policy writers

Policy decision

Associations

Hal: naming of all policy inputs should be considered

Simon: do we accept these terms?

Pierangela: Is the Requester and Receiver the same entity or separate?

Discussion revolved the issues of having multiple subjects

Ex (Marlena): requesting encryption software to be delivered to an entity not authorized to receive it

Take away (Hal): the group should consider specific situations to investigate the issue in more detail

Ex (Don): Dr A. requests that information be provided to Dr. B.

The issue of whether XACML will deal with 1 Subject or n Subjects was discussed at length without resolution

The concept of having no subject in a policy, or having a subject that is “*” or “all” was also discussed by Hal, Pierangela, Simon and Marlena

Consensus is that there is always a Policy Subject (even if it is “all” or “*”)

Agenda Setting for Day 2

Since Requirements were not covered in detail on Day 1, an hour (9:00 – 10:00) will be set aside first thing on Day 2 to cover the Requirements more formally.

