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Glossary

Access - Performing an action on a resource
Access control - Controlling access in accordance with applicable policy
Action - Operation that may be performed on resource
Applicable policy  - The complete set of rules that governs access for a specific resource
Attribute - Characteristic of a principal, resource or environment that may be referenced by a pre-condition
Authorization decision - The result of evaluation of applicable policy.  A function with BOOLEAN range and, optionally, a set of post-conditions
Classification - An aggregation of resources with common attributes
Decision request - The request by a PEP to a PDP to render an authorization decision
Environment - The set of attributes that may be referenced by pre-conditions and that are independent of a particular principal and resource
Information request - The request by the PDP to the PIP for one or more environment attributes
Policy - (see applicable policy)

Policy conflict - The state that exists when two or more pre-conditions, forming part of applicable policy, individually yield conflicting results

Policy decision point - The system entity that evaluates applicable policy
Policy enforcement point - The system entity that performs access control
Policy information point - The system entity that acts as the source of environment attributes
Policy administration point - The system entity that creates applicable policy
Policy mediation point - The system entity that resolves policy conflict
Policy retrieval point - The system entity that ensures applicable policy is complete
Post-condition - A process specified in a rule that must be completed prior to access

Predicate - A statement about attributes whose truth can be evaluated
Pre-condition - A predicate or a logical expression of predicates
Principal - A system entity that can be referenced by a pre-condition
Resource - Data, service or system component

Role - An aggregation of principals with common attributes
Rule - The combination of a pre- and one or more post-conditions
Policy syntax

May be signed, in whole or in part, using XMLDSig.

Applicable policy

Applicable policy is the top-level element.  It contains a description of the access to which the policy applies, in the form of "resource classification" and "resource action".  It also contains the policy element.  PDPs may use the applicability element to locate, retrieve and verify the policy required for processing a particular samlp:authorizationQuery.  Verification means confirming that the value of the saml:Actions element in applicable policy is equal to the value of the saml:Actions element in the samlp:authorizationQuery.


<xs:element name="applicablePolicy">


<xs:complexType name="scopedPolicy">



<xs:sequence>




<xs:element name="applicability" minOccurs="0" maxOccurs="unbounded">





<xs:complexType>






<xs:sequence>







<xs:element name="resourceClassification" type="anyURI"/>







<xs:element name="resourceAction" type="saml:Actions" minOccurs="0"








maxOccurs="unbounded"/>






</xs:sequence>





</xs:complexType>




</xs:element>




<xs:element ref="policy"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Policy

The policy element is an aggregation of rules.


<xs:complexType name="policy">


<xs:sequence>



<xs:element ref="rule" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

Rule

A rule consists of a pre-condition and one or more optional post-conditions.  If the pre-condition evaluates to TRUE and the post-conditions are successfully executed, then the PDP should return the "permit" value in the samlp:Response/StatusCode element.  Otherwise, it must return the "deny" value.


<xs:element name="rule">


<xs:complexType>



<xs:sequence>




<xs:element name="preCondition">





<xs:complexType>






<xs:choice>







<xs:element ref="and"/>







<xs:element ref="or"/>







<xs:element ref="not"/>







<xs:element ref="predicate"/>






</xs:choice>





</xs:complexType>




</xs:element>




<xs:element ref="postCondition" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Pre-condition

The preCondition element is a predicate or a logical expression of predicates.

And

The "And" pre-condition evaluates to TRUE if and only if all the predicate elements that it contains evaluate to TRUE.


<xs:element name="and">


<xs:complexType>



<xs:sequence>




<xs:element ref="rule" minOccurs="2" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Or

The "Or" pre-condition evaluates to TRUE if one or more of the predicate elements that it contains evaluate to TRUE.


<xs:element name="or">


<xs:complexType>



<xs:sequence>




<xs:element ref="rule" minOccurs="2" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Not

The "Not" pre-condition evaluates to TRUE if the predicate element that it contains evaluates to FALSE.


<xs:element name="not">


<xs:complexType>



<xs:sequence>




<xs:element ref="rule"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Predicate

The predicate element contains one of the predicates defined here, or an external function.


<xs:element name="predicate">


<xs:complexType>



<xs:choice>




<xs:element ref="present"/>




<xs:element ref="equality"/>




<xs:element ref="greaterOrEqual"/>




<xs:element ref="lessOrEqual"/>




<xs:element ref="subsetOf"/>




<xs:element ref="supersetOf"/>




<xs:element ref="nonNullSetIntersection"/>




<xs:element ref="externalFunction"/>



</xs:choice>


</xs:complexType>

</xs:element>
Present

The Present predicate evaluates to TRUE if the element referenced by it is populated.


<xs:element name="present">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Equality

The Equality predicate evaluates to TRUE if the two elements referenced by it are equal.  Both elements must be of the same type.


<xs:element name="equality">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Greater or equal

The greaterOrEqual predicate evaluates to TRUE if the first element is greater or equal to the second element.  The two elements must be of same type, which may be string, normalizedString, byte, unsignedByte, base64Binary, hexBinary, integer, positiveInteger, negativeInteger, nonNegativeInteger, nonPositiveInteger, int, unsignedInt, long, unsignedLong, short, unsignedShort, decimal, float, double, time, dateTime, duration, date, gMonth, gYear, gYearMonth, gDay, gMonthDay, Name or Qname.

<xs:element name="greaterOrEqual">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Less or equal

The lessOrEqual predicate evaluates to TRUE if the first element is less or equal to the second element.  The two elements must be of same type, which may be string, normalizedString, byte, unsignedByte, base64Binary, hexBinary, integer, positiveInteger, negativeInteger, nonNegativeInteger, nonPositiveInteger, int, unsignedInt, long, unsignedLong, short, unsignedShort, decimal, float, double, time, dateTime, duration, date, gMonth, gYear, gYearMonth, gDay, gMonthDay, Name or Qname.


<xs:element name="lessOrEqual">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Sub-set of

The subSetOf predicate evaluates to TRUE if the value of the first element is amongst the set of values referenced by the second element.


<xs:element name="subsetOf">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Super-set of

The superSetOf predicate evaluates to TRUE if the set of values referenced by the first element includes the value(s) of the second element.


<xs:element name="supersetOf">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
Non-null Set Intersection

The nonNullSetIntersection predicate evaluates to TRUE if the set of values referenced by the two elements have at least one value in common.


<xs:element name="nonNullSetIntersection">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>
External function

The externalFunction element contains a definition of the interface to an external function.  The external function is defined as a WSDL "definition" element for a "request-response" operation.  The response must be a boolean.


<xs:element name="externalFunction" type="wsdl:definitions"/>
Post-condition

The postCondition element contains a definition of the interface to an external function.  The external function is defined as a WSDL "definition" element for a "one-way" operation.


<xs:element name="postCondition" type="wsdl:definitions"/>
Referenced data

The referencedData element contains elements for attributes of the main model entities: principal, resource and environment.


<xs:element name="referencedData">


<xs:complexType>



<xs:choice>




<xs:element name="principalAttribute" type="attributeReference"/>




<xs:element name="resourceAttribute" type="attributeReference"/>




<xs:element name="environmentAttribute" type="attributeReference"/>



</xs:choice>


</xs:complexType>

</xs:element>
Attribute reference

The "attribute reference" element is a pointer to an attribute.  The pointer is in the form of a URI.  It may contain an XPATH expression into a SAML attribute assertion for a principal, resource or environment.  If the resource is an XML document, then it may contain an XPATH Expression identifying an element of the resource.  If the URI does not indicate a SAML assertion passed to the PDP in the samlp:authorizationQuery, then the PDP should obtain the value from a suitable attribute authority.


<xs:simpleType name="attributeReference">


<xs:restriction base="anyURI"/>

</xs:simpleType>
Second operand

The second operand element is a choice between a referenced data element and a hard-coded value.


<xs:element name="secondOperand">


<xs:complexType>



<xs:choice>




<xs:element ref="referencedData"/>




<xs:element ref="hardcodedValue"/>



</xs:choice>


</xs:complexType>

</xs:element>
Hard-coded value

The "hard-coded value" element contains a value written directly into the policy instance.  Its type must be identical to that of any element with which it is paired in a predicate sub-element.


<xs:element name="hardcodedValue" type="xs:string"/>
Appendix A - Schema

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:wsdl="http://www.schemas.xmlsoap.org/wsdl/" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns saml: "http://www.oasis-open.org/committees/security/docs/draft-sstc-scheam-assertion-19.xsd" elementFormDefault="qualified" attributeFormDefault="unqualified">

<xs:element name="applicablePolicy">


<xs:complexType name="scopedPolicy">



<xs:sequence>




<xs:element name="applicability" minOccurs="0" maxOccurs="unbounded">





<xs:complexType>






<xs:sequence>







<xs:element name="resourceClassification" type="anyURI"/>







<xs:element name="resourceAction" type="saml:Actions" minOccurs="0"








maxOccurs="unbounded"/>






</xs:sequence>





</xs:complexType>




</xs:element>




<xs:element ref="policy"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:complexType name="policy">


<xs:sequence>



<xs:element ref="rule" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

<xs:element name="rule">


<xs:complexType>



<xs:sequence>




<xs:element name="preConditiont">





<xs:complexType>






<xs:choice>







<xs:element ref="and"/>







<xs:element ref="or"/>







<xs:element ref="not"/>







<xs:element ref="predicate"/>






</xs:choice>





</xs:complexType>




</xs:element>




<xs:element ref="postCondition" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="and">


<xs:complexType>



<xs:sequence>




<xs:element ref="rule" minOccurs="2" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="or">


<xs:complexType>



<xs:sequence>




<xs:element ref="rule" minOccurs="2" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="not">


<xs:complexType>



<xs:sequence>




<xs:element ref="rule"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="predicate">


<xs:complexType>



<xs:choice>




<xs:element ref="present"/>




<xs:element ref="equality"/>




<xs:element ref="greaterOrEqual"/>




<xs:element ref="lessOrEqual"/>




<xs:element ref="subsetOf"/>




<xs:element ref="supersetOf"/>




<xs:element ref="nonNullSetIntersection"/>




<xs:element ref="externalFunction"/>



</xs:choice>


</xs:complexType>

</xs:element>

<xs:element name="present">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="equality">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="greaterOrEqual">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="lessOrEqual">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="subsetOf">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="supersetOf">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="nonNullSetIntersection">


<xs:complexType>



<xs:sequence>




<xs:element ref="referencedData"/>




<xs:element ref="secondOperand" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:element>

<xs:element name="externalFunction" type="wsdl:definitions"/>

<xs:element name="postCondition" type="wsdl:definitions"/>

<xs:element name="referencedData">


<xs:complexType>



<xs:choice>




<xs:element name="principalAttribute" type="attributeReference"/>




<xs:element name="resourceAttribute" type="attributeReference"/>




<xs:element name="environmentAttribute" type="attributeReference"/>



</xs:choice>


</xs:complexType>

</xs:element>

<xs:simpleType name="attributeReference">


<xs:restriction base="anyURI"/>

</xs:simpleType>

<xs:element name="secondOperand">


<xs:complexType>



<xs:choice>




<xs:element ref="referencedData"/>




<xs:element ref="hardcodedValue"/>



</xs:choice>


</xs:complexType>

</xs:element>

<xs:element name="hardcodedValue" type="xs:string"/>
</xs:schema>
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