Policy model 09.

Here is pm09 <policyStatement> (for reference)

<policyStatement>

   <target>

      <subjects>

      <resources>

      <actions>

   </target>

   <policy> -- would like to rename to <constraints>.

</policyStatement>

Resources.

Pm09 defines resource as a matching rule between uninterpreted resource

name and request. It also binds request to saml authorization decision

query. Even if we stay withing saml framework and define new authorization

requests this kind of match will fail.

We should be able to reason about resource in request-independent way.

Resource can be described with a name, and optionally enclosing instance 

name, and (enclosing) class name.

[Note: I was struggling with resource identification, there could be better

names for elements]

<saml:AuthorizationDecisionQuery> is quite limiting in specifying resource.

One way to encode resource in resource name is to use convention:

resource=resource-name?enclosing-instance?enclosing-class

Another way is to present enclosing-instance and enclosing-class as

meta-resource assertion in the evidence portion of the

<saml:AuthorizationDecisionQuery>

ex1: describe xml element /patient/address/street in xml file

medco.com/data/homer.xml conforming to the schema 

medco.com/schemas/2002/records.xsd

<resources>

   <resourceIdentifier>

      <enclosingInstance syntax="regexp" match="cs">

         medco.com/data/homer.xml

      </enclosingInstance>

      <enclosingClass syntax="regexp" match="cs">

         medco.com/schemas/2002/records.xsd

      </class>

      <resourceName syntax="regexp" match="cs">

         /patient/address/street

      </resourceName>

   </resourceIdentifier>

</resources>

<saml:AuthorizationDecisionQuery> resource encoding:

/patient/address/street?medco.com/data/homer.xml?

medco.com/schemas/2002/records.xsd

ex2: describe files in a toystore

<resources>

   <resourceIdentifier>

      <resourceName syntax="regexp" match="cis">

         buy.com/webapps/toystore/bear*html

      </resourceName>

   </resourceIdentifier>

</resources>

<saml:AuthorizationDecisonQuery> resource encoding:

buy.com/webapps/toystore/bear1.html

It is also convinient to have <anyResource> element that matches anything.

Optional: For resources that are grouped together we can have <resourceGroup>

element:

<resourceGroup>

   choice of:

      <ref>

      predicate expression

</resourceGroup>

Here <ref> is taken over resource metadata assertion (see below)

We can also allow predicate expression inside group element such as

FreeDatasets = yes

<resourceGroup name="FreeDatasets">

   <ref syntax="xpath">/meta/group</ref>

</resourceGroup>

This kind of element is to save keystrokes because the same could be written

with <attributeRef> and <attributeValue>.

I would not insist on <group> element but I think it's useful for the

"target" purposes.

To summarize:

<resources>

   sequence min=1 max=unbounded

      choice of:

         <resourceIdentifier>

         <resourceGroup> -- do not insist

         <anyResource>

         predicate expression

</resources>

Subject.

Although we can use predicate expressions for subjects, I would like to suggest shortcuts for subject elements.

There are several kinds of subjects.

Specific subject: 

<saml:NameIdentifer>

Any subject: 

<anySubject securityDomain>

Subject in possesion of a key: 

<saml:SubjectConfirmation>

optional: Group member: 

<subjectGroup> element can contain either (xpath) expression like //group

or predicate expression like admin="yes"

<subjectGroup name saml:securityDomain>

   choice of:

      <ref>//groupNames</ref>

      predicate-expression

</subjectGroup>

Here xpath expression is taken over requestor attribute assertion

Again, <subjectGroup> is a shortcut for comparing attributes.

I would not insist on <group> element but I think it's useful for the

"target" purposes.

To summarize:

<subjects>

   sequence min=1 max=unbounded

      choice-of:

         <saml:NameIdentifer>

         <saml:SubjectConfirmation>

         <anySubject saml:securityDomain>

         <subjectGroup name saml:SecurityDomain> -- would not insist

         predicate expression

</subjects>

Attribute references.

It is important to specify an object for the attribute reference.

xpath expressions could be taken over requestor's attribute assertion,

other subject attribute assertion, resource meta data, request,

environment assertions.

To diffirentiate attribute reference object we can either have a

special attribute or have different attribute reference types.

I prefer different attribute reference types.

Simple reference <ref> is embedded in specific attribute reference

<ref [syntax="xpath"]>//address/office</ref>

Subject attribute reference allows us to reason about any subject

If subject element is absent subject is a requestor.

<subjectAttributeRef>

    <subject> -- one of subject elements

    <ref> -- refernce

</subjectAttributeRef>

<subjectAttributeRef>

    <saml:NameIdentifier SecurityDomain="foo" Name="moo"/>

    <ref>//address/office</ref>

</subjectAttributeRef>

Request attribute reference allows us to select different portions of request:

<requestAttributeRef>

    <ref>//params/stockSymbol</ref>

</requestAttributeRef>

Resource attribute reference

If resource name is absent reference is taken over requested resource

<resourceAttributeRef>

   <resourceName>

   <ref>

</resourceAttributeRef>

Meta resource reference is a reference taken over resource meta-data

(Ernesto,Pierangela) We should define standard resource metadata.

<metaResourceRef>

    <ref>/meta/owner</ref>

</metaResourceRef>

Here are examples from pm 09.

1. A person (from medco.com domain) may read any record for which he or she

is a designated patient.

<policyStatement>

   <target>

      <subjects>

         <anySubject saml:SecurityDomain="medco.com">

      </subjects>

      <resources>

         <resourceIdentifier>

            <enclosingClass syntax="regexp" match="cs">

               medco.com/schemas/2002/records.xsd

            </enclosingClass>

            <resourceName anyName=”true”/>

         </resourceIdentifier>

      </resources>

      <actions>

         <action>read</saml:action>

      <actions>

   </target>

   <constraints>

      <predicate>

         <and>

            <equal>

               <requestAttributeRef>

                  //Subject/NameIdentifier/@Name

               </requestAttributeRef>

               <resourceAttributeRef>

                  /patient/patientName

               </resourceAttributeRef>

            </equal>

         </and>

      </predicate>

   </constraints>

</policyStatement>

2. A person may read any record for which he or she is the designated parent

or guardian, and for which the patient is under 16 years of age.

<policyStatement>

   <target>

      <subjects>

         <anySubject saml:SecurityDomain="medco.com"/>

      </subjects>

      <resources>

         <resourceIdentifier>

            <enclosingClass syntax="regexp" match="cs">

               medco.com/schemas/2002/records.xsd

            </enclosingClass>

            <resourceName anyName=”true”/>

         </resourceIdentifier>

      </resources>

      <actions>

         <action>read</action>

      </actions>

   </target>

   <constraints>

      <predicate>

         <and>

            <equal>

               <requestAttributeRef>

                  //Subject/NameIdentifier/@Name

               </requestAttributeRef>

               <resourceAttributeRef>

                  /parentGuardian/parentGuardianName

               </resourceAttributeRef>

            </equal>

         </and>

      </predicate>

   </constraints>

</policyStatement>

3. (Modified) An administrator can read patient insurer information.

<policyStatement>

   <target>

      <subjects>

         <subjectGroup name=”administrator” securityDomain=”medco.com”>

            <predicate>

               <and>

                  <equal>

                     <subjectAttributeRef>

                        //Administrator

                     </subjectAttributeRef>

                     <attributeValue>

                        true

                     </attributeValue>

                  </equal>

               </and>

            </predicate>

         </subjectGroup>

      </subjects>

      <resources>

         <resourceIdentifier>

            <enclosingClass>

               medco.com/schemas/2002/records.xsd

            </enclosingClass>

            <resourceName syntax="xpath10" match="cs">

               /patient/insurer

            </resourceName>

         </resourceIdentifier>

      </resources>

      <actions>

         <action>read</action>

      </actions>

   </target>

</policyStatement>

