1.1. Background

The modern enterprise is pervaded by information systems and devices.  Economies of scale have driven vendors to provide increasingly general-purpose solutions that must be configured to address the specific needs of each situation in which they are applied.  This leads to constantly increasing complexity and configurability.  Furthermore, the devices and systems may be distributed widely in a global enterprise.  The task of analyzing and controlling system and device configuration in a consistent manner across an entire enterprise is an enormous challenge, compounded by the fact that, even when systems and devices support configuration by a remote console, there is no common interface standard.  Consequently, it is becoming increasingly difficult for an enterprise to obtain a consolidated view of the policy in effect across its many and diverse systems and devices or to enforce a single policy that affects many of those devices and systems.

The objective of XACML is to address this need by defining a language capable of expressing policy statements for a wide variety of information systems and devices 

The approach taken by XACML is to draw together long-established techniques for access-control and then to extend a platform-independent language (XML) with suitable syntax and semantics for expressing those techniques in the form of policy statements.

XACML exploits long-established techniques, such as:

· Combining independent rules to form a single policy.

· Combining independent policies, optionally from different policy-writers, to form a single policy set.

· The parameterization of the algorithm to be used for combining rules and policies.

· Attaching an indication of the set of decisions that a rule or policy is intended to render to the rule or policy.

· Defining the set of decisions that the rule or policy is intended to render in terms of the name or attributes of the subject, resource and action identified in the decision request.

· Specifying in a policy statement a set of actions that must be performed in conjunction with the rendering of a decision.

· Stating rule conditions as a logical expression of predicates of functions of attributes of the resource and/or subject.

· Providing an abstraction layer between the policy language and the environment to which it applies.

· The communication of policies, either attached to the resources they are intended to protect, or separately.

The following sections describe how to understand the rest of this specification.

1.1.1. Rule combining
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1.1.2. Policy combining

Ref 5, 8

1.1.3. Combining algorithm
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1.1.4. Decision indication

1.1.5. Names or attributes
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1.1.6. Specifying actions
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1.1.7. Expression of predicates
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1.1.8. Abstraction layer
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