5 
Policy syntax (normative, with the exception of the schema fragments)
5.1 Element <PolicySet>

The <PolicySet> element is a top level element in the XACML policy schema. <PolicySet> is an aggregation of other policy sets and policies. Policy sets MAY be included into enclosing <PolicySet> element either directly by the <PolicySet> element or indirectly by the <PolicySetIdReference> element. Policies MAY be included into enclosing <PolicySet> either directly by the <Policy> element or indirectly by the <PolicyIdReference> element.

If <PolicySet> element contains references to other policy sets or policies in the form of URIs these references MAY be resolvable. Applications MAY use  SAML protocol extensions to query for the <PolicySetAssertion> or <PolicyAssertion> by reference.

Policies included in the <PolicySet> MUST be combined by the algorithm specified by the PolicyCombiningAlgId attribute.

<Target> element defines applicability of the <PolicySet> to authorization request. If there is a match between <Target> element within <PolicySet> and authorization decision request, then <PolicySet> element MAY be used by the PDP in making authorization decision.

<Obligations> element is a set of obligations that MUST be fulfilled by the PEP upon authorization decision. If PEP does not understand any obligation it MUST act as if PDP returned “Deny” authorization decision.


<xs:element name="PolicySet" type="xacml:PolicySetType"/>

<xs:complexType name="PolicySetType">


<xs:sequence>



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/>



<xs:element ref="xacml:Target"/>



<xs:choice minOccurs="0" maxOccurs="unbounded">




<xs:element ref="xacml:PolicySet"/>




<xs:element ref="xacml:Policy"/>




<xs:element ref="xacml:PolicySetIdReference"/>




<xs:element ref="xacml:PolicyIdReferece"/>



</xs:choice>



<xs:element ref="xacml:Obligations" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/>


<xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType>
The <PolicySet> element is of PolicySetType complex type.

<PolicySet> element contains following attributes and elements:

PolicySetId [Required]

Policy set identifier. Party assigning identifier MUST minimize the potential of some other party reusing the same identifier. This MAY be achieved by following predefined urn or uri scheme. If policy set identifier is in the form of URI it MAY be resolvable.

PolicyCombiningAlgId [Required]

Policy combining algorithm identifier by which various <PolicySet> components MUST be combined. Policy combining algorithm identifiers are listed in Table xx

<Description> [Optional]


Free form description of the <PolicySet>.

<PolicySetDefaults> [Optional]

A set of defaults applicable to the <PolicySet>. This set of policy defaults does not propogate down into <PolicySet> components.

<Target> [Required]


<Target> element defines applicability of a <PolicySet> to authorization request.

<Target> element MAY be  declared by the creator of the <PolicySet> or it MAY be computed from the <Target> elements of the referenced <Policy> elements either as an intersection or as a union.

If <xacml-context:Subject>, <xacml-context:Resource>, and <xacml-context:Action> elements of the <xacml-context:Request> element match <Subjects>, <Resources>, and <Actions> elements of the <Target> within <PolicySet> element, then it  MAY be used by the PDP in making authorization decision.

<PolicySet> [Any Number]


Policy set component that is included in this policy set.

<Policy> [Any Number]


Policy component that is included in this policy set.

<PolicySetIdReference> [Any Number]

Reference to the <PolicySet> component that MUST be included in this policy set. If <PolicySetIdReference> is an URI it MAY be resolvable. Application MAY use SAML protocol extensions to query <PolicySet> by reference.

<PolicyIdReference> [Any Number]

Reference to the <Policy> component that MUST be included in this policy set. If <PolicyIdReference> is an URI it MAY be resolvable. Application MAY use SAML protocol extensions to query <Policy> by reference.

<Obligations> [Optional]

Contains the set of <Obligation> elements that MUST be discharged by the PEP. If PEP does not understand any obligation in this set it MUST act as if authorization request was denied by the PDP.

5.2 Element <Description>

The <Description> element is used for free form description of the <PolicySet> element and <Policy> element. <Description> element is of xs:string simple type.


<xs:element name="Description" type="xs:string"/>
5.3 Element <PolicySetDefaults>

The <PolicySetDefaults> element is used to specify defaults for the <PolicySet> element. 


<xs:element name="PolicySetDefaults" type="xacml:DefaultsType"/>

<xs:complexType name="DefaultsType">


<xs:sequence minOccurs="0" maxOccurs="unbounded">



<xs:element ref="xacml:AbstractDefaults"/>


</xs:sequence>

</xs:complexType>
<PolicySetDefaults> element is of DefaultsType complex type.

<AbstractDefaults> [Any Number]

This is the head of substitution group to specify default parameters. The only element in this substitution group defined at this time is <XpathVersion> element.

5.4 Element <Target>

The <Target> element identifies the set of decision requests that the parent element is intended to evaluate. <Target> element appears as a child of <PolicySet>, <Policy>, and <Rule> elements. It contains definition for subjects, resources, and actions.


<xs:element name="Target" type="xacml:TargetType"/>

<xs:complexType name="TargetType">


<xs:sequence>



<xs:element ref="xacml:Subjects"/>



<xs:element ref="xacml:Resources"/>



<xs:element ref="xacml:Actions"/>


</xs:sequence>

</xs:complexType>
If the subject, resource, and action in the <xacml-context:Request> element match the definitions of subjects, resources, and actions the <Target> element, then policy component containing <Target> element MAY be applicable to the request.

For the purposes of matching, <Subjects>, <Resources>, and <Actions> children of the <Target> element are combined with logical ‘AND’. For the parent of the <Target> element to be applicable to the authorization request, at least one <Subject>, one <Resource>, and one <Action> MUST match corresponding elements in the request context.

The <Target> element is of TargetType complex type.

Disjunctive sequence is a sequence of elements combined with logical ‘OR’.

<Subjects> [Required]

This element is either a disjunctive sequence of <Subject> elements that match this target with subject attributes in the request context, or special element <AnySubject> that matches any subject attribute in the request context.

<Resources> [Required]

This element is either a disjunctive sequence of <Resource> elements that match this target with resource attributes in the request context, or special element <AnyResource> that matches any resource attribute in the request context.

<Actions> [Required]

This element is either a disjunctive sequence of <Action> elements that match this target with action attributes in the request context, or special element <AnyAction> that matches any action attribute in the request context.

5.5 Element <Subjects>

The <Subjects> element is a child of the <Target> element and is a wrapper for the disjunctive sequence of the <Subject> elements. The <Subjects> element is combined by logical ‘AND’ with other children of the <Target> element.

<xs:element name="Subjects" type="xacml:SubjectsType"/>
<xs:complexType name="SubjectsType">

<xs:choice>


<xs:element ref="xacml:Subject" maxOccurs="unbounded"/>


<xs:element ref="xacml:AnySubject"/>

</xs:choice>
</xs:complexType>


The <Subjects> element is of SubjectsType complex type.

<Subject> [Required]

A disjunctive sequence of one or more matching specifications against subject attributes in the request context.

<AnySubject> [Required]


An element matching any subject attribute in the request context.

5.6 Element <Subject>

Conjunctive sequence is a sequence of elements combined with logical ‘AND’.

The <Subject> element is a conjunctive sequence of individual matches against subject attributes in the request context.


<xs:element name="Subject" type="xacml:SubjectType"/>

<xs:complexType name="SubjectType">


<xs:sequence>



<xs:element ref="xacml:SubjectMatch" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>
<Subject> element is of SubjectType complex type.

<Subject> element contains following elements:

<SubjectMatch> [One to Many]

Conjunctive sequence of individual matches with the subject attributes in the request context.

5.7 Element <SubjectMatch>

The <SubjectMatch> element identify a set of subject related entities by matching values in the subject portion of the context with values embedded in the policy.


<xs:element name="SubjectMatch" type="xacml:SubjectMatchType"/>

<xs:complexType name="SubjectMatchType">


<xs:sequence>



<xs:choice>




<xs:element ref="xacml:SubjectAttributeDesignator"/>




<xs:element ref="xacml:AttributeSelector"/>



</xs:choice>



<xs:element ref="xacml:AttributeValue"/>


</xs:sequence>


<xs:attribute name="MatchId" type="xs:QName" use="required"/>

</xs:complexType>
<SubjectMatch> element is of SubjectMatchType complex type.

<SubjectMatch> element contains following attributes and elements:

MatchId [required]

Specifies matching function. Value of this attribute MUST be QName with legal values documented in Table xxx. 

<SubjectAttributeDesignator> [required]

Identifies one or more values in the subject portion of the <xacml-context:Request> element.

<AttributeSelector> [required]

MAY be used to identify one or more values in the subject portion of <xacml-context:Request> element. It MUST contain legal xpath expression over the subject portion of <xacml-context:Request> element.

5.8 Element <Resources>

The <Resources> element is a child of the <Target> element and is a wrapper for the disjunctive sequence of the <Resource> elements. The <Resources> element is combined by logical ‘AND’ with other children of the <xacml:Target> element.

<xs:element name="Resources" type="xacml:ResourcesType"/>

<xs:complexType name="ResourcesType">


<xs:choice>



<xs:element ref="xacml:Resource" maxOccurs="unbounded"/>



<xs:element ref="xacml:AnyResource"/>


</xs:choice>

</xs:complexType>
The <Resources> element is of ResourcesType complex type.

<Resources> element consists of following elements:

<Resource> [Required]

A disjunctive sequence of one or more matching specifications against resource attributes in the request context.

<AnyResource> [Required]


An element matching any resource attribute in the request context.

5.9 Element <Resource>

The <Resource> element is a conjunctive sequence of individual matches against the resource attributes in the request context.


<xs:element name="Resource" type="xacml:ResourceType"/>

<xs:complexType name="ResourceType">


<xs:sequence>



<xs:element ref="xacml:ResourceMatch" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>
<Resource> element is of ResourceType complex type.

<Resource> element contains following elements:

<ResourceMatch> [One to Many]

Conjunctive sequence of individual matches with the resource attrbutes in the request context.

5.10 Element <ResourceMatch>

The <ResourceMatch> element identify a set of resource related entities by matching values in the resource portion of the context with values embedded in the policy.


<xs:element name="ResourceMatch" type="xacml:ResourceMatchType"/>

<xs:complexType name="ResourceMatchType">


<xs:sequence>



<xs:choice>




<xs:element ref="xacml:ResourceAttributeDesignator"/>




<xs:element ref="xacml:AttributeSelector"/>



</xs:choice>



<xs:element ref="xacml:AttributeValue"/>


</xs:sequence>


<xs:attribute name="MatchId" type="xs:QName" use="required"/>

</xs:complexType>
<ResourceMatch> element is of ResourceMatchType complex type.

<ResourceMatch> element contains following attributes and elements:

MatchId [Required]

Specifies matching function. Value of this attribute MUST be QName with legal values documented in Table xxx. 

<ResourceAttributeDesignator> [Required]

Identifies one or more values in the resource portion of the <xacml-context:Request> element.

<AttributeSelector> [Required]

MAY be used to identify one or more values in the resource portion of <xacml-context:Request> element. It MUST contain legal xpath expression over the resource portion of <xacml-context:Request> element.

5.11 Element <Actions>

The <Actions> element is a child of the <Target> element and is a wrapper for the disjunctive sequence of the <Action> elements. The <Actions> element is combined by logical ‘AND’ with other children of the <Target> element.

<xs:element name="Actions" type="xacml:ActionsType"/>
<xs:complexType name="ActionsType">

<xs:choice>


<xs:element ref="xacml:Action" maxOccurs="unbounded"/>


<xs:element ref="xacml:AnyAction"/>

</xs:choice>
</xs:complexType>
The <Actions> element is of ActionsType complex type.

<Actions> element contains following elements:

<Action> [Required]

A disjunctive sequence of one or more matching specifications against action attributes in the request context.

<AnyAction> [Required]


An element matching any action attribute in the request context.

5.12 Element <Action>

The <Action> element is a conjunctive sequence of individual matches against the action attributes in the request context.

<xs:element name="Action" type="xacml:ActionType"/>
<xs:complexType name="ActionType">

<xs:sequence>


<xs:element ref="xacml:ActionMatch" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
<Action> element is of ActionType complex type.

<Action> element contains following elements:

<ActionMatch> [One to Many]

Conjunctive sequence of individual action matches with the action in the request context.

5.13 Element <ActionMatch>

The <ActionMatch> element identify a set of action related entities by matching values in the action portion of the context with values embedded in the policy.

<xs:element name="ActionMatch" type="xacml:ActionMatchType"/>
<xs:complexType name="ActionMatchType">

<xs:sequence>


<xs:choice>



<xs:element ref="xacml:ActionAttributeDesignator"/>



<xs:element ref="xacml:AttributeSelector"/>


</xs:choice>


<xs:element ref="xacml:AttributeValue"/>

</xs:sequence>

<xs:attribute name="MatchId" type="xs:QName" use="required"/>
</xs:complexType>
<ActionMatch> element is of ActionMatchType complex type.

<ActionMatch> element contains following attributes and elements:

MatchId [Required]

Specifies matching function. Value of this attribute MUST be QName with legal values documented in Table xxx. 

<ActionAttributeDesignator> [Required]

Identifies one or more values in the resource portion of the <xacml-context:Request> element.

<AttributeSelector> [Required]

MAY be used to identify one or more values in the action portion of <xacml-context:Request> element. It MUST contain legal xpath expression over the resource portion of <xacml-context:Request> element.

5.14 Element <PolicySetIdReference>

The <PolicySetIdReference> element is used to reference <PolicySet> element by id. If <PolicySetIdReference> is a URI it MAY be resolvable to the <PolicySet>. Mechanism resolving policy set reference to the corresponding policy set is implementation dependent. Application MAY use xacml SAML protocol extension to query <PolicySetStatement> by id.

<xs:element name="PolicySetIdReference" type="xs:anyURI"/>
Element <PolicySetIdReference> is of xs:anyURI simple type.

5.15 Element <PolicyIdReference>

The <xacml:PolicyIdReference> element is used to reference <Policy> element by id. If <PolicyIdReference> is a URI it MAY be resolvable to the <Policy>. Mechanism resolving policy reference to the corresponding policy is implementation dependent. Application MAY xacml use SAML protocol extension to query <PolicyStatement> by id.


<xs:element name="PolicyIdReference" type="xs:anyURI"/>
Element <PolicyIdReference> is of xs:anyURI simple type.

5.16 Element <Policy>

The <Policy> element is the smallest entity that can be presented to the PDP for evaluation. 

The main components of this element are the <Target>, <Rule>, and <Obligations> elements and RuleCombiningAlgId attribute. 

The <Target> element defines <Policy> applicability to authorization requests. A sequence of <Rule> elements specify authorizations that MUST be combined according to the RuleCombiningAlgId attribute. <Obligations> element contains a set of obligations that MUST be discharged by the PDP as a result of authorization decision.


<xs:element name="Policy" type="xacml:PolicyType"/>

<xs:complexType name="PolicyType">


<xs:sequence>



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:PolicyDefaults" minOccurs="0"/>



<xs:element ref="xacml:Target"/>



<xs:element ref="xacml:Rule" minOccurs="0" maxOccurs="unbounded"/>



<xs:element ref="xacml:Obligations" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="PolicyId" type="xs:anyURI" use="required"/>


<xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/>

</xs:complexType>
<Policy> element is of PolicyType complex type.

<Policy> element contains the following attributes and elements:

PolicyId [Required]

Policy identifier. Party assigning identifier MUST minimize the potential of some other party reusing the same identifier. This MAY be achieved by following predefined urn or uri scheme. It is OPTIONAL for the PolicyId URI to be resolvable to <Policy> object.

RuleCombiningAlgId [Required]

Rule combining algorithm identifier contains a reference to the rule combining algoritm by wich <Rule> elements MUST be combined. <Policy> element MUST understand rule combining algorithm. Currently defined rule combining algoritms are specified in table xxx. 

<Description> [Optional]


Free form description of the policy.

<PolicyDefaults>  [Optional]

Defines a set of default values applicable to the policy. The scope of <PolicyDefaults> element is the enclosing policy.

<Target> [Required]

Defines <Policy> element applicability to the authorization request. The <Target> element MAY be declared by the creator of the < Policy> element, or it MAY be computed from the <Target> elements of the referenced <Rule> elements either as an intersection or as a union.

<Rule> [Any Number]

A sequence of authorizations that MUST be combined according to the RuleCombiningAlgId attribute. Rules with <Target> elements matching authorization request MUST be considered. Rules with <Target> elements that do not match authorization request MUST NOT be considerd. Applicability of rules to the authorization request is detailed in table xxx.

<Obligations> [Optional]

Conjunctive sequence of obligations that MUST be discharged by the PEP upon authorization decision. If PEP does not understand returned obligations it MUST act as if PDP denied access to the requested resource.

5.17 Element <Rule>

The <Rule> element defines individual rule in the policy. The main components of this element are <Target> and <Condition> elements, and the Effect attribute.


<xs:element name="Rule" type="xacml:RuleType"/>

<xs:complexType name="RuleType">


<xs:sequence>



<xs:element ref="xacml:Description" minOccurs="0"/>



<xs:element ref="xacml:Target" minOccurs="0"/>



<xs:element ref="xacml:Condition" minOccurs="0"/>


</xs:sequence>


<xs:attribute name="RuleId" type="xs:anyURI" use="required"/>


<xs:attribute name="Effect" type="xacml:EffectType" use="required"/>

</xs:complexType>
<Rule> element is of RuleType complex type.

<Rule> element contains following attributes and elements:

RuleId


URN identifying this rule.

Effect

Rule effect. Values of this attribute are either “Permit” or “Deny”.

<Description> [optional]


Free form description of the rule.

<Target> [optional]

Identifies the set of decision requests that the <Rule> element is intended to evaluate. If this element is ommitted target for the <Rule> is defined by the enclosing <Policy> element. See section 5.x for details.

<Condition> [optional]

A set of conditions that MUST be satisfied for the rule to be applicable. Condtion is boolean function over a combination of subject, resource, or environment attributes or other functions.

5.18 Simple Type EffectType

The <EffectType> simple type defines the values allowed for the Effect attribute of the <Rule> element and for the FulfilOn attribute of the <Obligation> element.


<xs:simpleType name="EffectType">


<xs:restriction base="xs:string">



<xs:enumeration value="Permit"/>



<xs:enumeration value="Deny"/>


</xs:restriction>

</xs:simpleType>
5.19 Element <Condition>

The <Condition> element is a boolean function over subject, resource, action, or environment attributes or functions of attributes. If <Condition> element evaluates to true then enclosing <Rule> element is applicable to the request.


<xs:element name="Condition" type="xacml:ApplyType"/>
<Condition> element if of ApplyType complext type.

5.20 Element <Apply>

The <Apply> element denotes application of a function to it’s arguments, thus encoding a function call. <Apply> can be applied to any combination of <Apply>, <AttributeValue>, <SubjectAttributeDesignator>, <ResourceAttributeDesignator>, <ActionAttributeDesignator>, <EnvironmentAttributeDesignator>, and <AttributeSelector> arguments.


<xs:element name="Apply" type="xacml:ApplyType"/>

<xs:complexType name="ApplyType">


<xs:choice minOccurs="0" maxOccurs="unbounded">



<xs:element ref="xacml:Apply"/>



<xs:element ref="xacml:AttributeValue"/>



<xs:element ref="xacml:SubjectAttributeDesignatorWhere"/>




<xs:element ref="xacml:SubjectAttributeDesignator"/>



<xs:element ref="xacml:ResourceAttributeDesignator"/>



<xs:element ref="xacml:ActionAttributeDesignator"/>



<xs:element ref="xacml:EnvironmentAttributeDesignator"/>



<xs:element ref="xacml:AttributeSelector"/>


</xs:choice>


<xs:attribute name="FunctionId" type="xs:QName" use="required"/>

</xs:complexType>
<Apply> element is of ApplyType complex type. The toplevel element of ApplyType is <Condition> element described in section 5.19.

<Apply> element contains following attributes and elements:

FunctionId [Required]

QName of a function. Xacml-defined functions are described in the accompanying Table xx.

 <Apply> [Optional]


Nested function call argument.

<AttributeValue> [Optional]


Literal value argument.

<SubjectAttributeDesignatorWhere>


Subject attribute argument.

<SubjectAttributeDesignator> [Optional]


Subject attribute argument.


<ResourceAttributeDesignator> [Optional]


Resource attribute argument.

<ActionAttributeDesignator> [Optional]


Action attribute argument.

<EnvironmentAttributeDesignator> [Optional]


Environmet attribute argument.

<AttributeSelector> [Optional]


Attribute selector argument.

5.21 Complex type <AttributeDesignatorType>

Elements of the <AttributeDesignatorType> complex type are used as a pointing devices into various portions of the <xacml-context:Request> element. <AttributeDesignatorType> is XML syntax alternative to xpath expressions used by the <AttributeSelector> element. 

Elements of <AttributeDesignatorType> type select a set of attributes from the request context, each of them having the same AttributeId value. In that attribute designator semantics is identical to xpath path expressions.


<xs:complexType name="AttributeDesignatorType">


<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>


<xs:attribute name="DataType" type="xs:anyURI" use="required"/>


<xs:attribute name="Issuer" type="xs:anyURI" use="optional"/>

</xs:complexType>
<AttributeDesignatorType> contains following attributes:

AttributeId [Required]


Attribute identifier selecting attribute within <xacml-context:Request> element.

DataType [Required]


Data type for interpreting attribute value in the <xacml-context:Request> element.

Issuer [Optional]


Authority that issued attribute.

5.22 Element <SubjectAttributeDesignator>

The <SubjectAttributeDesignator> element selects a set of subject attribute values having the same attribute identifier from within all subject sections of the <xacml-context:Request> element. In that <SubjectAttributeDesignator> element behaves like xpath path expression. 

Note that because <xacml-context:Request> element MAY have multiple <xacml-context:Subject> elements, attribute values from all of them are selected. <SubjectAttributeDesignatorWhere> element provides a way to narrow down this selection to the specific subject.

<SubjectAttributeDesignator> element is used by the <SubjectMatch> element and can be passed to the <Apply> element as an argument.

<xs:element name="SubjectAttributeDesignator" type="xacml:AttributeDesignatorType"/>
<SubjectAttributeDesignator> element is of AttributeDesignatorType complex type.

5.23 Element <ResourceAttributeDesignator>

The <ResourceAttributeDesignator> element selects a set of resource attribute values having the same attribute identifier from within resource section of the <xacml-context:Request> element. In that <ResourceAttributeDesignator> element behaves like xpath path expression.

<ResourceAttributeDesignator> element is used by the <ResourceMatch> element and can be passed to the <Apply> element as an argument.

<xs:element name="ResourceAttributeDesignator" type="xacml:AttributeDesignatorType"/>
<ResourceAttributeDesignator> element is of AttributeDesignatorType complex type.

5.24 Element <ActionAttributeDesignator>

The <ActionAttributeDesignator> element selects a set of action attribute values having the same attribute identifier from within action section of the <xacml-context:Request> element. In that <ActionAttributeDesignator> element behaves like xpath path expression.

<ActionAttributeDesignator> element is used by the <ActionMatch> element and can be passed to the <Apply> element as an argument.

<xs:element name="ActionAttributeDesignator" type="xacml:AttributeDesignatorType"/>
<ActionAttributeDesignator> element is of AttributeDesignatorType complex type.

5.25 Element <EnvironmentAttributeDesignator>

The <EnvironmentAttributeDesignator> element selects a set of environment attribute values having the same attribute identifier from within environment section of the <xacml-context:Request> element. In that <EnvironmentAttributeDesignator> element behaves like xpath path expression.

<EnvironmentAttributeDesignator> element can be passed to the <Apply> element as an argument

.

<xs:element name="EnvironmentAttributeDesignator" type="xacml:AttributeDesignatorType"/>
<EnvironmentAttributeDesignator> element is of AttributeDesignatorType complex type.

5.26 Element <SubjectAttributeDesignatorWhere>

The element <SubjectAttributeDesignatorWhere> allows to specifiy additional subject matches when subject attirubute value is selected from the <xacml-contex:Request> element.

Because <xacml-context:Request> element MAY contain multiple <xacml-context:Subject> elements <SubjectAttributeDesignatorWhere> provides a way to focus subject attribute selection on a particular subject. 

The <SubjectAttributeDesignatorWhere> element is designed to make selections such as: Select attribute value for subject attribute id “A” such, that attribute value for subject attribute id “B” is “valueB” and attribute value for subject attribute id “C” is “valueC”.

Every subject match narrows down a set of attributes selected by the previous match.

Element <SubjectAttributeDesignatorWhere> is passed as an argument to the <Apply> element.

<xs:element name="SubjectAttributeDesignatorWhere" type="xacml:SubjectAttributeDesignatorWhereType"/>
<xs:complexType name="SubjectAttributeDesignatorWhereType">

<xs:complexContent>


<xs:extension base="xacml:AttributeDesignatorType">



<xs:sequence>




<xs:element ref="xacml:SubjectMatch" minOccurs="0"/>



</xs:sequence>


</xs:extension>

</xs:complexContent>
</xs:complexType>
<SubjectAttributeDesignatorWhere> element is of SubjectAttributeDesignatorWhereType complex type.

In addition to it’s base type,  <SubjectAttributeDesignatorWhere> element contains following elements:

<SubjectMatch> [Any Number]


A conjunctive sequence of matches against the subject portion of 

<xacml-context:Request> element. Each subject match in a sequence narrows down a set of subject attributes selected by the previous match.

5.27 Element <AttributeSelector>

The <AttributeSelector> element is a free form pointing device into the <xacml-context:Request> element. It is using xpath syntax to select elements from the request context. There are no restrictions on the xpath. Full power of xpath syntax should be used with care. Policy writer MUST ensure that when <AttributeSelector> element is used in place of any element of <AttributeDesignatorType> it is pointing to the correct section of the <xacml-context:Request> element. Support for <AttributeSelector> element is OPTIONAL.

<xs:element name="AttributeSelector" type="xacml:AttributeSelectorType"/>
<xs:complexType name="AttributeSelectorType">

<xs:attribute name="RequestContextPath" type="xs:anyURI" use="required"/>

<xs:attribute name="DataType" type="xs:anyURI" use="required"/>

<xs:attribute name="XPathVersion" type="xs:anyURI" use="optional"/>

</ xs:complexType>
<AttributeSelector> element is of <AttributeSelectorType> complex type.

<AttributeSelector> element has following attributes:

RequestContextPath [Required]


Xpath expression into request context. There is no restriction on xpath syntax.

DataType [Required]

Data type of the selected item. It could be built-in schema defined data type or any other derived data type.

XpathVersion [Optional]

Xpath version. Default value for this attribute is: http://www.w3.org/TR/1999/Rec-xpath-19991116 which is xpath 1.0. It could be overwritten by another value or by the <XpathVersion> element.
5.28 Element <AttributeValue>

The <AttributeValue> element contain a literal attribute value. The type of the value MUST be contained in the DataType attribute.


<xs:element name="AttributeValue" type="xacml:AttributeValueType"/>

<xs:complexType name="AttributeValueType">


<xs:complexContent>



<xs:extension base="xs:anyType">




<xs:attribute name="DataType" type="xs:anyURI" use="required"/>



</xs:extension>


</xs:complexContent>

</xs:complexType>
<AttributeValue> element is of AttributeValueType complex type.

<AttributeValue> element contains following attributes:

DataType [required]

The type of the value. The attribute MAY be of one of the xml schema embedded types. Alternatively, it MAY be of a structured type defined in some other namespace.

5.29 Element <Obligations>

The <Obligations> element contains a set of <Obligation> elements. PEP MUST fulfill all obligations returned by the PDP. If PEP does not understaned an obligation it MUST act as if PDP returned “Deny” authorization decision.

<xs:element name="Obligations" type="xacml:ObligationsType"/>
<xs:complexType name="ObligationsType">

<xs:sequence>


<xs:element ref="xacml:Obligation" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
<Obligations> element is of <ObligationsType> complexType. 

<Obligation> [One to Many]

A sequence of obligations that MUST be fulfilled by the PEP. If PEP does not understaned an obligation it MUST act as if PDP returned “Deny” authorization decision.

5.30 Element <Obligation>

The <Obligation> element contain an identifier for the obligation and a set of attributes that form arguments of the action defined by the obligation. The FulfilOn attribute indicates the decision value for which this obligation MUST be fulfilled.

<xs:element name="Obligation" type="xacml:ObligationType"/>
<xs:complexType name="ObligationType">

<xs:choice maxOccurs="unbounded">


<xs:element ref="xacml:AttributeAssignment"/>

</xs:choice>

<xs:attribute name="ObligationId" type="xs:anyURI" use="required"/>

<xs:attribute name="FulfilOn" type="xacml:EffectType" use="required"/>
</xs:complexType>
<Obligation> element is of ObligationType complexType.

ObligationId [required]


Obligation identifier. The value of obligation identifier is interpreted by the PEP.

FulfilOn [required]


Decision value for which this obligation MUST be fulfilled.

<AttributeAssignment> [required]

Obligation arguments assignment. Values of obligation arguments are interpreted by the PEP.

5.31 Element <AttributeAssignment>

The <AttributeAssignment> element contain attribute value and AttributeId. The AttributeId is part of attribute meta-data, and is used when attribute can not be referenced by it’s location in <xacml-context:Request>. This situation may arize in <Obligation> element if obligation has parameters.


<xs:element name="AttributeAssignment" type="xacml:AttributeAssignmentType"/>

<xs:complexType name="AttributeAssignmentType">


<xs:complexContent>



<xs:extension base="xacml:AttributeValueType">




<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>



</xs:extension>


</xs:complexContent>

</xs:complexType>
The <AttributeAssignment> element is of AttributeAssignmentType complex type.

AttributeId [Required]


Attribute Identifier

DataType [Required]


Data type for the assigned value.
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