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1. Context Syntax (normative with the exception of the schema fragments)

1.1. Element <Request>

The <Request> element is a top-level element in the XACML context schema. The <Request> element is an abstraction layer used by the policy language. Any proprietary system using the XACML specification MUST transform its input into the form of an xacml context <Request>.

The <Request> element consists of sections denoted by the <Subject>, <Resource>, <Action>, and <Environment> elements. There may be multiple <Subject> elements.  Each section contains a sequence of xacml context <Attribute> elements associated with the subject, resource, action, and environment respectively.

<xs:element name="Request" type="xacml-context:RequestType"/>


<xs:complexType name="RequestType">



<xs:sequence>




<xs:element ref="xacml-context:Subject" maxOccurs="unbounded"/>




<xs:element ref="xacml-context:Resource"/>




<xs:element ref="xacml-context:Action"/>




<xs:element ref="xacml-context:Environment" minOccurs="0"/>



</xs:sequence>


</xs:complexType>

The <Request> element is of RequestType complex type.

The <Request> element contains the following elements:

<Subject> [One to Many]

Specifies information about a subject of the request context by listing a sequence of <Attribute> elements associated with the subject. One or more <Subject> elements are allowed
.

A subject is an entity associated with making the access request.  One subject might be a human user that initiated the application from which the request is being issued.  Another subject might be the application's executable code that issued this request.  Another subject might be the machine on which the application is executing.  Another subject might be the target entity that is to be the recipient of the resource.  Attributes of each of these entities may be enclosed in a separate <Subject> element.
<Resource> [Required]

Specifies information about the resource for which access is being requested by listing a sequence of <Attribute> elements associated with the resource. It MAY 

include a <ResourceContent> element.

<Action> [Required]

Specifies the requested action to be performed on the resource by listing a set of <Attribute> elements associated with the action.

<Environment> [Optional]

Contains a set of <Attribute> elements of the environment. These <Attribute> elements MAY form a part of policy evaluation.

1.2. Element <Subject>

The <Subject> element specifies a subject of a request by listing a sequence of <Attribute> elements associated with the subject.


<xs:element name="Subject" type="xacml-context:SubjectType"/>


<xs:complexType name="SubjectType">



<xs:sequence>




<xs:element ref="xacml-context:Attribute" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

The <Subject> element is of SubjectType complex type.

<Attribute> [Any Number]

A sequence of attributes that apply to the subject. 


Every <Subject> element MUST contain one and only one <Attribute> with AttributeId “urn:oasis:names:tc:xacml:1.0:subject:subject-category”.  This attribute indicates the role that the parent <Subject> entity plays in making the access request.  If this attribute is not present in a given <Subject> element, that <Subject> implicitly contains this attribute with a value of “urn:oasis:names:tc:xacml:1.0:subject:subject-category:access-subject”, indicating that the subject is the entity ultimately associated with initiating the access request.

Typically, a <Subject> element will also contain an <Attribute> with AttributeId “urn:oasis:names:tc:xacml:1.0:subject:subject-id”, containing the identity of the subject entity.

More than one <Subject> element may contain an <Attribute> with the same value for AttributeId “urn:oasis:names:tc:xacml:1.0:subject:subject-category”.  For example, the user executing the application may have authenticated using an e-mail name and an X500 Distinguished Name.  Attributes issued to the user under the e-mail name might be included in one <Subject> element along with the e-mail name subject-id attribute, while attributes issued to the user under the X500 Distinguished Name might be included in another <Subject> element along with the X500 name subject-id attribute.  Both <Subject> elements would contain a subject-category attribute with value “urn:oasis:names:tc:xacml:1.0:subject:subject-category:access-subject”.

A <Subject> element MAY contain additional <Attribute> elements.
1.3. Element <Resource>

The <Resource> element specifies information about the resource for which access is being requested by listing a sequence of <Attribute> elements associated with the resource.  It MAY include the resource content.

<xs:element name="Resource" type="xacml-context:ResourceType"/>


<xs:complexType name="ResourceType">



<xs:sequence>




<xs:element ref="xacml-context:ResourceContent" minOccurs="0"/>




<xs:element ref="xacml-context:Attribute" minOccurs="1" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

The <Resource> element is of ResourceType complex type.

The <Resource> element contains the following elements:

<ResourceContent> [Optional]


Placeholder for the resource content.

<Attribute> [Any Number]

A sequence of resource attributes.

The <Resource> element MUST contain one and only one <Attribute> with AttributeId “urn:oasis:names:tc:xacml:1.0:resource:resource-id”.  This attribute specifies the identity of the resource for which access is requested.

The <Resource> element MAY contain additional <Attribute> elements.
1.4. Element <ResourceContent>

The <ResourceContent> element is a notional placeholder for the resource content. If a policy needs access to the content of a resource, the <ResourceContent> element is used as a reference point.


<xs:complexType name="ResourceContentType">



<xs:sequence>




<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>

The <ResourceContent> element is of ResourceContentType complex type.

The <ResourceContent> element allows arbitrary elements and attributes.

1.5. Element <Action>

The <Action> element specifies the requested action to be performed on the resource by listing a set of <Attribute> elements associated with the action.


<xs:element name="Action" type="xacml-context:ActionType"/>


<xs:complexType name="ActionType">



<xs:sequence>




<xs:element ref="xacml-context:Attribute" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

The <Action> element is of ActionType complex type.

The <Action> element contains the following elements:
<Attribute> [Any Number]


List of attributes of the action to be performed on the resource.
1.6. Element <Environment>

The <Environment> element contains a set of attributes of the environment. These attributes MAY form part of the policy evaluation.


<xs:element name="Environment" type="xacml-context:EnvironmentType"/>


<xs:complexType name="EnvironmentType">



<xs:sequence>




<xs:element ref="xacml-context:Attribute" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

The <Environment> element is of EnvironmentType complex type.

The <Environment> element contains the following elements:

<Attribute> [Any Number]

List of environment attributes. Environment attributes are attributes that are not associated with the resource, the action, or with any of the subjects of the access request.  For example, if a policy specifies that an employee may perform an action if the employee's manager is in the building, then an attribute specifying that the employee's manager is in the building might be included in the <Environment> section of the request.
1.7. Element <Attribute>

The <Attribute> element is the central abstraction of the request context. It contains an attribute value and attribute meta-data. Attribute meta-data consists of the attribute identifier,the attribute data type, the attribute issuer, and the attribute issue instant. Attribute designators and attribute selectors in the policy refer to attributes by this meta-data.


<xs:element name="Attribute" type="xacml-context:AttributeType"/>


<xs:complexType name="AttributeType">



<xs:sequence>




<xs:element ref="xacml-context:AttributeValue" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>



<xs:attribute name=”DataType” type=”xs:anyURI” use=”optional”/>


<xs:attribute name="Issuer" type="xs:string" use="optional"/>



<xs:attribute name="IssueInstant" type="xs:dateTime" use="optional"/>


</xs:complexType>

The <Attribute> element is of AttributeType complex type.

The <Attribute> element contains the following attributes and elements:

AttributeId [Required]

Attribute identifier. A number of identifiers are reserved by the XACML to denote commonly used attributes.

DataType [Optional]

Attribute data type.  If this is omitted, then the policy must be able to determine the type of the attribute data by other means. 

Issuer [Optional]

Attribute issuer. This MAY be URI that is bound to a public key, or it may be some other identifier exchanged out of band by issuing and relying parties.

IssueInstant [Optional]


The date and time at which the attributed was issued.
1.8. Element <AttributeValue>

The <AttributeValue> element is a value of an attribute.


<xs:element name="AttributeValue" type="xs:anyType"/>

<AttributeValue> element is of xs:anyType type.

The data type of the <AttributeValue> MAY be specified using the “DataType” attribute of the parent <Attribute> element.
1.9. Element <Response>

The <Response> element encapsulates the authorization decision returned by the PDP. It includes a sequence of one or more results with one <Result> element per requested resource. Multiple results MAY be returned when the resource being access is an XML document or other hierarchical resource: the various results refer to permission to access various components of the resource. Support for multiple results is OPTIONAL.


<xs:element name="Response" type="xacml-context:ResponseType"/>


<xs:complexType name="ResponseType">



<xs:sequence>




<xs:element ref="xacml-context:Result" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

The <Response> element is of ResponseType complex type.

The <Response> element contains the following elements:

<Result> [One to Many]

An authorization decision result.

1.10. Element <Result>

The <Result> element represents an authorization decision result for the resource specified by the ResourceId attribute. It MAY include a set of obligations that MUST be fulfilled by the PEP. If the PEP does not understand an obligation it MUST act as if the PDP denied access to the requested resource.


<xs:element name="Result" type="xacml-context:ResultType"/>


<xs:complexType name="ResultType">



<xs:sequence>




<xs:element ref="xacml-context:Decision"/>




<xs:element ref="xacml-context:Status" minOccurs="0"/>




<xs:element ref="xacml:Obligations" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="ResourceId" type="xs:anyURI" use="optional"/>


</xs:complexType>

The <Result> element is of ResultType complex type.

The <Result> element contains the following attributes and elements:

ResourceId [Optional]

The identifier of the requested resource. If this attribute is omitted, the resource identity is specified by the “urn:oasis:names:tc:xacml:1.0:resource:resource-id” resource attribute in the <Request> element.

<Decision> [Required]


Authorization decision: “Permit”, “Deny”, “Indeterminate”, or “NotApplicable”.

<Status> [Optional]


Indicates whether errors occurred during evaluation of the request, and optionally, information about those errors.
<xacml:Obligations> [Optional]

A list of obligations that MUST be discharged by the PEP. If the PEP does not understand an obligation it MUST act as if the PDP had denied access to the requested resource. See section 5.30 for the <xacml:Obligations> element.

1.11. Element <Decision>

The <Decision> element contains the result of policy evaluation. 


<xs:element name="Decision" type="xacml-context:DecisionType"/>


<xs:simpleType name="DecisionType">



<xs:restriction base="xs:string">




<xs:enumeration value="Permit"/>




<xs:enumeration value="Deny"/>




<xs:enumeration value="Indeterminate"/>




<xs:enumeration value="NotApplicable"/>



</xs:restriction>


</xs:simpleType>

The <Decision> element is of DecisionType simple type.

The values of the <Decision> element have the following meanings:

Permit: the requested resource access is permitted.

Deny: the requested resource access is denied.

Indeterminate: the PDP is unable to evaluate the requested resource access.  Reasons for such inability include: attributes missing, network errors while retrieving policies, division-by-zero during policy evaluation, syntax errors in the request or in a policy.

NotApplicable: the PDP does not have any policy that applies to this request.
1.12. Element <Status>

The <Status> element represents the status of the authorization decision result.


<xs:element name="Status" type="xacml-context:StatusType"/>


<xs:complexType name="StatusType">



<xs:sequence>




<xs:element ref="xacml-context:StatusCode"/>




<xs:element ref="xacml-context:StatusMessage" minOccurs="0"/>




<xs:element ref="xacml-context:StatusDetail" minOccurs="0"/>



</xs:sequence>


</xs:complexType>

The <Status> element is of StatusType complex type.

The <Status> element contains the following elements:

<StatusCode> [Required]


Status code.

<StatusMessage> [Optional]


A message describing the status code.

<StatusDetail> [Optional]


Additional status information.

1.13. Element <StatusCode>

The <StatusCode> element contains a major status code value and an optional sequence of minor status codes.


<xs:element name="StatusCode" type="xacml-context:StatusCodeType"/>


<xs:complexType name="StatusCodeType">



<xs:sequence>




<xs:element ref="xacml-context:StatusCode" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="Value" type="xs:QName" use="required"/>


</xs:complexType>

The <StatusCode> element is of StatusCodeType complex type.

The <StatusCode> element contains the following attributes and elements:

Value [Required]

Status code value.

In the case where the <Decision> is “Permit”, “Deny”, or “NotApplicable”, this value MUST be set to   “urn:oasis:names:tc:xacml:1.0:status:ok”.



In the case where the <Decision> is “Indeterminate” due to an error that occurred during evaluation of the request, this value MUST be set to “urn:oasis:names:tc:xacml:1.0:status:processing-error”.

In the case where the <Decision> is “Indeterminate” due to an error in the syntax of the request or of a policy, this value MUST be set to “urn:oasis:names:tc:xacml:1.0:status:syntax-error”.
<StatusCode> [Any Number]


Minor status code. This status code qualifies its parent status code.


1.14. Element <StatusMessage>

The <StatusMessage> element is a free form textual description of the status code.


<xs:element name="StatusMessage" type="xs:string"/>

The <StatusMessage> element is of xs:string type.

1.15. Element <StatusDetail>

The <StatusDetail> element qualifies the <Status> element with additional information.


<xs:element name="StatusDetail" type="xacml-context:StatusDetailType"/>


<xs:complexType name="StatusDetailType">



<xs:sequence>




<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

The <StatusDetail> element is of StatusDetailType.

The <StatusDetail> element allows arbitrary xml content.
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