Security and privacy (non-normative)

This section identifies possible security and privacy vulnerabilities that should be considered when implementing an XACML-based system.  This section is strictly informative.  It has been left to the implementers to assess whether these vulnerabilities apply to their environment and to select the appropriate safeguards.

Authentication 

Authentication here means the ability of one party in a transaction to determine the identity of the other party in the transaction. Authentication may be in one direction, or it may be bilateral1.

Given the sensitive nature of access-control systems, it is important for a PEP to authenticate the identity of the PDP to which it sends decision requests.  Otherwise, there is a risk that another process could provide false or invalid authorization decisions and compromise security of the access-control system.

It is equally important for a PDP to authenticate the identity of its clients and assess the level of trust to determine what, if any, sensitive data should be passed.  One should keep in mind that even simple permit or deny responses could be exploited if someone was allowed to make unlimited requests to a PDP.

Many different techniques may be used to provide this authentication, such as co-located code, a private network, a VPN, or digital signatures.  Authentication may also be done as part of the communication protocol used to exchange the contexts.  In this case, the authentication may be performed at the message level or at the session level.

Confidentiality   

Confidentiality means that the contents of a message can be read only by the desired recipients and not by anyone else who encounters the message while it is in transit2.  There are two areas in which confidentiality should be considered:  one is confidentiality during transmission; the other is confidentiality within a <policyStatement>.

Communication Confidentiality 

In some environments it will be deemed good practice to treat all data within an access-control system as confidential. In other environments, policies will be made freely available for distribution, inspection and audit. The idea behind keeping policy information secret is to make it more difficult for an attacker to know what steps might be sufficient to obtain unauthorized access. Regardless of the approach chosen, the security of the authorization system should not depend on the secrecy of the policy.

Any security concerns or requirements related to transmitting or exchanging XACML <policyStatement> elements are outside the scope of the XACML standard.  While it is often important to ensure that the integrity and confidentiality of <policyStatement> elements is maintained when they are exchanged between two parties, it is left to the implementers to determine the appropriate mechanisms for their environment.

Statement Level Confidentiality 

In some cases, an implementation may want to encrypt only parts of an XACML policy. For instance, a PRP only needs access to the target elements in order to find the appropriate rules.  The other elements could be encrypted while they are stored in a repository.

The XML Encryption Syntax and Processing Candidate Recommendation from W3C can be used to encrypt all or parts of an XML document.  This specification is recommended for use with XACML.

It should go without saying that if a repository is used to facilitate the communication of cleartext (i.e., unencrypted) policy between the PAP and the PRP or between the PDP and the PIP, then a secure repository should be used to store this sensitive data.

Policy Integrity

The XACML policy, used by the PDP to evaluate the request contexts, is the heart of the system.  There are two aspects in maintaining the integrity of the policy.  One is to ensure that <policyStatement> elements have not been altered since they were originally written or generated by the PAP.  The other is to ensure that <policyStatement> elements have not been inserted or deleted from the set of policies.

In the many cases, this can be achieved by ensuring the integrity of the systems and implementing session-level techniques to secure the communication between parties.  The selection of the appropriate techniques has been left to the implementers.

However, when policy is distributed between organizations to be acted on at a later time, or when the policy travels with data, it would be useful to have a digital signature of the policy included with the policy statements.  In these cases, the XML Signature Syntax and Processing standard from W3C is recommended to be used with this standard.

Digital signatures SHOULD only be used to ensure the integrity of the statements.  Digital signatures SHOULD NOT be use as a method of selecting or evaluating policy.  The PDP SHOULD NOT request a rule based on who signed the rule or whether or not it had been signed (as such a basis for selection would, itself, be a matter of policy). However, the PDP MUST verify that the key used to sign the policy is one controlled by the Issuer of the policy. The means to do this are dependant on the specific signature technology chosen and outside the scope of this document.

Policy Identifiers

Since Policies can be referenced by their identifiers, it is the responsibility of the PAP to insure that these are unique. Confusion between identifiers could lead to the application of inappropriate policies. This specification is silent on whether a PAP must generate a new identifier when a policy is modified or may reuse an identifier. This is a matter of administrative practice. However, care must be taken in either case. If the identifier is reused, there is a danger that other Policies or Policy Sets that reference it may be adversely affected. Conversely, if a new identifier is used, these other policies may continue to use the prior policy, unless it is erased. In either case the results may not be what the policy administrator intends.

Trust Model

Discussions of authentication, integrity, and confidentiality mechanisms necessarily assume an underlying trust model:  how can one entity come to believe that a given key is uniquely associated with a specific, identified entity so that the key can be used to encrypt data for that entity or verify signatures (or other integrity structures) from that entity?  Many different types of trust model exist, including strict hierarchies, distributed authorities, the Web, the bridge, and so on.

It is worth considering the relationships between the various entities of the authorization system in terms of the interdependencies that do and do not exist.

· None of the entities of the Authorization system are dependant on the system entity making the access request. The may collect data from this entity, for example Authentication, but are responsible for verifying it.

· The correct operation of the system depends on the ability of the PEP to actually enforce policy decisions.

· The PEP depends on the PDP to correctly evaluate policies. This in turn implies that the PDP is supplied with the correct inputs. Other than that, the PDP does not depend on the PEP.
· The PDP depends on the PAP to supply appropriate policies. The PAP is not dependant on other components.

Privacy

It is important to be aware that any transactions that occur with respect to access control may reveal private information about the participants.  For example, if an XACML policy states that certain data may only be read by individuals with “Gold Card Member” status, then any transaction in which an entity is given access to that data leaks information to external observers about that entity’s status.  Privacy considerations may therefore lead to encryption and/or to access control policies surrounding XACML policy instances themselves, confidentiality-protected channels for the request/response protocol messages, protection of user attributes in storage and in transit, and so on.

Selection and use of privacy mechanisms appropriate for a given environment are outside the scope of XACML.  The decision regarding whether, how, and when to deploy such mechanisms is left to the implementers associated with the environment.

Footnotes 

1 - Security and Privacy Considerations for the OASIS Security Assertion Markup Language (SAML)  section 4.1

2 - Security and Privacy Considerations for the OASIS Security Assertion Markup Language (SAML)  section 4.

Operational Considerations

Certain operational considerations will help reduce the risk of attacks or inadvertent misconfiguration of the system, leading to unintended behavior.

Resource Matching

It is vital that the matching algorithm used to identify applicable policy based on the Resource be functionally equivalent to the one used in dispatching the actual request within the application controlling the protected resource. This applies particularly in the case where the policy result of “Not Applicable” is treated as equivalent to “Permit” as is common in many web servers. This situation does not usually occur when the PEP intercepts the request at the point of execution, but is frequently an issue if the PEP is implemented as a proxy or filter by different developers than the resource server.

A common example of this is a Web Server. Commercial http responders permit a variety of syntaxes to be treated equivalently. The “%” can be used to represent characters by hex value. In the URL path “/../” provides multiple ways of specifying the same value. Multiple character sets may be permitted and in some cases, the same printed character can be represented by different binary values. If the policy target matching algorithm considers two resource strings to be different, and the underlying Web server considers them to be different, this may allow unintended access.

The usual solution to this problem is to put the request in a canonical form before matching. There may be practical difficulties with this strategy if the transformations are not completely documented or subject to change without notice from one version to the next. It is important to be aware of this issue and perform careful checking of marginal cases.

Negative Policies

A negative policy is one that is based on some property not being the case. Because negative policies can lead to security risks, some authorities recommend that they NOT be used. However, negative policies can be extremely useful in certain cases, so XACML has chosen to permit them. It is recommended that they be used with care and avoided if possible.

A common situation for negative policies is to exclude an individual or sub group from access allowed to a large group that includes them. For example, we might want to let all Vice Presidents see the unpublished financial data, except for Joe, who is only a Ceremonial Vice President and a bit of a blabbermouth. If we have complete control of the administration of user attributes, a superior approach would be to define “Vice President” and “Ceremonial Vice President” as distinct groups and define policies appropriately. However, in some environments this approach may not be feasible. (It is worth noting in passing that generally speaking referring to individuals in policies does not scale well. Generally, shared attributes should be preferred.)

Negative policies produce security risks in two common cases. They are when information is suppressed and when the base universe changes. An example of suppressed information would be if we have a policy that access should be allowed, unless the entity is a credit risk. If it is possible that the attribute of being a credit risk may be unknown to the PDP for some reason, inappropriate access may be allowed. In some environments, the user may be able to suppress the publication of attributes by the application of privacy controls or the server or repository that contains the information may be unavailable for accidental or intentional reasons.

An example where the universe changes is a situation where there is a policy that everyone in the engineering department can change code, except for secretaries. Suppose the department is merged with another engineering department and the intent is to maintain the same policy. However, the new department also has individuals identified as administrative assistants, who ought to be treated the same as secretaries. Unless the policy is altered, they will inappropriately be given access. Problems of this type are easy to avoid when one individual administers all policies, but when administration is distributed as XACML permits, this type of situation must be explicitly guarded against.

