Positioning XACML Relative to WS-Security Standards
General

In the paper [1] on comparison between XACML and WS-Policy, the artifacts in XACML and WS-Policy are listed side-by-side and it is concluded that “There is fairly close correspondence between some of the principal artifacts in XACML and WS-Policy framework” and “The extensibility offered by the XACML combining algorithm increases the probability that it can adapt to unexpected situations better than the WS Policy framework.”.  While simple, this comparison might be seen as misleading.

These languages were designed for different purposes:
WS-Policy[2] is a language, which can be used to describe properties and capabilities of many different types of resources, including, Web services and Web service endpoints. There are no assumptions on how the descriptions are associated with the target resource. This language is used for communicating such information as security requirements, supported features, preferred ways of invoking the service, etc among Web services. This language is not intended to be interpreted (in the sense of programming language execution) but to be processed as data from which useful information can be extracted. Thus, the descriptions(assertions) can be in many different forms and are inherently extensible. WS-PolicyAttachments includes a specific set of bindings to WSDL (the Web Services Description Langauge) and UDDI, both well known to the Web Services community.
XACML is an access control rule language. The target of an access control rule is assumed to be represented as a triple of subject, resource and action. Its principal usage is to be consumed by an XACML rule evaluation engine at an access control decision point for making access control decisions (grant/deny).Therefore, the body of the description is always a formula returning a boolean value. XACML also provides a common format of specifying access control rules that are independent from the access control enforcement mechanism. However, it is not designed to be a generic language for describing metadata of Web services.
For Example, a requester of a Web service, Alice, inspects the policy (WS-Policy assertions) of the providing Web service, Bob’s BillPayingService, which is described in WS-Policy.  Alice will then know (because of the WS-Policy assertions) that she needs an authentication token (Kerberos, perhaps ) in order to use Bob’s BillPayingService. Alternatively, Bob’s BillPayingService (as the policy enforcement point) can determine if Alice is allowed to access the resource. The access control decision can be made based on existing access control rules, or access can be re-engineered to consume XACML and interpret the rules . There are a number of authorization products in many different configurations. XACML can be an important addition to the set of access control languages and a significant step towards a common Access Control language.
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Since both XACML and WS-Policy have a fairly rich set of syntactic constructs to support composition, it is natural to assume that these languages result in having a similar set of constructs such as logical connectors and inclusion / composition. However, because of the different intended purpose of the language designs, WS-Policy is inherently more general and extensible. For example it is infeasible to describe generic properties of web services as a set of access control rules. This Web service supports ISO8859-1” is not an access control statement. “I prefer Kerberos authentication to password authentication” is also not an access control statement. These are metadata characteristics of Web services and not something to be evaluated to be “grant” or “deny.”
Conclusion

XACML should be used for what it is defined for – access control rule descriptions. WS-Policy should be used for what it is defined for – metadata descriptions. We admit the overloaded use of the term “policy” sometime confuses those who are new to these concepts, but as the subject field experts, it is our responsibility to make clear messages about the distinctions of the purposes of XACML and WS-Policy.
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