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1. Introduction

An XACML Policy or PolicySet element may be evaluated in several ways.  In the XACML OASIS Standard Version 1.0 [XACML], an evaluation method is specified for the purpose of determining whether a given set of attributes satisfies a policy.  Such an evaluation method is appropriate for a service provider to use prior to granting access to a resource.  In this document, a second evaluation method is specified, in which an XACML Policy or PolicySet element is evaluated for the purpose of determining one or more sets of attributes that satisfy the policy.  The results of this initial evaluation are then applied to a second policy until a set of attributes satisfying both policies is returned.  This second evaluation method is appropriate for a  consumer to use in determining how to construct a request to a given provider, and also for a provider to use in determining how to construct a response to a given consumer.  For more information about the use-cases and requirements motivating this second model of evaluation, see [WSPLReqs].

This document describes this additional way of evaluating one or more XACML Policy or PolicySet elements.

2. Glossary

The key words must, must not, required, shall, shall not, should, should not, recommended, may, and optional in this document are to be interpreted as described in [RFC2119].

Destination Policy – a Policy or PolicySet representing the policy associated with the receiving entity in a transaction.

Origin Policy – a Policy or PolicySet representing the policy associated with the initiating entity in a transaction.

Pre-Condition Attributes – Attributes whose values the originator knows ahead of time and considers invariant for this type of transaction.  

Satisfying Set  - a set of Attributes that satisfies a given policy.  The Attributes may be in either of two forms: an Equality, where the named Attribute has a specific value, or a Predicate, where the named Attribute has an associated Predicate.

3. Model

1 Semantics of XACML Policy and PolicySet elements

In this model of evaluation, the semantics of the XACML Policy or PolicySet are the same as those specified in [XACML] with one exception.  In [XACML], there is no priority or preference attached to the order in which policies, rules, and condition predicates are specified.  In this model, policies, rules, and condition predicates are assumed to be specified in order of priority or preference, with more preferred or higher priority elements specified before less preferred or lower priority elements.

2 Extracting Satisfying Sets from an Origin Policy

The method of evaluation for this model starts with an Origin Policy – a Policy or PolicySet associated with the originator of a transaction – and a set of Pre-Condition Attributes.  Pre-Condition Attributes are those that the originator knows ahead of time and considers invariant for this type of transaction.  The set of Pre-Condition Attributes may be empty.  The goal of the evaluation is to produce one or more Satisfying Sets – sets of Attribute values or Attribute predicates that satisfy the Origin Policy.  Pre-Condition Attributes narrow the Satisfying Sets to those that satisfy the specified values of the Pre-Condition Attributes.

An algorithm follows for extracting Satisfying Sets.  The evaluation method need not implement this algorithm directly, but MUST result in the same Satisfying Sets being returned in the same order.

1. Re-write the initial Policy or PolicySet as a tree of Boolean predicates.

· <PolicySet> = PCAlg (<Target>, <Policy or PolicySet>[1], ...<Policy or PolicySet>[n]), where PCAlg depends on the Policy Combining Algorithm as follows:
PermitOverrides = OR
DenyOverrides = AND
FirstApplicable = TBD
Only-one-applicable = TBD

· <Policy> = RCAlg (<Target>, <Policy>[1], ...<Policy>[n]), where RCAlg depends on the Rule Combining Algorithm as follows:
PermitOverrides = OR
DenyOverrides = AND
FirstApplicable = TBD

· <Rule>: If Effect is “Permit”, <Rule> = AND (<Target>, <Condition>).  Otherwise, <Rule> = NOT AND (<Target>, <Condition>).

· <Target> = AND (<Subjects>, <Resources>, <Actions>)

· <Subjects> = OR (<Subject>[1], <Subject>[2], ..., <Subject>[n])

· <Subject> = AND (<SubjectMatch>[1], <SubjectMatch>[2], ... <SubjectMatch>[n])

· <Resources> = AND (<ResourceMatch>[1], <ResourceMatch>[2], ... <ResourceMatch>[n])

· <Actions> = AND (<ActionMatch>[1], <ActionMatch>[2], ...<ActionMatch>[n])

· <AnySubject> = TRUE

· <AnyResource> = TRUE

· <AnyAction> = TRUE

· <Condition>: If FunctionId is a Logical function, then <Condition> = FunctionId (Predicate[1], ..., Predicate[n]).  Otherwise, <Condition> is left unevaluated.

· <Apply> = If FunctionId is a Logical function, then <Apply> = FunctionId (Predicate[1], ... Predicate[n]).  Otherwise, <Apply> is left unevaluated.

2. Using standard techniques, rewrite the tree as an OR of AND's, preserving the order of the predicates.

3. Using the PreConditionAttributes, eliminate any AND's for which the values of the PreConditionAttributes make the AND evaluate to FALSE.  Eliminate any other AND's that contain incompatible Attribute values.

Each remaining AND predicate represents one set of satisfying Attribute values, with the first set being the most preferred, and the last set being the least preferred.

Note that the resulting AND predicates MAY be complex, since many FunctionIds can't be resolved to a single Attribute value.  Certain simplifications can be applied specific to each FunctionId.  For example, an AND set that contains

· integer-greater-than(SubjectAttrA, 5)

· integer-greater-than(SubjectAttrA, 10)

could be simplified to

· integer-greater-than(SubjectAttrA, 10)

3 Evaluating the Destination Policy using Satisfying Sets

In many cases, the originator of a transaction will want to test the originator's Satisfying Sets against the Destination Policy (policy associated with the destination of the transaction) in order to find a mutually acceptable Satisfying Set.

This is done by constructing a modified XACML Request from a Satisfying Set as follows:

1. Where the Satisfying Set contains an AttributeDesignator with a value associated using an equality predicate, then a Request Attribute of the correct type is constructed using the specified value.

2. Where the Satisfying Set contains an AttributeDesignator with a value associated using a more complex predicate, then a special Request Attribute of the correct type is constructed using the complex predicate as the value.

The resulting Request is used to evaluate the Destination Policy according to [XACML], but adding the evaluation of any complex predicate values in special Request Attributes.  Note that the evaluation of the Destination Policy may result in a narrowing of certain values in the Satisfying Set in order to make the Attribute Value satisfy both the Origin and the Destination Policy.  For example, if the Satisfying Set contains the entry “integer-greater-than(SubjectAttrA , 10)”, and the Destination Policy contains the predicate “integer-equal(SubjectAttrA, 15)”, then the entry in the Satisfying Set must be modified to be “integer-equal(SubjectAttrA, 15)”, since that value satisfies both policies.  Such a modification should be considered temporary until one sufficient predicate of the Destination Policy has resulted in a result of Permit.  If the predicate being evaluated does not result in Permit, and there is another sufficient predicate, then the Attribute value in the Satisfying Set should be returned to its original value prior to evaluating the next sufficient predicate.

The Destination Policy is evaluated using successive Satisfying Sets starting with the originator's preferred Satisfying Set until either one Satisfying Set results in a “Permit” evaluation of the Destination Policy or until all Satisfying Sets have been exhausted.  If no Satisfying Set satisfies the Destination Policy, then there is no mutually compatible policy.

4 Constructing a Request or Response

Once the originator has a Satisfying Set that satisfies the Destination Policy, the originator is free to construct the desired Request or Response using any values that satisfy the Satisfying Set.  Heuristics can be used to assign specific values to Attributes where the Satisfying Set specifies only an allowed range of values.

4. Restricting an XACML Policy

Several restrictions on the content of XACML Policies may be considered in order to simplify the construction of Satisfying Sets and to simplify the evaluation of a Destination Policy against an XACML Request constructed using Satisfying Sets.  None of these restriction is strictly necessary in order to evaluate an XACML Policy according to the model described here, but they may make the evaluation more efficient.

1. Use only equality predicates in the XACML MatchIds and boolean functions and equality predicates in FunctionIds.  Note that many, if not most, real-world policies will use ranges of values (for example, “key-length >= 128”), so this restriction is probably not very useful in practice.

2. Use only Combining Algorithms that have well-defined Boolean combining semantics.

3. Construct Origin Policies using Permit-Overrides (with OR combining semantics) and “and” FunctionIds between predicates.  This effectively eliminates the need for re-writing the policy into an OR of ANDs, since it is already in that form.

5. Comparison to [PSCR] 
[PSCR] should be considered a restricted version of this proposal.  The advantage of starting with the unrestricted evaluation model is that the same XACML Policies can be used for both Access Control and for other types of policy decisions.  If restrictions need to be applied, then they should be limited to the minimum set necessary to make evaluating XACML Policies for other models tractable.
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