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1. Glossary

Coincidence – A property of pairs of Predicates, Strategies or Objectives that enable them to be combined.
Condition – A conjunctive set of Objectives.

Objective – A disjunctive list of Strategies, in order of preference.

Strategy – A conjunctive set of Predicates.

2. Introduction

This document describes a technique for combining XACML <Condition> elements to form a new <Condition> element, such that an access request that satisfies the new <Condition> element also satisfies all the original <Condition> elements.

This document also describes how to “compile” the resulting <Condition> element into a set of instructions for forming a conformant access request.

The requirements for these capabilities are explained in [WSPL Req].

3. Model

The technique described here is applicable when the <Condition> element contains a set of one or more Objectives, all of which must be achieved, each Objective can be achieved by any one of one or more Strategies and each Strategy comprises one or more Predicates, all of which must evaluate to “True”.  That is, each <Condition> element is of the form shown in Example 1.

<and> !-- Condition


<or> !—Objective 1



<and> !—Strategy 1




<Predicate 1>




<Predicate 2>



</and>



<and> !—Strategy 2




<Predicate 3>




<predicate 4>



</and>


</or>


<or> !—Objective 2



<and> !—Strategy 3




<Predicate 5>




<Predicate 6>



</and>



<and> !—Strategy 4




<Predicate 7>




<Predicate 8>



</and>


</or>

</and>

Example 1
These restrictions are known to support (at least) the cryptographic-security application domain, which is one of the more complicated application domains.  They are expected to support other application domains as well.

There are three phases to the procedure: Combination, Reduction and Compilation.  These are described in the following sections.

4. Combination

These are the steps for combining two policies.  More policies MAY be combined by repeating these steps.  Only <Condition> elements whose associated <Target> elements are identical, and whose parent <Rule> element Effect value is “Permit”, MAY be combined in this way.

Step 1 – Combine Conditions

Concatenate the two <Condition> elements and delete the “</and><and>” that appears at the join.  The result is a set of Objectives, some pairs of which may coincide.

Step 2 – Combine Objectives

In this step, coincident pairs of Objectives are identified and combined.  Objectives are said to coincide if one or more of their Strategies coincide (see below).  Coincident Objectives are combined by concatenating them, deleting the “</or><or>” at the join and deleting all non-coincident Strategies.  
Note: non-coincident Strategies are not common to both policies.  Therefore, they are not candidate Strategies for interoperation.

Step 3 – Combine Strategies

In this step, coincident pairs of Strategies within a single Objective are identified and combined.  Strategies are said to coincide if at least one of their Predicates coincide (see below).  Coincident Strategies are combined by concatenating them and deleting the “</and><and>” at the join.  

Note: a Strategy may be paired with more than one other Strategy.  However, it is important to choose attribute definitions that do not result in inappropriate pairing of Strategies.

Note: the combining of Strategies may preserve the preferences of only one policy writer.

Step 4 – Combine Predicates

In this step, coincident pairs of Predicates within a single Strategy are identified and combined, as shown in Table 1.  Predicates are said to coincide if they place constraints on identical attributes.

	One predicate
	Other predicate
	Success
	Replacement predicate

	equal(a,x)
	equal(a,y)
	x == y
	equal(a,x)

	equal(a,x)
	greater-than(a,y)
	x > y
	equal(a,x)

	equal(a,x)
	greater-than-or-equal(a,y)
	x ≥  y
	equal(a,x)

	equal(a,x)
	less-than(a,y)
	x < y
	equal(a,x)

	equal(a,x)
	less-than-or-equal(a,y)
	x ≤  y
	equal(a,x)

	greater-than(a,x)
	greater-than(a,y)
	
	greater-than(a,max(x,y))

	greater-than(a,x)
	greater-than-or-equal(a,y)
	
	greater-than-or-equal(a,max( ( x,y))

	greater-than-or-equal(a,x)
	greater-than-or-equal(a,y)
	
	greater-than-or-equal(a,max(x,y))

	less-than(a,x)
	less-than(a,y)
	
	less-than(a,min(x,y))

	less-than(a,x)
	less-than-or-equal(a,y)
	
	less-than-or-equal(a,min( ( x,y))

	less-than-or-equal(a,x)
	less-than-or-equal(a,y)
	
	less-than-or-equal(a,min(x,y))

	greater-than(a,x)
	less-than(a,y)
	x < y
	N/A

	greater-than(a,x)
	less-than-or-equal(a,y)
	x < y
	N/A

	greater-than-or-equal(a,x)
	less-than(a,y)
	x < y
	N/A

	greater-than-or-equal(a,x)
	less-than-or-equal(a,y)
	x < y
	N/A

	set-equals(a,x)
	set-equals(a,y)
	x == y
	set-equals(a,x)

	set-equals(a,x)
	subset(a,y)
	x ⊆ y
	set-equals(a,x)

	subset(a,x)
	subset(a,y)
	∩ (x,y) ≠  0
	subset (a,∩ (x,y))


Table 1 - Predicate combination

In the event that any condition shown in the “Success” column is not satisfied, the associated Predicates are incompatible and the <Condition> elements cannot be combined.

In the event that a Predicate contains an expression, then no combination can be performed.  Therefore, it is RECOMMENDED that Predicates contain only literal values.

( means the smallest value greater than.

( means the largest value less than.

∩ means set intersection.
5. Reduction

The order of Strategies in each Objective reflects the preferences of the policy writer.  Therefore, the first Strategy of every Objective shall be retained.  All other Strategies shall be deleted.

Then the following substitutions SHALL be made.

	Predicate
	Replacement predicate

	greater-than(a,x)
	equal(a, ( x)

	greater-than-or-equal(a,x)
	equal(a,x)

	less-than(a,x)
	equal(a, ( x)

	less-than-or-equal(a,x)
	equal(a,x)

	subset(a,x)
	set-equals(a,x)


Table 2 - Predicate reduction
6. Compilation

The resulting <Condition> element MAY be compiled to a set of instructions for creating a conformant request.  The procedure for compilation depends upon the target execution language.

Equality operators shall be converted to “assignment” operators in the target language.

7. References
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