OASIS
XACML profile for Web-services

Working draft 02, 23 July 2003

Document identifier: draft-xacml-wspl-02.pdf
Location: http://www.oasis-open.org/committees/documents.php?wg_abbrev=xacml|
Send comments to: xacml-comment@lists.oasis-open.org
Editors:
Tim Moses, Entrust (tim.moses@entrust.com)
Contributors:

Anne Anderson, Sun Microsystems
Seth Proctor, Sun Microsystems
Simon Godik, Overxeer

Abstract:
This working draft specifies a profile of XACML for expressing policy associated with
Web-service end-points.

Status:

This version of the specification is a working draft of the committee. As such, it is
expected to change prior to adoption as an OASIS standard.

If you are on the xacml@lists.oasis-open.org list for committee members, send
comments there. If you are not on that list, subscribe to the xacml-comment@lists.oasis-
open.org list and send comments there. To subscribe, send an email message to xacml-
comment-request@lists.oasis-open.org with the word "subscribe" as the body of the
message.

Copyright (C) OASIS Open 2003 All Rights Reserved.

draft-xacml-wspl-02.pdf 1



26

27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

Table of contents

1.  Introduction (non-normative)
1.1 Glossary
1.2 Notation
1.3 Schema organization and namespaces

1.4

Background

2. Model (Normative)

w

Example (Non-normative)

4. Instructions to standards developers

4.1
4.2

Procedure (Normative)
Example (Non-normative)

5.  Definitions (Normative)
6.  End-point policy combination (Normative)

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8

Combine top-level <PolicySet> elements
Combine second-level <PolicySet> elements
Combine <Policy> elements

Combine <Rule> elements

Combine <Apply> elements

Eliminate <Policy> elements

Substitute <Apply> elements

Result

7.  Security considerations
8.  Bindings (Normative)

8.1 WsSDL1.1
8.1.1. Introduction
8.1.2. Attachment
8.1.3. Structure
8.1.4. Integrity/authenticity protection
8.1.5. Schema
8.2 WSDL1.2
8.3 SOAP1.1
8.3.1. Introduction
8.3.2. Structure
8.3.3. Integrity/authenticity protection

8.3.4. Schema
9. References (Non-normative)
Appendix A. Worked example (Non-normatiwe)
Consumer policy
A.1.1. Plain-language policy
A.1.2. XACML policy
Combining process

draft-xacml-wspl-02.pdf

o1 o1 01 A BB

10
10
10
11
11
12
12
12
12
12
14
15
15
15
15
15
16
16
16
16
17
19
19
19
19
19
20
20
22
22
22
22
24



67
68
69
70
71
72
73
74
75

A.1.3. Combine <PolicySet> elements
A.1.4. Combine <Policy> elements
A.1.5. Combine <Rule> elements
A.1.6. Combine <Apply> elements
A.1.7. Substitute <Apply> elements
Appendix B. Revision history
Appendix C. Notices

draft-xacml-wspl-02.pdf

24
26
28
31
32
34
35



75

76

77

78
79
80
8l
82

83
84

85
86

87
88
89
90

91
92

93
94

95
96

97
98

99

100
101

102
103
104
105
106
107
108

109
110

111
112
113

1. Introduction (non-normative)

1.1 Glossary

Aspect — An independent set of technical features and parameters associated with use of a Web-
service. In most cases, an aspect is identified with a single member of the suite of Web-service
specifications for which policy provisions must be described, such as WS-Reliable Messaging or
WS-Security. In the former case, policy provisions may include such items as: maximum time to
live, maximum number of retries and minimum interval between retries.

Authorized attribute — An attribute whose value must be assigned by an authority, not a policy-
user.

Coincidence — The property of pairs of predicates, strategies, objectives and end-point
policies that enables them to be combined.

Combiner — An entity that combines two or more end-point policies.

Constrained attribute - An attribute whose value cannot be assigned by the policy-user.
End-point policy — 1. The set of provisions governing all aspects of a Web-service end-point.
2. A conjunctive set of objectives. 3. An XACML <Pol i cySet > element.

Objective — 1. The set of provisions governing a single aspect of a Web-service end-point. 2. A
disjunctive list of strategies, in order of preference. 3. An XACML <Pol i cy> element.

Solution — The set of features and parameter values that satisfy an end-point’s requirements for
successful invocation.

Strategy — 1. One solution to a single aspect of a Web-service end-point. 2. A conjunctive set
of predicates. 3. An XACML <Rul e> element.

Unconstrained attribute - An attribute whose value can be assigned by the policy-user within a
certain range

1.2 Notation

This specification contains schema conforming to W3C XML Schema and normative text to
describe the syntax and semantics of XML-encoded policy statements.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be
interpreted as described in IETF RFC 2119 [RFC2119]

"they MUST only be used where it is actually required for interoperation or to limit
behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over
protocol and application features and behavior that affect the interoperability and security of
implementations. When these words are not capitalized, they are meant in their natural-language
sense.

Li stings of schemas appear |ike this.

Exanpl e code |istings appear like this.

draft-xacml-wspl-02.pdf 4



114
115
116

117
118

119
120

121
122
123

124
125

126

127

128
129
130
131
132
133
134
135
136
137

138
139

140

141
142
143
144
145
146

147
148
149
150
151
152

Conventional XML namespace prefixes are used throughout the listings in this specification to
stand for their respective namespaces as follows, whether or not a namespace declaration is
present in the example:

The prefix xacm : stands for the XACML policy namespace.
The prefix xs: stands for the W3C XML Schema namespace [XS].

The prefix xf : stands for the XQuery 1.0 and XPath 2.0 Function and Operators
specification namespace [XF].

This specification uses the following typographical conventions in text: <XACMLEIl enent >,
<ns: For ei gnEl emrent >, Attri but e, Datatype, & her Code. Terms in italic bold-face are
intended to have the meaning defined in the Glossary of this document or [XACML v1.0].

1.3 Schema organization and namespaces

The XACML policy syntax is defined in a schema associated with the following XML namespace:

urn: oasi s: names: tc: xacm : 1. 0: pol i cy

1.4 Background

Access to a standard-conformant Web-service end-point involves a number of aspects, such as:
reliable messaging, privacy, authorization, trust, authentication and cryptographic security. Each
aspect addresses a number of optional features and parameters, which must be coordinated
between communicating end-points if the service invocation is to be successful. The provider
and consumer of the service likely have different preferences amongst the available choices of
features and parameters. Therefore, a mechanism is required by which end-points may describe
the mandatory features of service invocation, optional features that they support and the order of
their preference amongst such features. Additionally, a procedure is required for combining and
reducing these feature descriptions into a service invocation instance that respects both end-
points’ requirements. These requirements are explained in [WSPL Req].

This specification defines a profile of XACML that enables it to be used for describing policy
associated with Web-service end-points and using them in a successful invocation.

2. Model (Normative)

In this profile, an XACML <Pol i cySet > element is associated with a concrete Web-service end-
point definition. To that end, its <Tar get > element identifies the WSDL port whose features and
parameters it describes. In the case that a policy must be targeted more finely than a port, a
second level of <Pol i cySet > whose <Tar get > element identifies the port’s operations and
messages is inserted. The <Pol i cySet > elements contain <Pol i cy> elements that define the
objective of each aspect of policy associated with the port.

An XACML <Pol i cy> element is associated with a single aspect of an end-point policy. The
<Tar get > element of a <Pol i cy> identifies the one objective of the end-point policy to which
it applies. Developers of Web-service specifications that make use of XACML MUST define a
name and type for its objective. In order for an end-point to be successfully invoked, all of its
objectives MUST be achieved by the service invocation. The <Pol i cy> element contains
<Rul e> elements that define acceptable alternative strategies for achieving the objective.
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An XACML <Rul e> element describes one alternative strategy for achieving an objective. At

least one strategy MUST be successful if its objective is to be achieved. The lexical order of the
strategiesin the objective SHOULD reflect the policy-writer's preferences. For example, the
policy writer’s preferred strategy should appear first. The <Rul e> element contains a set of

<Appl y> elements that define predicates.

An XACML <Appl y> element contains one predicate. All predicates MUST be satisfied by a
service invocation if the associated strategy is to be successful.

An <Appl y> element SHALL NOT contain another <Appl y> element. Itis RECOMMENDED
that <Appl y> elements be structured as follows:

<Apply functionld=".">

<Attribut eSel ect or Request Cont ext Pat h=".." DataType=".."/>
<AttributeVal ue DataType="."> ...</AttributeVal ue>
</ Appl y>

In cases where the policy constrains the relationship between attribute values, as opposed to a
literal value, it will be necessary to substitute a second <At tri but eSel ect or > element for the
<At t ri but eVal ue> element in the above fragment. The order of the <Attri but eSel ect or >
element and the <At t ri but eVal ue> element in the above fragment MAY be reversed to
achieve the required constraint if the applied function has no inverse (e.g. subset). Any of the
following elements MAY be used in place of the <At t ri but eSel ect or > element in either

position: <Subj ect At tri but eDesi ghat or >, <Resour ceAttri but eDesi gnat or >,
<ActionAttributeDesignator> or <EnvironmentAttributeDesi gnator>.

The relevant portion of the WSDL data model is hierarchical, as shown in Figure 1.

Port

Operation

Message

Aspect
Figure 1 - WSDL hierarchical data model

This structure is reflected in the end-point policy model, as shown in Figure 2.

Names assigned to objects in the WSDL model are used in <Tar get > elements of the end-point
policy to associate policy statements with those objects. The names are considered
structureless. That is, the name of an object does not reflect its location in the WSDL hierarchy.
Nevertheless, a <Tar get > element used to associate a policy statement with a non-root object in
the WSDL model is intended to identify the object within the context established by the

<Tar get > elements of its enclosing <Pol i cySet > elements. So, target matching SHALL be
performed on the set of objects that has been successively refined by outer layers of the end-
point policy.
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Figure 2 — End-point policy model

This model has been chosen to facilitate combining of end-point policies.
The following consequences flow from the model:

The policy-combining algorithm for <Pol i cySet > elements SHALL be
"urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides".

The contents of all <Pol i cySet/ Tar get / Subj ect s> elements SHALL be
<AnySubj ect/ >.

The contents of the top-level <Pol i cySet/ Tar get / Resour ces> element SHALL be
the nane attribute of the end-point’s port definition.

The contents of the top-level <Pol i cySet/ Tar get/ Act i ons> element SHALL be
<AnyActi on/ >.

If present, the contents of the second-level <Pol i cySet/ Tar get/ Resour ces>
element SHALL either be the nane attribute of the end-point’s message definition or the
element <AnyResour ce/ >.

If present, the contents of the second-level <Pol i cySet/ Tar get/ Acti ons> element
SHALL be the nane attribute of the end-point’s operation definition or the element
<AnyActi on/ >.

If the contents of the second-level <Pol i cySet / Tar get / Resour ces> element is the
element <AnyResour ce/ >, then the contents of the <Pol i cySet / Tar get/ Acti ons>
element SHALL NOT be the element <AnyAct i on/ >, and vice-versa. Otherwise, its
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<Pol i cy> elements should be placed immediately subordinate to the top-level
<Pol i cySet > element.

8. The rule-combining algorithm for a <Pol i cy> element SHALL be
"urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides".

9. The Matchlid for the <Pol i cy/ Tar get / Resour ces> element SHALL be
“urn:oasis:names:tc:xacml:1.0:function:anyURI-equal”.

10. The Effect attribute of all <Rul e> elements SHALL be “Permit”.

11. The contents of the <Pol i cy/ Tar get / Subj ect s> element SHALL be
<AnySubj ect/ >.

12. The contents of the <Pol i cy/ Tar get / Resour ces> element SHALL be
<AnyResour ce/ >.

13. The contents of the <Pol i cy/ Tar get/ Act i ons> element SHALL identify the
objective (see Section 4).

14. The <Rul e/ Tar get > element SHALL be omitted.

15. The Funct i onl d attribute of a <Condi t i on> element SHALL be
"urn:oasis:names:tc:xacml:1.0:function:and".

16. The Functi onl d attribute of an <Appl y> element SHALL identify one of the matching
functions specified in XACML.

In order to be considered conformant with this profile, a <Pol i cySet > element MUST satisfy all
of these conditions.

3. Example (Non-normative)

This section contains an example of a service-provider policy on the aspect of data-rate
allocation.
Here is a plain-language description of the policy.

Clients paying ¢150/minute are allocated a guaranteed minimum data-rate of 64kb/s.

Clients paying ¢45/minute are allocated a guaranteed minimum data-rate between 6pm
and midnight of 40kb/s.

In order to make the example somewhat easier to read, several abbreviations have been
introduced. For instance:

The <Subj ect s> element has been omitted from all the <Tar get > elements.
Only <* Mat ch> elements have been retained in <Tar get > elements.
URIs have been abbreviated.

"*one-and-only" bag functions have been omitted around <At t ri but eDesi gnhat or >
elements in <Condi t i on> elements.

Dat aType and Funct i onl d prefixes have been omitted. A reader familiar with XACML
should be able to reconstruct a syntactically correct policy from the information provided.

<?xm version="1. 0" encodi ng="UTF-8"?>
<Pol i cySet PolicySet| d="Provi der Policy"
Pol i cyConbi ni ngAl gl d="deny-overri des">

draft-xacml-wspl-02.pdf 8




247 <Tar get >

248 <Resour ces>

249 <Resour ceMat ch Mat chl d="equal "

250 <AttributeVal ue DataType="anyURI ">

251 servi ceX: port X

252 </ Attri but eval ue>

253 <Resour ceAttri but eDesi gnator Attributeld="portl|D"
254 Dat aType="anyURIl "/ >

255 </ Resour ceMat ch>

256 </ Resour ces>

257 <Act i ons>

258 <AnyAct i on/ >

259 </ Acti ons>

260 </ Tar get >

261 <Pol i cy Policyld="Provider Data-Rate Allocation Cbjective"
262 Rul eConbi ni ngAl gl d="permi t -overri des">

263 <Tar get >

264 <Acti ons>

265 <Act i onMat ch Mat chl d="equal ">

266 <AttributeVal ue DataType="anyURl ">

267 data-rate-all ocation

268 </ AttributeVal ue>

269 <ActionAttributeDesignator Attributeld="objectiveld"
270 Dat aType="anyURIl "/ >

271 </ Acti onMat ch>

272 </ Acti ons>

273 </ Tar get >

274 <Rul e Rul el d="Provi der Data-Rate Allocation Objective Strategy
275 1" Effect="Permt">

276 <Condi ti on Functi onl d="and" >

277 <Appl y Functi onl d="equal ">

278 <Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
279 Attributeld="fee"/>

280 <AttributeVal ue DataType="i nteger">

281 150

282 </ Attri buteVal ue>

283 </ Appl y>

284 <Appl y Functi onl d="great er-t han-or-equal ">

285 <Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
286 Attributel d="data-rate"/>

287 <AttributeVal ue DataType="i nteger">

288 64000

289 </ AttributeVal ue>

290 </ Appl y>

291 </ Condi ti on>

292 </ Rul e>

293 <Rul e Rul el d="Provi der Data-Rate Allocation Cbjective Strategy
294 2" Effect="Permt">

295 <Condi ti on Functi onl d="and" >

296 <Appl y Functi onl d="equal ">

297 <Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
298 Attributel d="fee"/>

299 <AttributeVal ue DataType="integer">

300 45

301 </ AttributeVal ue>

302 </ Appl y>

303 <Appl y Functionl d="equal ">

304 <Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
305 Attributeld="data-rate"/>
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<Attri buteVal ue DataType="i nteger">
40000
</ Attri but eVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<Envi ronnent Attri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >
<Attri buteVal ue DataType="tine">
18: 00
</ AttributeVal ue>
</ Appl y>
</ Condi ti on>
</ Rul e>
</ Pol i cy>
</ Pol i cySet >

4. Instructions to standards developers

Developers of Web-services standards that are intended to conform with this profile MUST define
standard-specific policy parameters.

4.1 Procedure (Normative)

Developers of Web-services standards MUST complete the following steps.

1. Assign a URI for at least one obj ecti vel d attribute. In the event that the specification
document-identifier is a URI, it MAY be used as the obj ecti vel d URI.

2. Define a set of attribute names, types and semantics.

3. Select matching functions on the attributes from the matching functions defined in
[XACML]. The functions MUST be type-consistent with the attributes. For every
individual attribute, its associated matching functions MUST be combinable, as defined in
Table 1. Itis RECOMMENDED to use type-greater-than-or-equal or type-less-than-or-
equal matching functions in preference to type-greater-than or type-less-than matching
functions, respectively.

These attributes and functions MAY be used in predicates.

4.2 Example (Non-normative)

A committee defining the reliable messaging aspect of Web-service invocation might assign the
URI:

urn:oasis:names:tc:wsrm:1.0:0bjectiveld

as the obj ecti vel d.

It might identify the maximum-time-to-live attribute as a parameter of policy. It might assign the
identifier:

urn:oasis:names:tc:wsrm:1.0:maximum-time-to-live
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to this attribute. Then it might identify the attribute type to be

http://www.w3.0rg/TR/2002/WD-xquery-operators -20020816#DayTimeDuration.

It might define its meaning to be the maximum value permitted to be assigned by the requestor to
the “time-to-live” parameter associated with a service request. Then it might identify

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than-or-equal

as the matching function associated with the attribute.
The committee MUST specify all relevant parameters in a similar way.

5. Definitions (Normative)

This profile defines one attribute.
Name: urn:oasis:names:tc:xacml:1.0:attribute:objectiveld.
Type: xs:anyURI.

Meaning: the value of this attribute indicates the aspect of policy addressed by a <Pol i cy>

element. The
Pol i cy/ Target/ Acti ons/ Acti onMat ch/ Acti onAttri buteDesi gnator@\ttributeld
attribute MUST be assigned this value.

6. End-point policy combination (Normative)

The need to combine two or more policies is described in [WSPL Req].

The procedure for combining two top-level <Pol i cySet > elements is described here. More than
two <Pol i cySet > elements MAY be combined by repeating this procedure. Alternative
procedures that achieve the same result under all circumstances SHALL be considered
conformant.

The combining procedure involves combining coincident top-level <Pol i cySet > elements, then
combining coincident second-level <Pol i cySet > elements within the combined top-level

<Pol i cySet > elements, then combining coincident <Pol i cy> elements within the combined
<Pol i cySet > elements, then combining coincident <Rul e> elements within the combined
<Pol i cy> elements and finally combining coincident <Appl y> elements within the combined
<Rul e> elements. Finally, elimination and substitution steps are applied.

The detailed steps are described below.

The effect of this procedure is to identify a single <Rul e> element for each objective that
represents the contract between the parties. The contract is compatible with both of the original
end-point policies, while reflecting the preferences of the combiner.
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6.1 Combine top-level <PolicySet> elements

Combine coincident top-level <Pol i cySet > elements. <Pol i cySet > elements are
coincident if and only if their <Tar get > elements are identical.

In order to combine two top-level <Pol i cySet > elements, append the foreign <Pol i cy> and
second-level <Pol i cySet > elements to the combiner’s<Pol i cy> and second-level
<Pol i cySet > elements and assign a new unique Pol i cySet | d attribute.

6.2 Combine second-level <PolicySet> elements

If second-level <Pol i cySet > elements are present, then all coincident pairs of these MUST be
combined in the same way. If a second-level <Pol i cySet / Tar get / Resour ces> element
contains the <AnyResour ce/ > element, then it is coincident with another second-level

<Pol i cySet > element if and only if their <Tar get / Act i ons> elements are identical. The
converse is the case if the <AnyAct i on> element is present.

6.3 Combine <Policy> elements

Within the resulting <Pol i cySet > elements, combine all coincident <Pol i cy> elements.
<Pol i cy> elements are coincident if and only if their <Tar get > elements are identical.

In order to combine two <Pol i cy> elements, append the foreign <Rul e> elements to the
combiner’s<Rul e> elements and assign a new unique Pol i cyl d attribute.

6.4 Combine <Rule> elements

Within each resulting <Pol i cy> element, combine <Rul e> elements in all possible pairings,
taking one from the combiner’s set and one from the foreign set. The combiner’s first

<Pol i cy> element SHOULD be paired with each of the foreign <Pol i cy> elements, starting
with the first, then the combiner’ssecond <Pol i cy> element SHOULD be paired with each of
the foreign <Pol i cy> elements, etc.. This procedure respects the preferences of each policy
writer, while giving priority to those of the combiner.

In order to combine two <Rul e> elements, append the <Appl y> elements from the foreign
<Rul e> element to the combiner’s<Appl y> elements and assign a new unique Rul el d
attribute.

6.5 Combine <Apply> elements

Within each resulting <Rul e> element, combine all coincident <Appl y> elements. <Appl y>
elements are coincident if they constrain the same attribute. If there exists no attribute value for
which both <Appl y> elements evaluate to “True”, then their strategies are incompatible and the

<Rul e> element MUST be discarded. The test for compatible strategies is shown in the third
column of Table 1. If no <Rul e> elements remain, then the procedure SHALL terminate in
failure. Note that in the case where the same attribute is constrained by different aspects, this
procedure will not detect incompatible constraints.

Coincident <Appl y> elements SHALL be combined as shown in the fourth column of Table 1.
Table 1 is to be interpreted according to the following key.

1. Columns one, two and four contain shorthand versions of an XACML <Appl y> element.
The portion before the open parenthesis (e.g. “type-equal” in the first row) represents the
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<Appl y> element’s Funct i onl d attribute value. The ‘“type-" portion represents any of
the type-specific parts of the standard XACML function identifiers.

2. Alphabetic symbols (e.g. “a” in the first row) represent XACML

<AttributeDesi gnator>, <AttributeSel ector>or<AttributeVal ue>

elements.
3. Where N/A appears in the fourth column there is no single replacement <Appl y>
element.
4, émeans the smallest value greater than.
5. émeans the largest value less than.
6. n means set intersection.
7. ? means “is a proper subset of".
First <Apply> element Second <Apply> element | Compatible | Replacement <Apply>
strategies element
type-equal(a,b) type-equal(a,c) b==c type-equal(a,b)
type-equal(a,b) type-greater-than(a,c) b>c type-equal(a,b)
type-equal(a,b) type-greater-than-or- b=c type-equal(a,b)
equal(a,c)
type-equal(a,b) type-less-than(a,c) b<c type-equal(a,b)
type-equal(a,b) type-less-than-or- b=c type-equal(a,b)
equal(a,c)
type-greater-than(a,b) type-greater-than(a,c) type-greater-
than(a,max(b,c))
type-greater-than(a,b) type-greater-than-or- type-greater-than-or-
equal(a,c) equal(a,max( éb,c))
type-greater-than-or- type-greater-than-or- type-greater-than-or-
equal(a,b) equal(a,c) equal(a,max(b,c))
type-less-than(a,b) type-less-than(a,c) type-less-than(a,min(b,c))
type-less-than(a,b) type-less-than-or- type-less-than-or-
equal(a,c) equal(a,min( éb,c))
type-less-than-or- type-less-than-or- type-less-than-or-
equal(a,b) equal(a,c) equal(a,min(b,c))
type-greater-than(a,b) type-less-than(a,c) b<c N/A
type-greater-than(a,b) type-less-than-or- b<c N/A
equal(a,c)
type-greater-than-or- type-less-than(a,c) b<c N/A
equal(a,b)
b<c N/A

type-greater-than-or-

type--less-than-or-
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equal(a,b) equal(a,c)

set-equals(a,b) set-equals(a,c) b==c set-equals(a,b)
set-equals(a,b) subset(a,c) b?c set-equals(a,b)
subset(a,b) subset(a,c) n (b,c)? 0 | subset (a,n (b,c))

Table 1 - Predicate combination

6.6 Eliminate <Policy> elements

Following combination, an elimination step MUST be applied. The <Rul e> elements represent
the available strategiesin order of preference for each aspect. Ideally, the policy-user would
adopt the first <Rul e> element as its strategy for invoking the service. However, some
strategies may place constraints on attributes that are not within the control of the policy-user.
Such strategies MUST be eliminated.

The policy-user MUST categorize attributes according to the degree of control it has over their
assigned values. Constrained attributes are ones over which the policy-user has no control.
Unconstrained attributes are ones whose values it can assign within a certain range.
Authorized attributes are ones that must be assigned by an authority, not the policy-user.

Elimination proceeds by examining each <Appl y> element, as described below.

1. Ifthe <Appl y> element places a literal constraint on a constrained attribute, then the
policy-user SHALL test whether the constraint is satisfied by the attribute. If it is, then it
SHALL proceed. If it is not, then the enclosing <Rul e> element SHALL be eliminated. Some
constrained attributes vary with time. The policy-user MAY wait until the attribute adopts the
required value. In the case of the environmental attribute: “time”, it will never again adopt
values in the past. Values in the future will arise in a predictable manner.

2. Ifthe <Appl y> element places a literal constraint on an unconstrained attribute, then the
policy-user SHALL assign a value to the attribute that satisfies the constraint. If the required
value is not in the available range, then the enclosing <Rul e> element SHALL be eliminated.

3. Ifthe <Appl y> element constrains the relationship between two constrained attributes,
then the policy-user SHALL test whether the constraint is satisfied by the attributes. If it is,
then it SHALL proceed. If it is not, then the enclosing <Rul e> element SHALL be eliminated.

4. Ifthe <Appl y> element constrains the relationship between two unconstrained attributes,

then the policy-user SHALL assign a value to one or both of the attributes that satisfies the
constraint. If the required value is not in the available range, then the enclosing <Rul e>
element SHALL be eliminated.

5. Ifthe <Appl y> element constrains the relationship between a constrained attribute and an

unconstrained attribute, then the policy-user SHALL assign a value to the unconstrained
attribute that satisfies the constraint. If the required value is not in the available range, then
the enclosing <Rul e> element SHALL be eliminated.

6. Ifthe <Appl y> element constrains authorized attributes, then the policy-user SHALL obtain

the required attribute from an acceptable authority. The strategy containing the attribute
constraint should also indicate what constitutes an acceptable authority. If the required
attribute cannot be obtained, then the enclosing <RULE> element SHALL be eliminated.
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<Rul e> elements MUST be examined in order until one survives the elimination procedure. This
represents the highest preference strategy with which the policy-user is able to comply.
Therefore, this (and only this) one SHALL be retained.

If, after completing the elimination step, no <Rul e> elements remain, then the procedure SHALL
terminate in failure.

6.7 Substitute <Apply> elements

Following elimination, a substitution step MAY be applied to the <Appl y> element of the
remaining <Rul e> element. Substitution proceeds by the following steps. The substitutions
shown in Table 2 SHALL be applied.

<Apply> element Replacement <Apply> element

type-greater-than(a,b) type-equal(a, éb)

type-greater-than-or-equal(a,b) | type-equal(a,b)

type-less-than(a,b) type-equal(a, éb)
type-less-than-or-equal(a,b) type-equal(a,b)
type-subset(a,b) set-equals(a,b)

Table 2 — Substitution procedure

6.8 Result

The result of this procedure is a set of strategies, one for each aspect of service policy, and
each containing value assignments for attributes that are under the control of the policy-user. A
service invocation using these attribute assignments conforms with the applicable policy of both
the consumer and the provider.

7. Security considerations

Policies SHALL be integrity protected. The policy-user MUST confirm that the author of the policy
is an entity that is authoritative for the target end-point. How this is achieved is outside the scope
of this specification.

8. Bindings (Normative)

<Pol i cySet > elements MAY be distributed in a [WSDL 1.1] or WSDL 1.2 service description or

in a [SOAP 1.1] message. When they are distributed by one of these means, they MUST be
distributed as defined in this section.

8.1 WSDL 1.1

This section defines how <Pol i cySet > elements SHALL be included in a WSDL 1.1 service
description for a Web-service end-point.
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8.1.1. Introduction

As a precursor to invoking a WSDL operation of a WSDL port, certain consumer configuration
steps are likely to be required, and these configuration steps are likely to be associated with the
port, rather than with an individual operation. Locating, retrieving, validating and combining policy
are appropriate functions to perform as one of these configuration steps.

Different aspects of policy may be most applicable to different objects within the WSDL data
model, see Figure 1. For instance, privacy policy may apply to a WSDL message definition,
regardless of which WSDL operation uses the message. Crypto-security policy, on the other
hand, may apply to a message definition, differently, according to which operation uses the
message. And, trust policy may apply to the port, independent of which operation or message is
used.

8.1.2. Attachment

For the reasons stated in Section 8.1.1, a top-level <Pol i cySet > element SHALL be targeted
only at a WSDL port. However, it MUST be possible to associate a policy statement with any
object (port, operation or message) either alone or in combination, see Figure 2. For this reason,
policy statements MUST be capable of differentiating between the various WSDL operation and
message definitions of the WSDL port at which they are targeted.

The WSDL schema requires that <wsdl / port >, <wsdl / oper ati on> and <wsdl / nressage>
elements have a nane attribute of type NCName. This attribute is used to associate policies with
a particular port, operation or message or combinations thereof. URLs are a form of NCName.

8.1.3. Structure

Conformant <Pol i cySet > elements SHALL be structured as follows:

The top-level element SHALL be a <Pol i cySet > element whose
<Pol i cySet/ Tar get / Resour ces> element identifies the WSDL port to which it is applicable,
by means of the wsdl / port @amne attribute.

Policies that apply to the WSDL port, regardless of the particular operation or message SHALL be
contained in <Pol i cy> elements immediately subordinate to the top-level <Pol i cySet >
element.

Policies that apply to some combination of WSDL port, operation and message SHALL be
contained in <Pol i cySet > elements subordinate to the top-level <Pol i cySet > element.

These second-level <Pol i cySet > elements SHALL have <Pol i cySet/ Target/ Acti ons>
elements that identify the WSDL operation, and <Pol i cySet / Tar get / Resour ces> elements
that identify the WSDL message to which they are applicable, by means of the

wsdl / oper ati on@ane and wsdl / nessage@ ane attributes, respectively. Only WSDL
message definitions of the “input” type SHALL be identified.

The <Pol i cy/ Tar get / Resour ces> element SHALL identify the aspect of policy to which it
applies.

8.1.4. Integrity/authenticity protection

If the <wsdl / def i ni ti ons> element is integrity-protected, then the <Pol i cySet > elements
SHOULD be included within the integrity-protection of that element.

Where it is not possible to do this, either because the <wsdl / def i ni ti ons> element is not
integrity-protected, or for other reasons, <Pol i cySet > elements SHALL be enclosed in a
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<sam / Asserti on> element wrapper [SAML]. This allows supporting information, such as the
sam / Assertion@ ssuer attribute to be attached. The <sam / Asserti on> element SHALL
be integrity-protected.

The policy-user SHALL ignore the Pol i cySet @?ol i cySet | d attribute.

The WSDL port to which a policy applies SHALL be identified in the top-level

<Pol i cySet / Tar get / Resour ces> element, by means of the wsdl / port @ane attribute.

The policy-user SHALL confirm that it has located the correct policy by examining the policy’s top-
level <Pol i cySet / Tar get / Resour ces> element Furthermore, if they are present, the policy-
user SHALL confirm that the policy is current, by examining the

sam / Asserti on/ Condi ti ons@\ot Bef or e and

sam / Assertion/ Condi ti ons@lot OnOr Af t er attributes.

The wsdl / port @ane attribute SHALL contain a URL. In the case where a policy is wrapped in
a<sam / Asserti on>, the host and domain parts of the wsdl / port @anme URL SHALL be
identical to the sam / Asserti on@ ssuer attribute value. The saml / Asserti on@ ssuer
attribute value SHALL be identical to the CN attribute value in the subject field of the certificate
[X509] that validates the <saml / Assert i on> element, whether integrity protection is provided
by SSL or XML Digital Signature.

8.1.5. Schema

A <Pol i cySet > element SHALL be included in a <wsdl / def i ni ti ons> element in
accordance with the following schema. Additions to the WSDL 1.1 SOAP binding are highlighted.

<?xm version="1. 0" encodi ng="UTF-8"?>
<schenm t ar get Namespace="htt p: // schenmas. xnl soap. or g/ wsdl / pol i cy-
conf ormant - soap/" xm ns="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: pol i cy- conf or mant -
soap="http://schenmas. xm soap. or g/ wsdl / pol i cy- conf or mant - soap/ "
xm ns: xacm ="urn: oasi s: nanes: tc: xacm : 1. 0: pol i cy">
<i nport namespace="urn: oasi s: nanes:tc: xacm : 1. 0: pol i cy"
schemalLocat i on="htt p: // ww. oasi s-
open. or g/ conmi tt ees/ downl oad. php/ 915/ cs- xacm - schene- pol i cy-
01. xsd"/>
<el enent nane="EndPoi nt Pol i cy" type="xacml : Pol i cySet Type"/ >
<el erent nanme="bi ndi ng" type="policy-confornmant -
soap: bi ndi ngType"/ >
<conpl exType nanme="bi ndi ngType" >
<attribute name="transport" type="anyURI" use="optional"/>
<attribute nane="style" type="policy-conformant -
soap: styl eChoi ce" use="optional "/>
</ conpl exType>
<si npl eType nanme="styl eChoi ce">
<restriction base="string">
<enuner ation val ue="rpc"/>
<enuner ati on val ue="docunment"/ >
</restriction>
</ si npl eType>
<el ement nane="operati on" type="policy-confornmant -
soap: oper ati onType"/ >
<conpl exType name="operationType">
<attribute nane="soapAction" type="anyURl" use="optional"/>
<attribute nane="style" type="policy-conformant -
soap: styl eChoi ce" use="optional "/>
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</ conpl exType>
<el emrent nane="body" type="policy- confornmant - soap: bodyType"/ >
<conpl exType nanme="bodyType" >
<attribute name="encodi ngStyl e" type="anyURl " use="optional "/>
<attribute nane="parts" type="NMIOKENS" use="optional "/>
<attribute nane="use" type="policy-conformant-soap: useChoice"
use="optional "/ >
<attribute name="nanespace" type="anyURl " use="optional"/>
</ conpl exType>
<si nmpl eType nane="useChoi ce">
<restriction base="string">
<enuneration value="literal"/>
<enuner ati on val ue="encoded"/ >
</restriction>
</ si npl eType>
<el ement nanme="fault" type="policy-conformant-soap:faultType"/>
<conpl exType nanme="faul t Type">
<compl exCont ent >
<restriction base="policy-conformant-soap: bodyType" >
<attribute nane="parts" type="NMIOKENS"' use="prohibited"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>
<el enent nane="header" type="poli cy-conformant -
soap: header Type"/ >
<conpl exType nanme="header Type" >
<al | >
<el ement ref="policy-conformant-soap: headerfaul t"/>
</all>
<attri bute name="nmessage" type="QNane" use="required"/>
<attribute nane="parts" type="NMIOCKENS"' use="required"/>
<attribute nane="use" type="policy-confornmant-soap: useChoi ce"
use="requi red"/ >
<attribute nane="encodi ngStyl e" type="anyURl " use="optional "/>
<attribute name="nanespace" type="anyURI " use="optional"/>
</ conpl exType>
<el enent nanme="headerfaul t" type="policy-conformant-
soap: header f aul t Type"/ >
<conpl exType nanme="headerfaul t Type">
<attribute nane="nessage" type="Q\ane" use="required"/>
<attribute nane="parts" type="NMIOCKENS"' use="required"/>
<attribute nane="use" type="policy-confornmant-soap: useChoi ce"
use="requi red"/ >
<attribute name="encodi ngStyl e" type="anyURl " use="optional "/>
<attribute nane="nanespace" type="anyURI " use="optional"/>
</ conpl exType>
<el ement nanme="address" type="policy- conformant -
soap: addr essType"/ >
<conpl exType nane="addr essType" >
<attribute nane="l ocation" type="anyURl" use="required"/>
</ conpl exType>
<el enent name="port" type="wsdl: portType"/>
<conpl exType nanme="port Type">
<conpl exCont ent >
<ext ensi on base="wsdl| : docunent ed" >
<sequence>
<any namespace="##ot her" m nCccurs="0"/>
<el enent ref="xacnl : PolicySet| dRef erence"/ >
</ sequence>
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<attri bute nanme="nane" type="NCNane" use="required"/>
<attri bute nanme="bi ndi ng" type="QNane" use="required"/>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ schema>

8.2 WSDL 1.2

This section defines how <Pol i cySet > elements are included in a WSDL 1.2 service description
for a Web-service end-point. TBD

8.3 SOAP 1.1

8.3.1. Introduction

In the case of a WSDL request-response-operation, consumer policies for the response message
MAY be conveyed in a SOAP header of the corresponding request message. The names
assigned to objects by the consumer are not guaranteed to match those assigned by the provider
to the equivalent objects. Therefore, the consumer MUST use the names assigned by the
provider to associate consumer policy with WSDL objects. This means that response policies
MUST be tailored to the particular provider, and the consumer may require a different policy for
each provider of the same service.

In the case of the WSDL solicit-response-operation and the notification-operation, the WSDL
technique, described above, SHALL be used to disseminate consumer policy.

8.3.2. Structure

Conformant <Pol i cySet > elements SHALL be structured as described in Section 8.1.3, above.
Only WSDL message definitions of the “output” or “fault” types SHALL be targeted by policies.

8.3.3. Integrity/authenticity protection

If the <soap/ header > element is integrity-protected, then the <Pol i cySet > elements
SHOULD be included within the integrity-protection of that element.

Where it is not possible to do this, either because the <soap/ header > element is not integrity-
protected, or for other reasons, <Pol i cySet > elements SHALL be enclosed in a

<sam / Asserti on> element wrapper [SAML]. The <sanl / Asserti on> element SHALL be
integrity protected.

The policy-user SHALL ignore the Pol i cySet @0l i cySet | d attribute.

The policy-user SHALL verify that the <Pol i cySet / Tar get > element identifies the
wsdl / port @ane attribute of the WSDL port that originated the request.

In the case where a policy is wrapped in a <sanl / Asserti on>, the host and domain parts of
the authenticated name of the originating end-point SHALL be identical to the

sam / Assertion@ ssuer attribute value. The sam / Asserti on@ ssuer attribute value
SHALL be identical to the CN attribute value in the subject field of the certificate [X509] that
validates the <sanl / Asserti on> element, whether integrity protection is provided by SSL or
XML Digital Signature.
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If they are present, the policy-user SHALL confirm that the policy is current, by examining the
sam / Asserti on/ Condi ti ons@Not Bef or e and

sam / Assertion/ Condi ti ons@ot OnOr Af t er attributes.

8.3.4. Schema

An XACML <Pol i cySet > element SHALL be included in a SOAP header in accordance with the
following schema.

<?xm version="1.0" encodi ng="UTF-8" ?>
<xs: schema
t ar get Nanespace="ur n: oasi s: nanes: tc: xacnl : wspl : draft: 02"
xm ns: EndPoi nt Pol i cy="ur n: oasi s: names: tc: xacn : wspl : draft: 02"
xm ns: xs=htt p: // ww. wW3. or g/ 2001/ XM_Scherma
xm ns: xacm ="ur n: oasi s: nanes: tc: xacm : 1. 0: pol i cy"
xm ns: SOAP- ENV=ht t p: / / schemas. xnl soap. or g/ soap/ envel ope/
el ement For mDef aul t =" qual i fi ed" attri buteFornDefaul t="unqual ified">

<xs:inport nanmespace=http://schemas. xm soap. or g/ soap/ envel ope/
schemalLocati on="htt p://schenmas. xnm soap. or g/ soap/ envel ope/ "/ >

<xs:inport nanespace="urn:oasi s: nanes:tc:xacm :1.0: policy"
schemalLocat i on="htt p: // ww. oasi s-
open. or g/ conmi t t ees/ downl oad. php/ 915/ cs- xacm - schena- pol i cy-
01. xsd"/>

<xs: el ement nanme="Policy" type="EndPoi ntPolicy: PolicyType"/>

<xs: conpl exType nane="Pol i cyType" >

<xs: conpl exCont ent >
<xs: ext ensi on base=" SOAP- ENV: Header " >
<XS: sequence>
<xs: el ement ref="xacnl : PolicySet"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >

</ xs: conpl exType>

</ xs: schema>
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Appendix A. Worked example (Non-
normative)

This appendix contains a worked example to illustrate the process of combining and reducing

XACML policies that conform with this profile, using two simple policy instances. The example is
drawn from the realm of datarate allocation, and builds on the example given in Section 3.

Consumer policy

This section describes the service consumer’s requirements for the data-rate allocation aspect of
service invocation.

A.1.1. Plain-language policy

The plain language description of the policy is as follows.

The service-consumer’s first choice is to pay a maximum of ¢100/minute for a minimum
guaranteed data-rate of 64kb/s.

The second choice is to pay a maximum of ¢50/minute for a minimum guaranteed data
rate between 9pm and midnight of 32kb/s.

A.1.2. XACML policy

<Pol i cySet Pol i cySet | d="Consuner Policy"
Pol i cyConbi ni ngAl gl d="deny-overri des">
<Tar get >
<Resour ces>
<Resour ceMat ch Mat chl d="equal "
<Attri buteVal ue DataType="anyURIl ">
servi ceX: port X
</ Attri but eval ue>
<Resour ceAttri but eDesi gnator Attributeld="portl| D"
Dat aType="anyURl "/ >
</ Resour ceMat ch>
</ Resour ces>
<Acti ons>
<AnyActi on/ >
</ Acti ons>
</ Tar get >
<Pol i cy Policyl d="Consuner Data-Rate Allocation Objective"
Rul eConbi ni ngAl gl d="perm t -overri des">
<Tar get >
<Acti ons>
<Acti onMat ch Mat chl d="equal ">
<Attri buteVal ue DataType="anyURl ">
data-rate-all ocation
</ Attri buteVal ue>
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77 <ActionAttributeDesi gnator Attributeld="objectivel D

778 Dat aType="anyURI "/ >

779 </ Act i onivat ch>

780 </ Act i ons>

781 </ Tar get >

782 <Rul e Rul el d="Consuner Data-Rate Allocation Objective Strategy
783 1" Effect="Permt">

784 <Condi ti on Functi onl d="and" >

785 <Apply Functionl d="1ess-than-or-equal ">

786 <Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
787 Attributel d="fee"/>

788 <Attributeval ue DataType="integer">

789 100

790 </ AttributeVval ue>

791 </ Appl y>

792 <Apply Functionl d="greater-than-or-equal ">

793 <Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
794 Attributeld="data-rate"/>

795 <AttributeVal ue DataType="integer">

796 64000

797 </ AttributeVal ue>

798 </ Appl y>

799 </ Condi ti on>

800 </ Rul e>

801 <Rul e Rul el d="Consuner Data-rate Allocation bjective Strategy
802 2" Effect="Permt">

803 <Condi ti on Functi onl d="and" >

804 <Apply Functionl d="I|ess-than-or-equal ">

805 <Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
806 Attributeld="fee"/>

807 <AttributeVal ue DataType="i nteger">

808 50

809 </ AttributeVal ue>

810 </ Appl y>

811 <Apply Functionl d="greater-t han-or-equal ">

812 <Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
813 Attributeld="data-rate"/>

814 <AttributeVal ue DataType="i nteger">

815 32000

816 </ Attri but eval ue>

817 </ Appl y>

818 <Appl y Functionl d="great er-t han-or-equal ">

819 <Envi ronnment At t ri but eDesi gnat or Dat aType="ti ne"
820 Attributel d="ti meCf Day"/ >

821 <Attri buteVal ue DataType="tine">

822 21: 00

823 </ Attri buteVal ue>

824 </ Appl y>

825 </ Condi ti on>

826 </ Rul e>

827 </ Pol i cy>

828 <</ Pol i cySet >
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Combining process

A.1.3. Combine <PolicySet> elements

The <Tar get > elements of the two <Pol i cySet > elements are identical. Therefore, they may
be combined. Append the provider <Pol i cy> elements and assign a new Pol i cySet | d value.

<Pol i cySet Pol i cySet| d="Consuner Policy"
Pol i cyConbi ni ngAl gl d="deny-overri des">
<Tar get >
<Resour ces>
Resour ceiat ch Mat chl d="equal "
<AttributeVal ue DataType="anyURl ">
servi ceX: port X
</ Attri but eVal ue>
<Resour ceAttri but eDesi gnator Attributeld="portl| D"
Dat aType="anyURl "/ >
</ Resour ceMat ch>
</ Resour ces>
<Acti ons>
<AnyActi on/ >
</ Acti ons>
</ Tar get >
<Policy Policyld="Consuner Data-rate Allocation Cbjective"
Rul eConbi ni ngAl gl d="permi t -overri des">
<Tar get >
<Acti ons>
<Acti onMat ch Mat chl d="equal ">
<AttributeVal ue DataType="anyURl ">
data-rate-all ocation
</ AttributeVal ue>
<ActionAttri buteDesignator Attributel d="objectivel D'
Dat aType="anyURl "/ >
</ Acti onMat ch>
</ Acti ons>
</ Tar get >
<Rul e Rul el d="Consuner Data-rate Allocation Objective Strategy
1" Effect="Permt">
<Condi ti on Functi onl d="and" >
<Apply Functionl d="|ess-than-or-equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<AttributeVal ue DataType="i nteger">1.00</Attri buteVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<Resour ceAt tri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue DataType="i nteger">
64000
</ AttributeVal ue>
</ Appl y>
</ Condi ti on>
</ Rul e>
<Rul e Rul el d="Consuner Data-rate Allocation Cbjective Strategy
2" Effect="Permt">
<Condi ti on Functi onl d="and" >
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882 <Apply Functionl d="I| ess-than-or-equal ">

883 <Subj ect At tri but eDesi gnat or Dat aType="i nt eger"

884 Attributel d="fee"/>

885 <AttributeVal ue DataType="i nt eger">0.50</Attri buteVval ue>
886 </ Appl y>

887 <Apply Functionl d="greater-than-or-equal ">

888 <Resour ceAttri but eDesi gnat or Dat aType="i nt eger"

889 Attributeld="data-rate"/>

890 <AttributeVal ue DataType="integer">

891 32000

892 </ AttributeVval ue>

893 </ Appl y>

894 <Apply Functionl d="great er-t han-or-equal ">

895 <Envi ronment Att ri but eDesi gnat or Dat aType="ti ne"

896 Attributeld="timeC Day"/>

897 <AttributeVal ue DataType="ti ne">9: 00</Attri buteVal ue>
898 </ Appl y>

899 </ Condi ti on>

900 </ Rul e>

901 </ Pol i cy>

902 <Pol i cy Policyld="Provider Data-rate Allocation bjective"
903 Rul eConbi ni ngAl gl d="permi t -overri des" >

904 <Tar get >

905 <Acti ons>

906 <Act i onMat ch Mat chl d="equal ">

907 <AttributeVal ue DataType="anyURl ">

908 data-rate-al |l ocati on

909 </ AttributeVval ue>

910 <ActionAttributeDesignator Attributel d="objectivel D
911 Dat aType="anyURI "/ >

912 </ Acti onMat ch>

913 </ Acti ons>

914 </ Tar get >

915 <Rul e Rul eld="Provi der Data-rate Allocation Objective Strategy
916 1" Effect="Permt">

917 <Condi ti on Functi onl d="and">

918 <Appl y Functionl d="equal ">

919 <Subj ect Attri but eDesi gnat or Dat aType="i nt eger"

920 Attributel d="fee"/>

921 <Attri buteVal ue DataType="integer">1. 50</Attri buteVal ue>
922 </ Appl y>

923 <Appl y Functionl d="great er-t han-or-equal ">

924 <Resour ceAttri but eDesi gnat or Dat aType="i nt eger"

925 Attributeld="data-rate"/>

926 <AttributeVval ue DataType="integer">

927 64000

928 </ Attri buteVal ue>

929 </ Appl y>

930 </ Condi ti on>

931 </ Rul e>

932 <Rul e Rul el d="Provi der Data-rate Allocation bjective Strategy
933 2" Effect="Permt">

934 <Condi ti on Functi onl d="and">

935 <Appl y Functi onl d="equal ">

936 <Subj ect At tri but eDesi gnat or Dat aType="i nt eger"

937 Attributel d="fee"/>

938 <AttributeVal ue DataType="i nt eger">0.45</ Attri but eVal ue>
939 </ Appl y>

940 <Appl y Functionl d="equal ">
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<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue DataType="integer">
40000
</ AttributeVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<Envi ronnent At tri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >
<AttributeVal ue DataType="ti ne">6: 00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>
</ Pol i cy>

</ Pol i cySet >

A.1.4. Combine <Policy> elements

The <Tar get > elements of the two <Pol i cy> elements are identical. Therefore, they may be
combined. Append the provider <Rul e> elements and assign a new Pol i cyl d value.

<Pol i cySet PolicySet| d="Conbi ned Policies"
Pol i cyConbi ni ngAl gl d="deny-overri des">
<Tar get >
<Resour ces>
<Resour ceMat ch Mat chl d="equal "
<Attri buteVal ue DataType="anyURl ">
servi ceX: port X
</ Attri buteVal ue>
<Resour ceAttri but eDesi gnator Attributel d="portl| D"
Dat aType="anyURl "/ >
</ Resour ceMat ch>
</ Resour ces>
<Acti ons>
<AnyActi on/ >
</ Acti ons>
</ Tar get >
<Policy Policyl d="Conbi ned Data-rate Allocation Cbjective"
Rul eCombi ni ngAl gl d="perm t -overri des" >
<Tar get >
<Acti ons>
<Acti onMat ch Mat chl d="equal ">
<Attri buteVal ue DataType="anyURl ">
data-rate-all ocation
</ AttributeVal ue>
<ActionAttributeDesi gnator Attributeld="objectivelD
Dat aType="anyURl "/ >
</ Acti onMat ch>
</ Acti ons>
</ Tar get >
<Rul e Rul el d="Consuner Data-rate Allocation Objective Strategy
1" Effect="Permt">
<Condi ti on Functi onl d="and" >
<Apply Functionl d="| ess-than-or-equal ">
<Subj ect Att ri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<Attri buteVal ue DataType="integer">1. 00</Attri buteVal ue>
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</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributel d="data-rate"/>
<Attri buteVal ue DataType="i nteger">
64000
</ AttributeVal ue>
</ Appl y>
</ Condi ti on>
</ Rul e>
<Rul e Rul el d="Consuner Data-rate Allocation Objective Strategy
2" Effect="Permt">
<Condi ti on Functi onl d="and">
<Apply Functionl d="| ess-than-or-equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<AttributeVal ue DataType="i nt eger">0.50</Attri buteVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue
Dat aType="i nt eger " >32000</ At t ri but eVal ue>
</ Appl y>
<Apply Functionl d="greater-t han-or-equal ">
<Envi ronnment At t ri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >
<AttributeVal ue DataType="tine">9: 00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>

<Rul e Rul el d="Provi der Data-rate Allocation Objective Strategy
1" Effect="Permt">
<Condi ti on Functi onl d="and" >
<Apply Functionl d="equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>
<AttributeVal ue DataType="i nteger">1.50</Attri buteVal ue>
</ Appl y>
<Appl y Functionl d="great er-than-or-equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"”
Attributeld="data-rate"/>
<Attri buteVal ue DataType="integer">
64000
</ Attri buteVal ue>
</ Appl y>
</ Condi ti on>
</ Rul e>
<Rul e Rul el d="Provi der Data-rate Allocation Objective Strategy
2" Effect="Permt">
<Condi ti on Functi onl d="and" >
<Apply Functionl d="equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>
<Attri buteVal ue DataType="i nteger">0.45</Attri buteVal ue>
</ Appl y>
<Apply Functionl d="equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
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<Attri buteVal ue DataType="i nteger">
40000
</ Attri buteVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<Envi ronnent Attri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >
<AttributeVal ue DataType="tine">6: 00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>
</ Pol i cy>

</ Pol i cySet >

A.1.5. Combine <Rule> elements

Coincident pairs of <Rul e> elements are identified and combined. Coincident pairs of <Rul e>
elements are combined by appending the provider’s <Appl y> elements. Pairs are combined
only where each member of the pair originally came from different <Pol i cy Set > elements.

<Pol i cySet Pol i cySet | d="Conbi ned Pol i ci es"
Pol i cyConbi ni ngAl gl d="deny-overri des">
<Tar get >
<Resour ces>
<Resour ceMat ch Mat chl d="equal "
<Attri buteVal ue DataType="anyURl ">
servi ceX: port X
</ Attri but eVal ue>
<ResourceAttri but eDesi gnator Attributel d="portl| D"
Dat aType="anyURl "/ >
</ Resour ceMat ch>
</ Resour ces>
<Acti ons>
<AnyActi on/ >
</ Acti ons>
</ Tar get >
<Policy Policyl d="Conbi ned Data-rate Allocati on bjective"
Rul eConbi ni ngAl gl d="perni t - overri des">
<Tar get >
<Act i ons>
<Acti onMvat ch Mat chl d="equal ">
<Attri buteVal ue Dat aType="anyURl ">
data-rate-al | ocati on
</ AttributeVal ue>
<ActionAttributeDesignator Attributeld="objectivelD
Dat aType="anyURl "/ >
</ Act i onMVat ch>
</ Acti ons>
</ Tar get >
<Rul e Rul el d="Consuner Strategy 1/Provider Strategy 1"
Effect="Pernmit">
<Condi ti on Functi onl d="and">
<Apply Functionld="I| ess-than-or-equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<Attri buteVal ue DataType="integer">1. 00</Attri buteVal ue>
</ Appl y>
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<Apply Functionl d="greater-than-or-equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributel d="data-rate"/>
<Attri buteVal ue DataType="i nteger">
64000
</ AttributeVal ue>
</ Appl y>
<Apply Functi onl d="equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<Attri buteVal ue DataType="integer">1.50</Attri buteVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">
<ResourceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue DataType="integer">
64000
</ AttributeVal ue>
</ Appl y>
</ Condi ti on>
</ Rul e>
<Rul e Rul el d="Consuner Strategy 1/Provider Strategy 2"
Effect="Pernmit">
<Condi ti on Functi onl d="and">
<Apply Functionld="I|ess-than-or-equal ">
<Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>
<AttributeVal ue DataType="integer">1. 00</Attri buteVal ue>
</ Appl y>
<Apply Functionl d="greater-t han-or- equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<AttributeVal ue DataType="i nt eger">64000</Attri buteVal ue>
</ Appl y>
<Apply Functionl d="equal ">
<Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>
<Attri buteVal ue DataType="integer">0.45</Attri buteVal ue>
</ Appl y>
<Apply Functi onl d="equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue DataType="i nt eger">40000</ Attri buteVal ue>
</ Appl y>
<Apply Functi onl d="gr eat er-t han-or- equal ">
<Envi ronnment At t ri but eDesi gnat or Dat aType="ti nme"
Attributeld="ti meCf Day"/ >
<AttributeVal ue DataType="ti me">6: 00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>

<Rul e Rul el d="Consuner Strategy 2/Provider Strategy 1"
Ef fect="Permt">
<Condi ti on Functi onl d="and">
<Appl y Functionl d="I| ess-than-or-equal ">
<Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>
<Attri buteVal ue DataType="integer">0.50</AttributeVal ue>
</ Appl y>
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<Apply Functi onl d="gr eat er-t han- or - equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributel d="data-rate"/>
<AttributeVal ue DataType="i nt eger">32000</ Attri but eVal ue>
</ Appl y>
<Apply Functi onl d="gr eat er-t han-or- equal ">
<Envi ronment At t ri but eDesi gnat or Dat aType="ti me"
Attributeld="ti meCf Day"/ >
<AttributeVal ue DataType="ti ne">9: 00</ Attri buteVal ue>
</ Appl y>
<Appl y Functi onl d="equal ">
<Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<AttributeVal ue Dat aType="integer">1.50</Attri buteVal ue>
</ Appl y>
<Apply Functi onl d="gr eat er-t han-or- equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue DataType="i nt eger">64000</ Attri but eVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>

<Rul e Rul el d="Consuner Strategy 2/Provider Strategy 2"
Effect="Permt">
<Condi ti on Functi onl d="and">
<Apply Functionld="I| ess-than-or-equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<Attri buteVal ue DataType="i nteger">0.50</Attri buteVal ue>
</ Appl y>
<Appl y Functi onl d="gr eat er-t han- or - equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributel d="data-rate"/>
<Attri but eVal ue Dat aType="i nt eger">32000</ Attri but eVal ue>
</ Appl y>
<Apply Functi onl d="gr eat er-t han- or- equal ">
<Envi ronment At t ri but eDesi gnat or Dat aType="ti me"
Attributeld="ti meCf Day"/ >
<AttributeVal ue DataType="ti nme">9: 00</ Attri but evVal ue>
</ Appl y>
<Apply Functi onld="equal ">
<Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
Attributeld="fee"/>
<Attri buteVal ue Dat aType="int eger">0. 45</ Attri but eVal ue>
</ Appl y>
<Appl y Functi onl d="equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<AttributeVal ue DataType="i nt eger">40000</ Attri but eVal ue>
</ Appl y>
<Appl y Functi onl d="gr eat er-t han- or - equal ">
<Envi ronnment At tri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >
<Attri buteVal ue DataType="time">6:00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>
</ Pol i cy>

</ Pol i cySet >
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A.1.6. Combine <Apply> elements

<Appl y> elements are combined if they are combinable according to Table 1.

<Pol i cySet PolicySet| d="Conbi ned Policies"
Pol i cyConbi ni ngAl gl d="deny-overri des">
<Tar get >
<Resour ces>
<Resour ceMat ch Mat chl d="equal "
<Attri buteVal ue DataType="anyURl ">
servi ceX: port X
</ Attri but eval ue>
<Resour ceAttr i but eDesi gnator Attributel d="portl| D"
Dat aType="anyURl "/ >
</ Resour ceMat ch>
</ Resour ces>
<Acti ons>
<AnyActi on/ >
</ Acti ons>
</ Tar get >
<Policy Policyl d="Conbi ned Data-rate Al location Cbjective"
Rul eConbi ni ngAl gl d="perm t -overri des" >
<Tar get >
<Acti ons>
<Acti onMat ch Mat chl d="equal ">
<AttributeVal ue DataType="anyURl ">dat a-r at e-
al | ocation</AttributeVal ue>
<ActionAttri buteDesi gnator Attributeld="objectivel D'
Dat aType="anyURl "/ >
</ Acti oniat ch>
</ Acti ons>
</ Tar get >
<I-- Rule Ruleld="Consuner Strategy 1/Provider Strategy 2"
Effect="Perm t"
Fee predicates are inconpatible -->
<I-- Rule Ruleld="Consuner Strategy 1/Provider Strategy 2"
Effect="Perm t"
Dat a-rate predicates are inconpatible -->
<I-- Rule Rul el d="Consuner Strategy 2/Provider Strategy 1"
Effect="Perm t"
Fee predicates are inconpatible -->
<Rul e Rul el d="Consuner Strategy 2/ Provider Strategy 2"
Effect="Permt">
<Condi ti on Functionl d="and">
<Apply Functionl d="equal ">
<Subj ect At tri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>

<AttributeVal ue Dat aType="i nt eger">0. 45</ Attri buteVal ue>

</ Appl y>
<Apply Functionl d="equal ">
<ResourceAttri but eDesi gnat or Dat aType="i nt eger"
Attributel d="data-rate"/>
<Attri buteVal ue DataType="integer">
40000
</ AttributeVal ue>
</ Appl y>
<Apply Functionl d="greater-than-or-equal ">

draft-xacml-wspl-02.pdf



1281
1282
1283
1284
1285
1286
1287
1288

1289

1290

1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301
1302
1303
1304
1305
1306
1307
1308
1309
1310
1311
1312
1313
1314
1315
1316
1317
1318
1319
1320
1321
1322
1323
1324
1325
1326
1327
1328
1329
1330
1331
1332
1333
1334

<Envi ronment At t ri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >

<AttributeVal ue DataType="tine">9: 00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>
</ Pol i cy>

</ Pol i cySet >

A.1.7. Substitute <Apply> elements

Elimination is achieved by deleting all except the first <Rul e> element.

<Pol i cySet Pol i cySet | d="Conbi ned Pol i ci es"
Pol i cyConbi ni ngAl gl d="deny-overri des">
<Tar get >
<Resour ces>
<Resour ceMat ch Mat chl d="equal "
<Attri buteVal ue DataType="anyURl ">
servi ceX: port X
</Attri buteVal ue>
<Resour ceAttri but eDesi gnator Attributeld="portl| D"
Dat aType="anyURl "/ >
</ Resour ceMat ch>
</ Resour ces>
<Acti ons>
<AnyActi on/ >
</ Acti ons>
</ Tar get >
<Policy Policyl d="Conbi ned Data-rate Allocation Cbjective"
Rul eCombi ni ngAl gl d="perm t -overri des">
<Tar get >
<Acti ons>
<Acti onMat ch Mat chl d="equal ">
<Attri buteVal ue DataType="anyURl ">
data-rate-all ocation
</ AttributeVal ue>
<Acti onAttri but eDesi gnator Attri butel d="objectivel D'
Dat aType="anyURl "/ >
</ Acti onMat ch>
</ Acti ons>
</ Tar get >
<Rul e Rul el d="Consumner Strategy 2/Provider Strategy 2"
Ef fect="Permt">
<Condi ti on Functi onl d="and" >
<Apply Functionl d="equal ">
<Subj ect Attri but eDesi gnat or Dat aType="i nt eger"
Attributel d="fee"/>

<Attri buteVal ue Dat aType="i nt eger">0.45</Attri buteVal ue>

</ Appl y>
<Apply Functionl d="equal ">
<Resour ceAttri but eDesi gnat or Dat aType="i nt eger"
Attributeld="data-rate"/>
<Attri buteVal ue DataType="i nteger">
40000
</ AttributeVal ue>

</ Appl y>
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<Appl y Functi onl d="equal ">
<Envi ronnent At tri but eDesi gnat or Dat aType="ti ne"
Attributeld="ti meCf Day"/ >
<Attri buteVal ue DataType="tine">9: 00</Attri buteVal ue>

</ Appl y>
</ Condi ti on>
</ Rul e>
</ Pol i cy>
</ Pol i cySet >
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Appendix B. Revision history

Rev

Date

By whom

What

Draft 02

23 July 2003

Tim Moses

Limited functions and data-types to
those defined by XACML.

Prohibited the nesting of <Appl y>
elements.

In the WSDL binding, targeted top-
level policy statements at
<wsdl : port > elements.

Introduced two levels of
<Pol i cySet > elements to allow
finer targeting of policy statements.

Added a “Security Considerations”
section.

Introduced the elimination step.
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Appendix C. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS has been notified of intellectual property rights claimed in regard to some or all of the
contents of this specification. For more information consult the online list of claimed rights.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright (C) OASIS Open 2003. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself may not be modified in any way, such as by removing the copyright
notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
successors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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