Comments on ipAddress, dnsName and their match functions

11. References

[Add the following references:]

[RFC1519]
V. Fuller, et. al, Classless Inter-Domain Routing (CIDR): an Address Assignment and Aggregation Strategy, http://www.ietf.org/rfc/rfc1519.txt, IETF RFC 1519, September 1993.

[RFC3513]
R. Hinden, S. Deering, Internet Protocol Version 6 (IPv6) Addressing Architecture, http://www.ietf.org/rfc/rfc2373.txt, IETF RFC 3513, April 2003.
A.2 DataTypes

In the following descriptions, square brackets (“[]”) enclose optional elements.  Quotation marks (“”) enclose literal values to be included in the syntax.  A vertical bar (“|”) separates syntactical options.
The “urn:oasis:names:tc:xacml:2.0:data-type:ipAddress” primitive type represents an IPv4 or IPv6 network address, with optional mask and optional port or port range.  The syntax SHALL be:

ipAddress = address [ "/" mask ] [ ":" [ portrange ] ]

For an IPv4 address, the address and mask SHALL be formatted in accordance with the syntax for a "host" in IETF RFC 2396 "Uniform Resource Identifiers (URI): Generic Syntax", section 3.2.

For an IPv6 address, the address and mask SHALL be formatted in accordance with the syntax for an "ipv6reference" in IETF RFC 2732 "Format for Literal IPv6 Addresses in URL's".  (Note that an IPv6 address or mask, in this syntax, is enclosed in literal "[" "]" brackets.)

The “urn:oasis:names:tc:xacml:2.0:data-type:dnsName” primitive type represents a Domain Name Service (DNS) host name, with optional port or port range.  The syntax SHALL be:

dnsName = hostname [ ":" portrange ]

The hostname is formatted in accordance with IETF RFC 2396 "Uniform Resource Identifiers (URI): Generic Syntax", section 3.2, except that a wildcard "*" may be used in the left-most component of the hostname to indicate "any subdomain" under the domain specified to its right.

For both the “urn:oasis:names:tc:xacml:2.0:data-type:ipAddress” and “urn:oasis:names:tc:xacml:2.0:data-type:dnsName” data-types, the port or port range syntax SHALL be

portrange = portnumber | "-"portnumber | portnumber"-"[portnumber]

where "portnumber" is a decimal port number.  If the port number is of the form "-x", where "x" is a port number, then the range is all ports numbered "x" and below.  If the port number is of the form "x-", then the range is all ports numbered "x" and above.
A.3.13 Special match functions

· urn:oasis:names:tc:xacml:2.0:function:ipAddress-match

This function SHALL take two arguments of data-type urn:oasis:names:tc:xacml:2.0:data-type:ipAddress and SHALL return an "http://www.w3.org/2001/XMLSchema#boolean";.  The first argument specifies the set of addresses and optional portrange that are acceptable for the match to be "True".  The second argument specifies a particular address or set of addresses and optional portrange to be tested against the set of acceptable values.

This function SHALL return "True" if a) the set of addresses specified by the second argument is a subset of the set of addresses specified by the first argument according to the semantics of [RFC1519] and [RFC3513]  AND  b) any port range values in the second argument are a subset of the port range values in the first argument.  Otherwise, this function SHALL return "False".

· urn:oasis:names:tc:xacml:2.0:function:dnsName-match

This function SHALL take two arguments of data-type “urn:oasis:names:tc:xacml:2.0:data-type:dnsName” and SHALL return an "http://www.w3.org/2001/XMLSchema#boolean";.  The first argument specifies the set of DNS names that are acceptable for the match to be "True".  The second argument specifies a particular address or set of subdomains and optional portrange to be tested against the set of acceptable values.

This function SHALL return "True" if, after converting both arguments to upper-case,

· a) If there is no "*" wildcard character in the first argument, then the two arguments match using "string-equal".  Otherwise, if the first argument contains a "*" wildcard character, then all name components to the right of this wildcard MUST match corresponding name components in the second argument using "string-equal"; and

· b) any port range values in the second argument are a subset of the port range values in the first argument.  Otherwise, this function SHALL return "False".

