1.1 Scenarios

The scenarios will be executed as a typical enterprise application with employees and customers participating in the exchange.

The particular scenarios will be based around a full service stock trading application that contains accounts as its major resource and for which account managers are assigned to give personal service and advice to customers. The policies allow:

· customers to request trades in their accounts for which they are the owner, 

· account managers to approve trade executions in accounts for which they are the account manager,

· account managers to set and remove restrictions on accounts for which they are the account manager

· vice presidents to approve the setting and removal of restrictions on accts which are assigned to their region

Account restrictions are account attributes that are used to control limits and functions available to accounts, such as credit limit, types of trades that can be executed, blocking of access to functions of the account based on thresholds being exceeded, etc. Other types of restrictions may include assigning new account managers to a particular account. Large trades over a certain threshold value in an account require approval, whereas smaller trades below the threshold require only the customer request.

1.1.1 Scenarios: Authorization Decision

The following scenarios will be made as examples of operation of the Authorization Use Case.

The Authorization Decision scenarios are governed by XACML policies that apply the following rules:

· Rule 1: a customer can only make a purchase up to the value of the credit line in their account.

· Rule 2: a customer can only make a sale of quantities of stocks that exist in their account that have no restrictions on sales.

· Rule 3: an account manager can only approve a trade on a customer account if the acct manager is the designated manager of that account.

· Rule 4: an account manager can only approve trades on the account that the customer has requested, in particular, only the quantities and particular stocks that the customer has designated.

· Rule 5: an account manager can make a trade on behalf of a customer only if there is a valid customer-supplied authorization code (such as from a real time smart card password generator that the customer has access to when phoning in the order).

1.1.1.1 Authorization Decision: scenario 1: Customer access

The customer from a web browser attempts to access their account:

1. The access request is intercepted by the PEP, which gathers the customer’s username and password.

2. The PEP uses the local context-handler to package the customer username and password as well as an indicator that the customer-account is being accessed to a xacml request context, which the context-handler passes to the PDP.

3. The PDP validates the username/password and grants/denies the customer access to the account by returning the appropriate xacml response context.

4. The PEP allows/disallows access to the customer accordingly.

1.1.1.2 Authorization Decision: scenario 2: Customer transaction

The customer from the web browser attempts to purchase 500 shares of XYZ stock.

1. The purchase request is intercepted by the PEP, which gathers the operation (purchase) and the amount (500 shares) that is being requested to purchase.

2. The PEP uses the local context-handler to package the customer Subject information as well as the operation and amount to a xacml request context.

3. The PDP validates the request by evaluating the rules as to the thresholds based on customer credit, etc. and returns the result in a response context to the PEP.

4. The PEP allows or disallows the request to go to the account application accordingly.

5. The account application returns a notification of status to the customer.

1.1.1.3 Authorization Decision: scenario 3: Account manager access

The account manager has been notified that there is an approval that needs attention. From a web browser, the account manager is already logged in and has associated Identity object from which the PEP can obtain attributes.

1. The customer account access request is intercepted by the PEP, which gathers the account manager identifier and customer acct username.

2. The PEP uses the local context-handler to package the account manager Subject information as well as the customer account identifier that is being accessed in a xacml request context that is sent to the PDP.

3. The PDP validates that the account manager is the account manager for the customer account and returns a xacml response context with the decision.

4. The PEP evaluates the decision and allows/disallows the account manager access to the account accordingly.

1.1.1.4 Authorization Decision: scenario 4: Account manager approval

The account manager from the browser attempts to approve the requested stock purchase.

1. The approval request is intercepted by the PEP, which gathers the operation (approval) and the account manager identity attributes.

2. The PEP uses the local context-handler to package the account manager Subject information as well as the operation (approval) to a xacml request context which is sent to the PDP.

3. The PDP validates the request by evaluating the rules as to whether a valid customer authorization code is associated with the approval and returns a response context with the decision.

4. The PEP evaluates the decisions and allows/disallows the account manager approval to go through which will initiate the actual transaction.

