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1. Introduction (Non-normative)

Enterprises, including the healthcare enterprise, need a mechanism to exchange security and privacy policies, evaluate consent directives and determine authorizations in an interoperable manner.  This document provides a cross-enterprise security and privacy profile that describes how to use XACML to provide these functions interoperably.  

The Cross-Enterprise Security and Privacy Authorization (XSPA) profile of XACML describes several mechanisms to authenticate, administer and enforce authorization policies controlling access to protected information residing within or across enterprise boundaries. The policies being administered and enforced relate to security, privacy and consent directives.  This profile MAY be used in coordination with additional standards including WS-Trust and SAML.  

This profile specifies the use of XACML 2.0 to promote interoperability within the healthcare community by providing common semantics and vocabularies for interoperable policy request/response, policy lifecycle and policy enforcement.

1.1. Glossary

1.1.1. Preferred terms

Authorization Client: Module providing a standard API to enterprise applications for submitting authorization requests and returning authorization responses and obligations. 

Client:  Interface module capable of interacting with a Web Application Service, e.g. a browser.

Policy Enforcement Point (PEP) External: Responsible for authorizing a user’s access to an application and establishing a user context from which the application may obtain high level user identity attributes, such as corporate role (e.g. employee). 

Context Handler Client (CHC): Component that is responsible for assembling Authorization Decision Requests based on parameters supplied by a PEP and implementing the communication protocol to send the request to a PDP and for returning Authorization Decision Responses from the PDP to the PEP. The Context Handler Client is generally considered a built-in part of the PEP, but it has proven useful to identify it explicitly for its message handling capabilities, which involve normative message formats as distinct from the non-normative higher level PEP enforcement capabilities.

Context Handler Server (CHS): Component that is responsible for handling an authorization decision requests and setting up a context for delivering the request to the PDP. It also may aid the PDP by interacting with PIPs for additional authorization attribute data needed for policy evaluation. The CHS handles the response context and packages the response context into a decision response to be returned by the communication protocol to the PEP.

Policy Information Point (PIP): Repository of attribute data that is made available to support authorization decisions. 

Policy Decision Point (PDP):  Takes information from an authorization Decision Request and returns an access control decision based on evaluation of XACML policy.

Policy Repository: Mechanism for storing policies. 

Policy Administration Point (PAP): Manages and makes available policies that may be stored in and retrieved from the Policy Repository. 

Web Application: Application that provides operations and access to the resources of the healthcare environment. 

Resources: Data, service or system component, such as patient records, medical documents lab tests, reports, images, etc. The resources generally include attributes indicating access requirements that may come into play in authorization decisions.

Policy Enforcement Point (PEP) The system entity that performs access control, by making decision requests and enforcing authorization decisions.  Facilitates passing XACML authorization request attributes and returning XACML response decisions and obligations. This module MAY be used for obtaining attributes required for authorization from a PIP by an application. Typical attributes collected at this level include HL7 Provider Permissions, HL7 Resource Permission, and HL7 Patient Privacy Constraints.

1.2. Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC2119]
"they MUST only be used where it is actually required for interoperation or to limit behavior which has potential for causing harm (e.g., limiting retransmissions)"

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application features and behavior that affect the interoperability and security of implementations. When these words are not capitalized, they are meant in their natural-language sense.

2. XSPA Healthcare Profile of XACML 

2.1. Interactions between Parties

This section introduces the logical and data flow representation of the profile.  Figure 1 provides a logical view of components and the interaction between parties in the exchange of healthcare information.  The sequence of events during exchanges in the profiles is described in Figure 2.

[image: image1.png]Policy
Authority
(PAP)

Request Policy (6
Policy Lookup

Policy

Site A- Consumer Site B - Service
User | [[Semice Senice | [Aurioute | [ Patient | [ Permissions | [ Senstive | [ Entty Polcy
interface || | Interface | | Sewvice | | Consent Data Ryts. | | Unique Decision
Consumer || | (PEP) (PP Diectives Service || Atributes | | Point
(PEP) Service Service (POP)
— ;
LocalDeny |1
Resourch
| Resourcp equest (2
Request attitiutes (3
Request
; ConsentDiectye :
Reqst ]
Lo Remest ;
Required Fermissions
Request
L Rewew L,
Senstve Dats Fiterng ofjgatons
Reasedt
e R
‘Senstve Data Ftong blgatons
«
Attrioutes | (4
; ] Packsge tibutes and Reauest Access Corfol Decision RIG
7  Deny
Diny ;
D
eny 8 Permi and Obligation$
Permit b
Obligatlons 1.2 ["Sie specic request 1o HIS
and redults
Results

Policy
Repository

i poiy i




Figure 1 Logical Infrastructure of XACML Framework
The following figure identifies the event flow of the requesting healthcare organization.
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Figure 2 Consumer Event Flow

1) User, within confines of application, makes a request for an external resource.  HL7 Permissions [HL7-PERM] required locally are known at this time and passed in as attributes of request.

2) PEP request for attributes from PIP.

3) Attributes necessary to make a local access control decision are requested.  HL7 Permission [HL7-PERM] granted to user via their role and purpose of use (POU), the service endpoint of the external resource, and any site specific operational attributes are accessed.

4) PIP returns attributes to PEP.

5) PEP request access control decision from PDP.

6) PDP request policy from PAP, if required.  PAP access policy repository and returns applicable policy to PDP, authorization processing occurs and access control decision is returned.

7) If Deny, processing ends and PEP enforces decision.

8) If Permit, evaluation of local obligations may occur.

9) A cross-enterprise request is made for the resource.  Note:  This document does not impose the method of how that request is made.

10) Refer to Figure 3 for Service Event Flow.

11) If Deny, processing ends and PEP enforces decision of Site B.

12) If Permit, PEP will evaluate and enforce any Site B obligations.  Resource result set is returned to requesting user.

I 

If a cross-enterprise request is necessary to fulfill the user request for a resource, the following figure identifies the event flow that is used within the responding service healthcare organization using XACML.  However, a responding healthcare organization is not required to use a access control security infrastructure based on XACML (cf. §2.2).
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Figure 3 Service Event Flow

1) Refer to Figure 2 Consumer Event Flow.

2) Cross enterprise request of resource from Site B, including all necessary attributes related to subject from consumer, Site A, and resource attributes of service at Site B.

3) PEP makes request for Service, Site B, specific attributes from PIP.  If patient context has been set, a lookup of patient consent directive occurs.  HL7 Permissions [HL7-PERM] required by resource, hours of operations, and those related to entity specific filtering of sensitive clinical data.

4) Attributes are returned to PEP.

5) PEP forms request and submits access control decision request to PDP.

6) PDP makes policy request to PAP, Policy is return to PDP and authorization processing occurs

7) If Deny, response if returned to the requesting service interface.

8) If Permit, and site specific access of resource is performed.  Obligations may be evaluated at this point and filtering of data may occur.

9) The result set is returned to consuming service interface, including any obligations.

2.2.  Heterogeneous Environment Interactions

This profile does impose constraints on organizations that have already chosen another access control language.  However, participating organizations must ensure delivery of attributes in their normative form, service and consumer enforcement of policy decisions and obligations levied on them

3. Application in Healthcare

This section covers normative and non-normative aspects of this profile.
3.1. Standard Attributes (Normative)

	Attribute ID*
	Namespace (full urn)
	Type
	Valid Values

	subject:subject-id
	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	String
	Unique identifier of subject defined by and controlled at the consuming organization.

	subject:locality
	urn:oasis:names:tc:xacml:1.0:subject:locality
	String
	Unique identifier of the consuming organization and/or facility.

	subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	String
	Refer to [HL7-PERM]

	subject:role
	urn:oasis:names:tc:xacml:1.0:subject:role
	String
	Functional role agreed upon by participating organizations.

	subject:purpose
	urn:oasis:names:tc:xacml:1.0:subject:purpose
	String
	Healthcare Treatment, Emergency Treatment, System Administration, Operations, Payment, Research, Marketing, Public Health

	resource:resource-id
	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	String
	Unique identifier of the resource defined by and controlled by the service organization.

	resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	String
	For object and supporting actions refer to [HL7-PERM]

	resource:hl7:permission
	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	String
	Refer to [HL7-PERM]

	resource:hl7:confidentiality-code
	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	String
	Refer to [HL7-CONSENT]

	resource:hl7:dissenting-subject-id
	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissenting-subject-id
	String
	Unique identifier of the subject defined and controlled by the consuming organization.

	resource:hl7:dissenting-role
	Urn:oasis:names:tc:xspa:1.0:resource:hl7:dissenting-role
	String
	Listing of functional roles whose values are agreed upon by participating organizations.

	environment:locality
	urn:oasis:names:tc:xspa:1.0:1.0:environment:locality
	String
	Unique identifier of the service organization.


*Note: Attribute-ID is provided for mapping to pseudo-code examples in later sections.

3.2. Standard Attributes (Non-normative)

	Attribute ID*
	Namespace
	Type
	Valid Values

	subject:medicaid-id
	urn:oasis:names:tc:xspa:1.0:subject:medicaid-id
	String
	Provided by U.S. government for all active providers.


*Note:  Attribute ID is provided for mapping to pseudo-code examples in later sections.

3.3. Standard Rules (Normative)

3.4. Standard Rules (Non-normative)

3.5. Obligations (Normative)

3.6. Obligations (Non-normative)

3.7. XACML Request and Response

This section describes the XACML request and response messages for the scenario. All request and response attributes are identified by a urn from the vocabulary, which enables seamless mapping of data values between the client layer and the policy layer.

It is recommended that the SAML 2.0 profile of XACML v2.0 [SAML-XACML20] be used for PEP-PDP communications. (Note: make sure to use [SX20-ASSN-SCH] and [SX20-PROT-SCH] schema files and specification in 17-Nov-05 Errata version.)

ISSUE: TBD: It is assumed there will be no signing or encryption of messages in the XACML Request and Response protocols.

Following are the expected SOAP-wrapped request and response messages. Further analysis needs to be done here to confirm these formats and determine if they can be used by the participating vendors.

Sample SOAP SAML XACML Request wrapper: [xacml-msg-policy-index]

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope 

    xmlns:soapenv ="http://schemas.xmlsoap.org/soap/envelope/"

    xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <soapenv:Body>

    <xacml-samlp:XACMLAuthzDecisionQuery 

        xmlns:xacml-samlp="urn:oasis:xacml:2.0:saml:protocol:schema:os"

        ID="_e064bd912f83c1544fea110307000acf" 

        IssueInstant="2007-05-21T22:00:36Z" 

        Version="2.0">

      <xacml-context:Request 

          xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os">

        <!-- See [XACML-Request-01] for sample content of this element -->

      </xacml-context:Request>

    </xacml-samlp:XACMLAuthzDecisionQuery> 

  </soapenv:Body> 

</soapenv:Envelope>

The request message above contains 3 protocol levels:

1. soapenv: is the SOAP layer. A SOAP Envelope contains a SOAP Body.

2. xacml-samlp: is the SAML protocol layer, which is enabled by the XACML extension to the SAML protocol, which is described in [SAML-XACML-20] specification and in the [SX20-PROT-SCH] schema. Note that the usual samlp: is not declared here because xacml-samlp: extends samlp: and will transparently include the samlp: base declarations.

3. xacml-context: is the XACML request/response layer which is described in [XACML-CORE].

Sample SOAP SAML XACML response wrapper: [xacml-msg-policy-index]

<soapenv:Envelope 

    xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 

    xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <soapenv:Body> 

    <samlp:Response 

      xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 

      ID="A12345602" 

      Version="2.0" 

      IssueInstant="2007-05-09T00:00:01Z"> 

      <samlp:Status> 

        <samlp:StatusCode 

          Value="urn:oasis:names:tc:SAML:2.0:status:Success"/> 

      </samlp:Status> 

      <saml:Assertion 

          xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 

          Version="2.0" 

          ID="A12345603" 

          IssueInstant="2007-05-09T00:00:01Z">

        <saml:Issuer>xacml.interop.com</saml:Issuer> 

        <saml:Statement

            xmlns:xacml-saml="urn:oasis:xacml:2.0:saml:assertion:schema:os" 

            xsi:type="xacml-saml:XACMLAuthzDecisionStatementType">

          <xacml-context:Response

              xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os">

            <!-- See [XACML-Response-01] for sample content of this element -->

          </xacml-context:Response>

        </saml:Statement> 

      </saml:Assertion> 

    </samlp:Response> 

  </soapenv:Body> 

</soapenv:Envelope>

The response message above contains 3 protocol levels:

1. soapenv: is the SOAP layer. A SOAP Envelope contains a SOAP Body.

2. samlp: is the SAML Protocol layer, which is explicitly declared this time because in the reponse case the xacml extension is lower in the samlp: protocol. In particular, samlp: requires a saml:Assertion, which in turn includes a saml:Statement. It is within the saml:Statement that the xacml extension occurs and is referred to as xacml-saml: because it extends the saml:Assertion/saml:Statement with the XACMLAuthzDecisionStatementType. The details are described in the [SAML-XACML-20] specification and the [SX20-ASSN-SCH] schema.

3. xacml-context: is the XACML request/response layer which is described in [XACML-CORE].

3.8. XACML Policy

This section describes the policy and how it is applied to the XACML Request and Response. Policy data references attributes by urn, which enables seamless mapping between the policies and the XACML Requests and Responses.

The policies given are intended to represent one possible implementation of the policies that represent the rules. It is expected that each vendor will implement their own policies using the rules that are given and the resulting policies should be the functional equivalent of the samples given with each scenario. 

TBD: It is expected that there will be some testing required before these sample policies are considered to be totally correct, and this document will be updated with the final working version of the policies.

4. Healthcare Examples

This section provides implementers with detail examples of use.  <<These examples are updated from those demonstrated at RSA 2008 in San Francisco, CA.  Namespaces have been updated as have their use in a cross-enterprise implementation [INTEROP-02].>>  These examples consider only a homogeneous ACS environment where XACML is utilized in both consumer and service healthcare organizations, however this does not limit or impose the use of XACML at both locations.

In these examples the permissions [HL7-PERM] required to read the patients medical record are defined in the following table.

	Permissions Granted
	HL7 Permission Code


	HL7 Permission Title

	√
	PRD-006
	Patient Identification and Lookup

	√
	PRD-017
	Review Progress Notes

	√
	PRD-012
	Review Past Visits

	√
	PRD-003
	Review Medical History

	√
	PRD-005
	Review Vital signs/Patient Measurements

	√
	PRD-009
	Review Current Directory of Provider Information

	√
	PRD-010
	Review Patient Medications

	Table 3 - RBAC Permissions identified to complete use cases


4.1.  HL7 Consent Directive Access Control (no constraints, all permissions granted)

4.1.1 Use Case Overview

Initial State / Pre-condition:  

· Dr. Bob, a physician at organization 'A' has all related permissions to read a medical record (c.f. Table 3).  These permissions allow Dr. Bob to perform a cross-enterprise request to view patient records at organization 'B'.

· Dr. Bob's name or his unique identification specific to organization 'A' is not known to organization 'B'.

· The purpose of use is 'Healthcare Treatment'.

· Patient, Bambi Smith, a patient whose primary care is performed at healthcare organization 'B' has not specified any constraints that would limit Dr. Bob’s role of 'Physician' access to her record.

Scenario:

· Dr. Bob attempts to perform a cross-enterprise viewing of Bambi Smith's medical records.

RESULT:

· Dr. Bob is able to access the medical record including Bambi Smith's sensitive data.

	State
	Name 
	HL7 Code
	Definition

	OFF
	Masked access (MA)
	MA
	Access to a record is restricted to users or roles specified by the subject of the record.  Users who are not authorized to access the record will not be notified that the record is masked.

	OFF
	User based access (UBA)
	UBA
	Access to a record is restricted to identified users

	Table 4 – Confidentiality codes identified to complete use case


4.1.2 Detailed Data

	Full Variable AttributeId URN
	Full Value URN(s)

	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	Dr. Bob

	urn:oasis:names:tc:xacml:1.0:subject:locality
	Facility A

	urn:oasis:names:tc:xacml:2.0:subject:role
	Physician 

	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	Bambi Smith

	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record

	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	   urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:environment:locality
	Facility B


4.1.3 XACML Request, Response, and Policy Set

Request – Consumer

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Bob</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response - Consumer

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Request - Service

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Bob</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Policy Set

4.2. HL7 Consent Directive Access Control (User Based Access (UBA) restriction)

4.2.1 Use Case Overview

Initial State / Pre-condition:  

· Dr. John, a radiologist at organization 'A' has all related permissions to read a medical record (c.f. Table 3).  These permissions allow Dr. John to perform a cross-enterprise request to view patient records at organization 'B'.

Scenario:

· The purpose of use is 'Healthcare Treatment'.

· The patient, Bambi Smith, whose primary care organization is 'B'  creates a patient directive preventing all radiologists from viewing her medical record. 

· Dr. John attempts to view the medical records for Bambi Smith. 

RESULT:  

· Dr. John is unable to access the medical record of Bambi Smith at organization 'B'

	State
	Name 
	HL7 Code
	Definition

	OFF
	Masked access (MA)
	MA
	Access to a record is restricted to users or roles specified by the subject of the record.  Users who are not authorized to access the record will not be notified that the record is masked.

	ON
	User based access (UBA)
	UBA
	Access to a record is restricted to identified users

	Table 5 – Confidentiality codes identified to complete use case


4.2.2 Detailed Data

	Full Variable AttributeId URN
	Full Value URN(s)

	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	Dr. John

	urn:oasis:names:tc:xacml:1.0:subject:locality
	Facility A

	urn:oasis:names:tc:xacml:2.0:subject:role
	Radiologist

	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	Bambi Smith

	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record

	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	   urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	UBA

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role
	Radiologist

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:environment:locality
	Facility B


4.2.3 XACML Request, Response, and Policy Set

Request - Consumer

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. John</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>UBA</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue>radiologist</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response – Consumer

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Request - Service

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. John</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>UBA</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue>radiologist</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response - Service

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Deny</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

PolicySet

4.3. HL7 Consent Directive Access Control (Masked Access (MA) restriction)

4.3.1 Use Case Overview

Initial State / Pre-condition:  

· Dr. Dave, a oncologist at organization 'A' has all related permissions to read a medical record (c.f. Table 3).  These permissions allow Dr. Dave to perform a cross-enterprise request to view patient records at organization 'B'.

Scenario:

· The purpose of use is 'Healthcare Treatment'.

· The patient, Bambi Smith, whose primary care organization is 'B'  creates a patient directive preventing all oncologists from viewing her radiology reports. 

· Dr. Dave attempts to view the medical records for Bambi Smith. 

RESULT:  

· Dr. Dave is able to access the medical record of Bambi Smith at organization 'B' with the exception of her radiology records.

	State
	Name 
	HL7 Code
	Definition

	ON
	Masked access (MA)
	MA
	Access to a record is restricted to users or roles specified by the subject of the record.  Users who are not authorized to access the record will not be notified that the record is masked.

	OFF
	User based access (UBA)
	UBA
	Access to a record is restricted to identified users

	Table 6 – Confidentiality codes identified to complete use case


4.3.2 Detailed Data

	Full Variable AttributeId URN
	Full Value URN(s)

	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	Dr. Dave

	urn:oasis:names:tc:xacml:1.0:subject:locality
	Facility A

	urn:oasis:names:tc:xacml:2.0:subject:role
	Oncologist 

	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	Bambi Smith

	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record

	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	   urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	MA

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-role
	Oncologist

	urn:oasis:names:tc:xspa:1.0:environment:locality
	Facility B


4.3.3 XACML Request, Response, and Policy Set

Request – Consumer

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Dave</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>oncologist</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response – Consumer

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Request - Service

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Dave</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>oncologist</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>MA</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:radiology:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:radiology:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue>Oncologist</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response - Service

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>


<xacml:Obligations  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" >



<xacml:Obligation ObligationId="urn:oasis:names:tc:xspa:1.0:obligation:ma:privacy:constraint:radiology" FulfillOn="Permit">



</xacml:Obligation>


</xacml:Obligations>

</xacml-context:Result>

...

Policy Set

4.4. HL7 Permissions Access Control (permission requirements differ)

4.4.1 Use Case Overview

Initial State / Pre-condition:  

· Dr. Alice has all related permissions to read a medical record at organization 'A' (c.f.Table 3).  These same permissions allow Dr. Alice to make a cross-enterprise request of a patient medical record.  Organization 'A' permission requirements are identical to organization 'B' requirements when viewing a medical record.

· As security administrator at organization 'B' increase the number of required permissions to view a medical record.

Senario

· Dr. Alice attempts to view the medical records for Bambi Smith.

RESULT:

· Dr. Alice is unable to access the medical record including Bambi Smith's sensitive data.

4.4.2 Detailed Data

	Full Variable AttributeId URN
	Full Value URN(s)

	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	Dr. Dave

	urn:oasis:names:tc:xacml:1.0:subject:locality
	Facility A

	urn:oasis:names:tc:xacml:2.0:subject:role
	Oncologist 

	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	Bambi Smith

	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record

	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	   urn:oasis:names:tc:xspa:1.0:hl7:prd-003

   urn:oasis:names:tc:xspa:1.0:hl7:prd-004

   urn:oasis:names:tc:xspa:1.0:hl7:prd-005

   urn:oasis:names:tc:xspa:1.0:hl7:prd-006

   urn:oasis:names:tc:xspa:1.0:hl7:prd-007

   urn:oasis:names:tc:xspa:1.0:hl7:prd-008

   urn:oasis:names:tc:xspa:1.0:hl7:prd-009

   urn:oasis:names:tc:xspa:1.0:hl7:prd-010

   urn:oasis:names:tc:xspa:1.0:hl7:prd-012

   urn:oasis:names:tc:xspa:1.0:hl7:prd-017

	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:environment:locality
	Facility B


4.4.3 XACML Request, Response, and Policy Set

Request - Consumer

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Alice</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response – Consumer

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Request - Service

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Alice</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>oncologist</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-004</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-007</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-008</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response - Service

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Deny</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Policy Set

4.5. Emergency Access (Emergency declared)

4.5.1 Use Case Overview

Initial state:  

· Dr. Charlie from organization 'A' does not have permissions to access electronic patient records from organization 'B'.  

· Dr. Charlie has permissions to declare an emergency which would subsequently allow him access records at organization 'B' during the emergency.  

Scenario:  

· Patient, Bambi Smith, whose primary care facility is organization 'B' presents to the family clinic in organization 'A' with severe chest pain.  

· Dr. Charlie declares an emergency.

RESULT:  

· Dr. Charlie successfully declares an emergency and is able to access patient record

4.5.2 Detailed Data

	Full Variable AttributeId URN
	Full Value URN(s)

	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	Dr. Charlie

	urn:oasis:names:tc:xacml:1.0:subject:locality
	Facility A

	urn:oasis:names:tc:xacml:1.0:subject:purpose
	Emergency Treatment

	urn:oasis:names:tc:xacml:2.0:subject:role
	Physician 

	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:hl7:pea-001

	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	Bambi Smith

	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record

	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	   urn:oasis:names:tc:xspa:1.0:hl7:pea-001

	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:environment:locality
	Facility B


4.5.3 XACML Request, Response, and Policy Set

Request – Consumer

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Charlie</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:pea-001</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Emergency Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:pea-001</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response – Consumer

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>


<xacml:Obligations  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" >



<xacml:Obligation ObligationId="urn:oasis:names:tc:xspa:1.0:obligation:log-action" FulfillOn="Permit">



</xacml:Obligation>


</xacml:Obligations>

</xacml-context:Result>

...

Request – Service

?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Charlie</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:pea-001</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Emergency Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:pea-001</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:medical-record</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response - Service

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>


<xacml:Obligations  xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" >



<xacml:Obligation ObligationId="urn:oasis:names:tc:xspa:1.0:obligation:log-action" FulfillOn="Permit">



</xacml:Obligation>


</xacml:Obligations>

</xacml-context:Result>

...

Policy Set

4.6. Attribute Based Business Rules

4.6.1 Use Case Overview

Business Rule:  

· The author of a progress note is able to read, change, and delete a progress note that they have initiated.  

· All other physicians are unable to view the progress note until it is digitally signed by the author. 

Initial State / Pre-condition:  

· Both Dr. Alice of organization 'A', and Dr. Bob of organization 'B' have all related permissions to read a medical record.  

· There are no constraints on the record imposed by a patient directive.

Scenario:

· Dr. Alice begins a progress note for Bambi Smith, but has not digitally signed the progress note,   

· Dr. Bob attempts to access Bambi Smith's record.

RESULT:  

· Dr. Bob is unable to view the unsigned progress note written by Dr. Alice

4.6.2 Detailed Data

	Full Variable AttributeId URN
	Full Value URN(s)

	urn:oasis:names:tc:xacml:1.0:subject:subject-id
	Dr. Bob

	urn:oasis:names:tc:xacml:1.0:subject:locality
	Facility B

	urn:oasis:names:tc:xacml:1.0:subject:purpose
	Healthcare Treatment

	urn:oasis:names:tc:xacml:2.0:subject:role
	Physician 

	urn:oasis:names:tc:xspa:1.0:subject:hl7:permission
	urn:oasis:names:tc:xspa:1.0:hl7:pea-001

	urn:oasis:names:tc:xacml:1.0:resource:resource-id
	Bambi Smith

	urn:oasis:names:tc:xspa:1.0:resource:hl7:type
	urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note

	urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note:author-subjecf-id
	Dr. Alice

	urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note:signed
	False

	urn:oasis:names:tc:xspa:1.0:resource:hl7:permission
	   urn:oasis:names:tc:xspa:1.0:hl7:pea-001

	urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-subject-id
	

	urn:oasis:names:tc:xspa:1.0:resource:hl7:object:dissented-role
	

	urn:oasis:names:tc:xspa:1.0:environment:locality
	Facility A


4.6.3 XACML Request, Response, and Policy Set

Request – Consumer

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Bob</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response – Consumer

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Permit</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Request – Service

<?xml version="1.0" encoding="UTF-8"?>

<Request

    xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"

    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

    xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 

      http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

  <Subject>

    <Attribute

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Bob</AttributeValue>

     </Attribute>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xacml:1.0:subject:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility A</AttributeValue>

    </Attribute>

     <Attribute

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>physician</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:subject:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xacml:2.0:subject:purpose"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>Healthcare Treatment</AttributeValue>

     </Attribute>

  </Subject>

  <Resource>

     <Attribute>

         AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:permission"

         DataType="http://www.w3.org/2001/XMLSchema#string">

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-003</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-005</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-006</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-009</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-010</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-012</AttributeValue>

       <AttributeValue>urn:oasis:names:tc:xspa:1.0:hl7:prd-017</AttributeValue>

     </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Bambi Smith</AttributeValue>

    </Attribute>

    <Attribute

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:confidentiality-code"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:dissented-role"

        DataType="http://www.w3.org/2001/XMLSchema#string">

            <AttributeValue></AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:type"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue

        >urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note:author-subject-id"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>Dr. Alice</AttributeValue>

    </Attribute>

    <Attribute>

        AttributeId="urn:oasis:names:tc:xspa:1.0:resource:hl7:progress-note:signed"

        DataType="http://www.w3.org/2001/XMLSchema#string">

      <AttributeValue>False</AttributeValue>

    </Attribute>

  </Resource>

  <Action/>

  <Environment>

    <Attribute 

        AttributeId="urn:oasis:names:tc:xspa:1.0:environment:locality" 

        DataType="http://www.w3.org/2001/XMLSchema#string" >

      <AttributeValue>Facility B</AttributeValue>

    </Attribute>

  </Environment>

</Request>

Response – Service

...

<xacml-context:Result ResourceId="">


<xacml-context:Decision>Deny</xacml-context:Decision>


<xacml-context:Status>



<xacml-context:StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"></xacml-context:StatusCode>


</xacml-context:Status>

</xacml-context:Result>

...

Policy Set

5. Policy Pseudo Code (Non-normative)

Various means have been attempted to simplify the XACML Policy representations and it turned out that simple if-else pseudo-code (p-code) was the most efficient means of explaining the policy processing for both the business-oriented contributors and the technical contributors to communicate the requirements.

Additional examples of the use of p-code, with an emphasis on policy and rule combining structures, can be found in Appendix C of [XACML-2.0-CORE].

Each example is headed by an “if ( ! ( Result == Deny) )” clause. This clause represents the deny-overrides algorithm of the top-level policy set. Within each clause is a Policy or PolicySet that is a direct child of the top-level PolicySet.

Patient consent directives, and entity specific business rules will not have visibility across healthcare enterprises.  Because of this not all logic is processed at both consumer and service sites. 

Note:  The order of that processing is still under consideration.

Consumer Site:

· 1st logic block: emergency access logic

· 2nd logic block: business rules logic block

· 3rd logic block: HL7 role/permissions logic block

Service Site:

· 1st logic block: emergency access logic

· 2nd logic block: patient consent UBA logic

· 3rd logic block: patient consent MA (data filtering) logic

· 4th logic block: patient consent S (sensitive data filtering) logic

· 5th logic block: business rules logic block

· 6th logic block: HL7 role/permissions logic block

The following sections provide psuedo-code examples for the evaluation of attributes defined within this profile.

5.1. User Based Access (UBA) Evaluation of Subject-ID

If (! Result == Deny) 


if (request.hl7.conf-code == “UBA”)



if (!(request.subject.subject-id == any-of (request.resource.hl7.conf-code.uba.dissenting-subject-id)))




Result = Permit



else 




Result = Deny




Response.add(Obligation(privacy.constraint, ffon-deny)



end


end

end

5.2. User Based Access (UBA) Evaluation of Role

If (! Result == Deny)


if (request.hl7.conf-code == “UBA”)



if (!(request.subject.role == any-of (request.resource.hl7.conf-code.uba.dissenting-role)))




Result = Permit



else




Result = Deny




Response.add(Obligation(privacy.constraint, ffon-deny)



end


end

end

5.3. Masked Access (MA) Evaluation of Subject ID

If (! Result == Deny)


if (request.resource.hl7.object.n == any-of (request.resource.hl7.object.ma.[n-values])



if (request.hl7.conf-code == “MA”)




if (!(request.subject.subject-id == any-of (request.resource.hl7.conf-code.ma.dissenting-subject-id)))





Result = Permit





Response.add(Obligation(privacy.constraint.object.ma.n, ffon-permit))




end



end


end

end

5.4. Masked Access (MA) Evaluation of Role

If (! Result == Deny)


if (request.resource.hl7.object.n == any-of (request.resource.hl7.object.ma.[n-values])



if (request.hl7.conf-code == “MA”)




if (!(request.subject.role == any-of (request.resource.hl7.conf-code.ma.dissenting-role)))





Result = Permit





Response.add(Obligation(privacy.constraint.object.ma.n, ffon-permit))




end



end


end

end

5.5. Sensitive Data (S) Evaluation of Subject ID

If (! Result == Deny)


if (request.resource.hl7.object.n == any-of (request.resource.hl7.object.ma.[n-values])



if (request.hl7.conf-code == “S”)




if (!(request.subject.subject-id == any-of (request.resource.hl7.conf-code.ma.dissenting-subject-id)))





Result = Permit



Response.add(Obligation(privacy.constraint.object.ma.n.field.[values], ffon-permit))




end



end


end

end

5.6. Sensitive Data (S) Evaluation of Role

If (! Result == Deny)


if (request.resource.hl7.object.n == any-of (request.resource.hl7.object.ma.[n-values])



if (request.hl7.conf-code == “S”)




if (!(request.subject.role == any-of (request.resource.hl7.conf-code.ma.dissenting-role)))





Result = Permit



Response.add(Obligation(privacy.constraint.object.ma.n.field.[values], ffon-permit))




end



end


end

end

5.7. Evaluating Attribute Based Business Rules

if ( ! (Result == Deny))

    if (request.resource.type == "resource.hl7.progress-note)

      if (! request.resource.progress-note.status == signed)

        if ( ! (request.subject.subject-id == 

                anyof(request.resource.progress-note.author-subject-id) ) )

          Result = Deny

        end

      end

    end

  end

5.8.  Evaluation of Locality

If (! Result == Deny)


If (! request.resource.locality == request.environment.locality) {



Result = Deny


else 



Result = Permit


end

end

5.9.  Evaluating Permissions

If (! Result == Deny)


if (request.resource.hl7.permissions[n-values] == subset-of(request.subject.hl7.permissions[n-values])



Result = Permit


else



Result = Deny



Response.add(Obligations(privacy.constraint, ffon-deny))


end

end

5.10. Evalutation of Role

If (! Result == Deny)


if (! request.subject.xspa.role == any-of(request.resource.xspa.role))



Result = Deny


else



Result = Permit


end

end
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