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XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Interop Story

TP/20 describes framework for cross-enterprise authorization interoperability in healthcare
data exchange.

XSPA Profiles describe a minimum set of subject and resource attributes necessary to
perform a cross-enterprise access control decision between two Healthcare organizations.

Interop Story



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Interop Story

eDemonstrate the Enforcement of Patient Consent Directives
*Opt-In / Opt-Out
*Allowed Organizations
*Confidentiality Codes (Directive Template)
*Deny Access based on Role and Purpose of Use
*Deny Access to Specific Providers
*Masked Results based on Role
*Masked Results for Specific Providers

eDemonstrate the Enforcement of Organizational Policies
eLimit access to specific organizations
eLimit access during specific hours of the day
*Required certain roles based on purpose of use and service
requested
*Require certain permissions based on purpose of use and service
requested

Interop Story



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Interop Story

SERVICE USER (REQUESTOR)

*Domain A — the TP20 Service User (Requestor), is not a production system but is
representative of a light Electronic Health Record or Provider Portal

* The requestor is representative of a legacy implementation that has been TP20 enable and
supports the cross-domain dialogue between healthcare organizations as described by the
XSPA profiles of SAML and WS-TRUST

*|t has it’s own internally roles and permissions and Access Control System based on XACML
Interops of RSA2008 and Ditton Manor London England (Sun Microsystems provide ACS)

SERVICE PROVIDER (RESPONDER)

*Domain B — the TP20 Service Provider (Responder), is representative of a production
implementation at a component level, i.e., Service Provider, Assertion Handler, PEP,PIP,PDP,
Attribute Services, and Data Masking Subsystem

*Domain B — Understand how to consume and produce an access control decision based on the
XSPA Profiles of SAML and WS-TRUST

*|t offers 2 services — patient discovery and getMedicalRecord which returns the opted-in
clinical summary

*The Domain B Service provider wraps, or TP20 enables, a DoD developed Document
Assembler from the December demostrations of NHIN (this was an implementation specific
decision, the Service provider could just as easily wrap the NHIN Federal Adapter

Interop Story



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Interop Story

Participant Technologies
Jericho Systems and Red Hat

1) Implement the XSPA Profile of XACML
2) Control all aspects of PHI data delivery outside of the Domain B Healthcare Enterprise
3) Share and consume a common XACML Policy

Sun Microsystems

1) Delivers standard based interface libraries to produce XACML request and consume its response
2) Provide Circle of Trust for PDPs that conform to the XSPA Profile of XACML

Dept. of Veterans Affairs

1) Delivers the TP20 Service Provider wrapper/enabler

2) Provides ability to consume a Subject and Resource assertion as described by XSPA Profiles of SAML and WS-TRUST

3) Provides ability to augment Subject and Resource assertion with organizational policies and patient consent directives
4) Provides Enforcement of PDP decision

5) Delivers Obligations to Service Provider

Dept. of Defense Naval Health Research Center

1) Integrate with TP20 Service Provider
2) Generate and deliver NHIN C32 Compliant Clinical Summary
3) Consume and Enforce Data Masking obligations from TP20 Service Provider

Interop Story



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

TESTBED TOPOLOGY

e wep » YT e—"————

XSPA Profiles
of
SAML and WS-Trust

HITSP TP/20 — Service User HITSP TP/20 — Service Provider

http://10.243.1.xxx/XACMLPatientPrivacy http://10.243.1.xxx/XSPASecurityServices

TESTBED TOPOLOGY



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

TESTBED TOPOLOGY

Testbed A
Integrated
DoD Ahlta Client
IP Address: 10.243.1.xxxx .
Domain A Domain B Jericho Systems
VMSlice VMSlice PDP

, IP Address: 10.243.1.xxxx
Duane’s Sony Laptop

IP Address: 10.243.1.xxxx

Sun Microsystems
IP Address: 10.243.1.xxxx Each day check for updates

PDP
IP Address: 10.243.1.xxxx IP Address: 10.243.1.xxxx
Testbed B
Domain A Domain B Red Hat
VMSlice VMSlice PDP

, IP Address: 10.243.1.xxxx
Duane’s HP Laptop

Schedule:
April 4-7 XSPA Profile of SAML
April 8 XSPA Profile of WS-TRUST

IP Address: 10.243.1.xxxx
IP Address: 10.243.1.xxxx Each day check for updates

IP Address: 10.243.1.xxxx

TESTBED TOPOLOGY



XSPA

| Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

O VA Developed
O DoD Developed

Assertion Validator

TP20 Service Provider

C32 Document
Assembler

From Domain A

Data Masking/
Redaction Service

Medication Service

Audit Access Control System
Service
Policy ‘ Attribute Patlen.t ansent &.
Information . Organizational Policy
. Services
Point Tool
Policy Decision Point
Policy XACML Federation e
Enforcement | Request PDP Circle of Trust -OR-
Point Processor un Microsystem
Sun Microsystems Policy Decision Point
[
Red Hat
Terminology
Services
CDA . -
e The Details of Domain B
r Patient Service
Clinical .
—> ICDBCALServices Encounter Service

TESTBED TOPOLOGY




XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Patient Consent Directive

W [@H@mn GlassFish EnterpriseSe...]@http:ffﬁ?.susn.106fxs... x [@ hitp://204.115.177.218/XA.. ]_l - v @@ v b Page v {} Tools ~
HIMSS 2009 Patient Consent Directive and s
Organizational Policy Kiosk

Cross-Lnterprise Security and Privacy Authorization Version 1.0

REhR e T Name SMITH.BAMB Facility Healthcare Domain

T Gender [ Male [ Female Date of Birth | cco0-c

v [5) view Reaktime Activity
J Patient Participation Allowed Organizations Confidentiality Control Access to Providers Control Access to Objects View Directive

[ XSPA Message Traffic
ﬁ Autherization Decisions
v Consent Directive Exchange

[] Human Readable (FDF) @ Fatient wishes to palticipate in Cfoss-Enterprise exghange of their health rTurd.
XACML Policy ) fPatien wikh to icfpate in Cross-Enterprise exchange of their health record.
1 F tient DOES NOT h to particjpate in C Ent i hange of thei Ith d

Patient Must Opt-In To be visible to Patient Discovery Service d \)
Patient Can Constrain access to Healthcare domains that Domain B exchanges with

Patient Can Set High Level Constraints through use of HL7 Confidentiality Codes

m

Patient Can Control Access to Specific Roles based on Purpose of Use, or Constrain Access of Specific Provide

Patient Can MASKED results of Clinical Summary based on Role or a Specific Provider O

[ HL7 Confidentiality Codes
ﬁ HLY Permissions Cataleg
ﬁ Purpose Of Use

HITSP
ASIS [

‘eterans Health Administration, Dol
Nawal Health Research Center, Sun
Microsystems, Red Hat, Jeriche
Systems

Service Provider (Responder) Patient Consent Directive



XS PA HIMSS Patient Privacy and Access Control
_ Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

PATIENTS WHO ALREADY OPTED-IN

ok [%F]{’eslm GlassFish Enterprise Se...]_@http:mo.243.1.1u:ffxncm... @ hitp://10.2431 42/XSP... x[ ] 3 ~ B - @& v |2 Page v {Tools v
HIMSS 2009 Patient Consent Directive and  «
Organizational Policies

. Cross-Lnterprise Security and Privacy Authorization Healthcare Domain B

Directive Services

1) Click on the “Patient patients who have Opted

. v | View Realtime Activi
Consents” tree node a list of [ = ) ty Patient MPI + | LastName + | First Name + | Gender + | DoB + | Optn Date
X [ xsPA Message Traffic
those patient who have ) 97371 DAWIS BAMBI F 19430120 03/25/2009
ted-i il [ Authorization Decisions 861855 DURHAM LARRY 1" 20030209 03/23/2009
opted-in will appear. v [5) Consent Directive Exchange 359324 JOHNSON ANNA F 19852108 0311212008
[[| Human Readable (PDF) 595259 JONES BAMBI F 19700504 03/11/2009
| [T XACHL Policy 525872 JONES ELLIOT 1 19781011 03/23/2009
v Organizational Constraints 476770 JONES HAROLD 1 19700605 03/16/2009
§ 498016 NHINPATENT JOSEPH 1 19761212 03/27/2009
D Allowed Healthcare Organizations
412272 SMITH BAMBI F 19520625 03/24/2009
[ Hours of Operations 362122 SMITH JERRY 1 19951012 03116/2009
[} Reguired Roles 184749 THOMAS BAMBI F 19250505 03/15/2009 E
[] Required Permissions 302259 THOMAS LARRY 1 19721507 03/13/2009
v Patient Constraints Click on Patient MPI to select and navigate to consent directive screens.

[} Patient Selection
1| Consent Dirsctives
v X5PA Vocabulary
[ AsTM Roles
ﬁ HLT Confidentiality Codes
| [} HLT Permissions Catalog
[} Purpose OF Use

HITSP

ASIS '1 Microsoft PowerPoint non-commercial use (Triz
Veterans Health Administration, DoD
Mawval Health Research Center, Sun
I Microsystems, Red Hat, Jericho

Systems

2) Select PATIENT by clicking on
Their MPI link. This will direct you
To the Patient Consent Directive Screens.

Service Provider (Responder) PATIENT OPT-IN



XS PA HIMSS Patient Privacy and Access Control
_ Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Add New Patient Consent Directive
Opt-In - #1

|__“| Reguired Permissions
. . 1) Click on PATIENT SELECTION
L Patient Constraints

E| Conzsent Directives

= = woDA vacakolans

2) ENTER IN LASTNAME AND FIRSTNAME CLICK ON SEARCH

N

|'4
Lastname Firstname g5 Search | | Reset
Patient MPI Hame Gender Date of Birth Address
412272 SMITH,BAMBI F Wed Jun 25 09:21:45 POT 1952 123 ANYPLACE DR null ANY CITY USA ANYSTATE 12345
\ Click on MPI to select patient.

3) CLICK ON MPI, THIS SELECTS PATIENT AND NAVIGATE YOU TO PATIENT CONSENT DIRECTIVE SCREENS

Service Provider (Responder) PATIENT OPT-IN



XSPA

1) Click on Option “Patient
wishes...

2) Click on Save Changes
to commit

3) Note: the inverse is true

to Opt-Patient out.
Their patient consent
directive if it exist is not
deleted, so opting back
in restore previous
state.

Service Provider (Responder)

Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Add New Patient Consent Directive
Opt-In - #2

——, — - s »
Wk [gglvlgfmn GlassFish Enterpri... ]@http-.mo.m.l.m?fx... ]@slm GlassFish Enterpri...l@http.‘fﬂﬂ.za&l.aly... x] ] P - = v |k Page v (0 Tools

XSPA

Directive Services
v [ View ReaHtime Activity
|__“| XSPA Message Traffic
{-&ythorization Decisions

Consent Directive

[ xacmLro
v Organizational Constraints.
|__“| Allowed Healthcare Organization
|__“| Hours of Operations
|__“| Required Roles
|__“| Required Permissions
v Patient Constraints
| ] Patient Selection
|__“| Consent Directives
v XSPA Vocabulary
[} ASTH Roles
[ HLT Confidentiality Codes
ﬁ HLT Permiszions Catalog
|__“| Purpose Of Use

HITSP
ASIS (4

ross-Lnterprise Security and Privacy Authorization

HIMSS 2009 Patient Consent Directive and =
Organizational Policies

Healthcare Domain B

Name VANICKI,HAROLD Facility Healthcare Domain B
Gender ([ Male [ Female Date of Birth 4
J Patient Participatii Allowed Crganizations Confidentiality Control Access to Providers Control Access to Objects View Directive

—> ) Patient wishes to participate in Cross-Enterprise exchange of their health record.
@ Patient DOES NOT wish to participate in Cross-Enterprise exchange of their health record.

N

Save Changes

m

PATIENT OPT-IN



XS PA HIMSS Patient Privacy and Access Control

Advanced Technology Demonstration
Cross-Enterprise Security and Privacy Authorization

Patient Consent Directive

— — = - »
88{' N {€ Sun GlassFish Enterprise Se... ‘@ http://67.52.150 106/XS... I@ hitp://204.115177 218/XA... N ‘ o~ v = v |i-h Page > i} Tools =

XS PA HIMSS 2009 Patient Consent Directive and 2

Organizational Policy Kiosk
Cross-Lnterprise Security and Privacy Authorization

Version 1.0

EEE e T Name SMITH BANE Facility an B
M = -
Directive Services Gender L Male || Female Date of Birth 0520625
v [ View Reaktime Activity
Patient Participation Allowed Organizations Confidentiality Control Access to Providers Control Access to Objects Wiew Directive
[ %sPa Message Traffic
[ Authorization Decisions Org s F
v Consent Directive Exchange Patient Selected Organization Name # | Contact Name 1, | Phone Number 4. | I8 Available For Exchange £
D Human Readable (PDF) Healthcare Domain A Duane DeCouteau 4085551212
[ xACML Policy Dol Healthcars Domain A CDR Emory Fry 8585551212

v Organizational Constraints

D Allowed Heatthcare Organizations
[ Hours of Operations

Patient can limit access based on requesting organization, only organizations Domain B that have
been setup at the in “Organizational Constraints” are available to patient.

Click on Organization name to select.

m

[ Patient Selection

[ Consent Directives
v XSPA Vocabulary

[ As™M Roles

D HLY Confidentiality Codes Select Organization:

D HLY Permissions Catalog

D Purpose Of Use Save Changes Delet

HITSP
ASIS 4

‘eterans Health Administration, Dol
Mawal Health Research Center, Sun
Microsystems, Red Hat, Jericho
Systems

Healthcare Domain A -

Service Provider (Responder) PATIENT Allowed Organizations



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization
' g Patient Consent Directive

w W [%lj]gﬁun GlassFish Enterprise Se... l (€ hitp://67.52.150 106/X5... % I@ http://204.115177 218/ XA... [_l i @ - - EQA > |:2r Page ¥ @Tools -7
HIMSS 2009 Patient Consent Directive and = |
| Organizational Policy Kiosk
= Version 1.0 |

Cross-Lnterprise Security and Privacy Authorization |

TR e T Name SHTH BANE Facility Heafthcare Domain B

I Gender [ Male [ ) Female Date of Birth | oo~ -

v [ View Reaktime Activity
|j XSPA Meszage Traffic

| Patient Participation Allowed Organizations Confidentiality Control Access to Providers | Control Access to Objects View Directive

[[] Authorization Decisions

¥ Consent Directive Exchange By default the patient will participate in normal healthcare operations (N).
|__"| Human Readable (PDF) Patient wishes to limit access to specific providers andlor structured roles (UBA).
|__h| XACML Policy Patient wishes to limit access to certain healthcare objects, i.e., medication, lab results, diagnosis etc., (MA).

v Organizational Constraints [ Patient requires hightened access controls on sensitive results (S).
|j Allowed Healthcare Organizations
|__"| Hours of Operations
|j Required Roles
|__"| Required Permissions

¥ [O) Patient Constraints
[ Patient Selection

Confidentiality is based on the HL7 Confidentiality Codes
NOTE: If a PATIENT chooses “S” for Sensitive control it will result in immediate DENY as masking service for hiding data base on results is

Not implemented on our testbed...this however is not to say it could not be done..

TTCT SO Ty CUoTT

m

D HL7 Permissions Catalog
|j Purpose Of Use

HITSP
ASIS [

'eterans Health Administration, DoD
Nawal Health Research Center, S5un
Microsystems, Red Hat, Jericho |
Systems

Service Provider (Responder) PATIENT Confidentiality Code



XSPA

Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Patient Consent Directive — UBA Constraint
Based on Role and Purpose of Use

w o [88]v[§3une|assﬁsh Enterprise Se...| @ htp://67.52150.106/%5... % | @ htt;nuzmals.m.mm...[ ]

o v vgpagev@Tools'»

Limit Access by Role

Allows patient ability to DENY Access
Based on a users ASTM Role and Purpose of Use.

D XSPA Mezsage Traffic

d Privacy Authorization

HIMSS 2009 Patient Consent Directive and =
Organizational Policy Kiosk

Version 1.0

Date of Birth | (ccopeoc

| f'atient Participation |

Allowed Organizations | Confidentiality | Control Access to Providers Control Access to Objects View Directive

[ Authorization Decisions
v Consent Directive Exchange
[ Human Readable (PDF)
[ ®acML Palicy
¥ Organizational Constraints.
D Allowed Healthcare Organizations
[ Hours of Operations
D Required Roles
D Required Permissions
¥ [) Patient Constraints
[T Patient Selection
[ consent Directives
v XS5PA Vocabulary
[ ASTM Roles
[ HLT Confidentialty Codes
D HL7 Permissions Catalog
D Purpose Of Use

HITSP
ASIS [

‘eterans Health Administration, DoD
Mawval Health Research Center, Sun
Microsystems, Red Hat, Jericho
Systems

J Limit Access by Role | Limit Access by Provider |

Structured Role

| Purpose of Use

Pharma CK

Healthcare Treatment

Click on Structured Role to select.

m

These are evaluated in the XACML policies as;
urn:oasis:names:tc:xspa:1.0:resource:patient:dissenting-role

Purpose of Use:

Structured Role:

Heafthcare Treatment -

Administration - Health Records (Medical Records)Health Information Management Department -

Service Provider (Responder)

PATIENT Constraint - UBA



XSPA

Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Patient Consent Directive — UBA Constraint
Based on a Specific Provider

e <& [58]+] @ sun Glassish EnterpriseSe.. | @ nttpr//67.52150:106/55... X | 8 bitp://200.115177 218/ [

P 1 v = v |k Page v (i Tools * ”

| _XSPA

Cross-Lnterprise Security and Privacy Authorization

HIMSS 2009 Patient Consent Directive and =
Organizational Policy Kiosk

Version 1.0

—

Directive Services

Gender [ Male [ | Female

Date of Birth

U0

Limited Access by Provider
Allows patient to DENY
access

Eal-time Activity

| Patient Participation | Allowed Organizations | Confidentiality Control Access to Providers

I Meszage Traffic

kent Directive Exchange

Control Access to Objects View Directive

To a specific provider.

uman Readable (POF)}
[ XACML Policy

v Organizational Constraints
D Allowied Healthcare QOrganizations
B Hours of Operations
D Required Roles
D Required Permissions

v [ Patient Constraints
[ Patient Selection
D Consent Directives

v XSPA Vocabulary
[ AsTM Roles
[} HL7 Confidentiality Codes
ﬁ HL? Permissions Catalog
D Purpoze Of Use

HITSP
ASIS [

‘eterans Health Administration, Dol
Mawval Health Research Center, Sun
Microsystems, Red Hat, Jericho
Systems

. Limit Access by Role Limit Access by Provider |

NP1 | Provider Hame + Primary Location 4

100017 Doctor, Alice O Facility A

100035 Doctor, Bob Healthcare Domain A

400000 Doctor Alice Healthcare Domain A

Click on NPl to select.
These are evaluated in the XACML policies as;
urn:oasis:names:tc:xspa:1.0:resource:patient:dissenting-
subject-id
Provider Hame:  noctor, Bob H - NP Location:

Service Provider (Responder)

PATIENT Constraint - UBA



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Patient Consent Directive — MA Constraint
Masking Based on Role

W I%NTN {& Sun GlassFish Enterprise Se... l @& http://67.52150.106/%5... ]@ hitp://204.115.177 218/ XA... l_‘ - v = v |- Page v () Tools v =
HIMSS 2009 Patient Consent Directive and J+ |
| Organizational Policy Kiosk
wity and Privacy Authorization Version 1.0 ;
Deny Object Access by Role Hame ST TR Facility I —
Allows patient to DENY access cender (O Male () Female Date of Bt
To a specific healthcare object based

On the requestors structured ASTM role.
[T F=rm Wessage 1rarme
B Authorization Decizsions

| PMcipatinn | Allowed Crganizations Confidentiality | Contrel Access to Providers Control Access to Objects View Directive

J Deny Object Access by Role | Deny Object Access by Provider |

v Consent Directive Exchange

. Structured Rol Healthcare Object
[Y] Human Readable (POF) o | St S]]
3 Pharmacist Problems
XKACWL Policy
O \ Click on Structured Role to select.

¥ COrganizatienal Censtraints
|j Allowed Heatthcare Organizations
B Hours of Operations
B Required Roles

m

These are evaluated in the XACML policies as;

[ mequired Permissions . ; " o .
urn:oasis:names:tc:xspa:1.0:resource:patient:masked:”healthcareobject”:dissenting-role

¥ [) Patient Constraints
[ patient Selection
[ Consent Directives
v XSPA Vocabulary
[ As™M Roles
[ HLT confidentiality Codes

- [Ee(ete Reset
) L7 Permssions Cataog

[ Purpose Of Use

Structured Role: Administration - Health Records (Medical Records)/Health Information Management Department -

Healtheare Object: 4| -

Service Provider (Responder) PATIENT Constraint - MA



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

Patient Consent Directive — MA Constraint
Masking Based on Specific Provider

o o I%Hggun GlassFish Enterprise Se... | @ http://6752150106/X5... % ]@http-.ﬁzm.ns.m.am... ] \ % v B v v Page v ook v
HIMSS 2009 Patient Consent Directive and -
. e ) ) |
| Organizational Policy Kiosk

Cross-Lnterprise Security and Privacy Authorization Version 1.0

R e T Name T Facility i T

R SN Gender (I Male [ | Female Date of Birth [ o-o;-oc

v [ View Reak-time Activity

. | Patient Participation | Allowed Organizaticns Cenfidentiality | Centrol Access to Providers | Control Access to Objects View Directive
[ xsPa Message Traffic

Deny Object Access by Provider | Deny Object Access by F*D'Lgﬂenr Object Access by Provider |
Allows the patient to DENY access to specific [

. . . HPI1 | Prowvider Hame L | Primary Location L | Healthcare Object
Healthcare objects to specific Providers. 00027 boctor, Charlie 5 Fadility B Miedications
[ e 100036 Doctor Alice Healthcare Domain A Froblems

v Organizational Constraints
|j Allowed Healthcare Organizations
[ Hours of Operations
|j Regquired Roles
|j Reguired Permissions
v [T Patient Constraints These are evaluated in the XACML policies as;

[ Patient Selection urn:oasis:names:tc:xspa:1.0:resource:patient:masked:”healthcareobject”:dissenting-subject-id
|j Consent Directives

v X5PA Vocabulary

[ A5TM Roles

[ HLT Confidentiality Codes
[ HLT Permissions Catalog

Click on NP to select.

m

Provider Name: Deoctor, Bob H - NPI: Location:

Healthcare Object: 4 |on:

‘eterans Health Administration, DeD
Mawal Health Research Center, Sun
Microsystems, Red Hat, Jericho
Systems

Service Provider (Responder) PATIENT Constraint - MA



XSPA

Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Patient Consent Directive — TP30
Viewing Directive

¥5 < [35]+| 4 Sun GlassFish Enterprise Se.. | € httpi/67.52150.106/%... X | @ bitpy/204 1ISITTA8/KA... | |

3 @ - - géa 'gpage'@Tools'»

XSPA

T

Directive Services

v [ View Reaktime Activity
[[] XSPA Message Traffic

[} Authorization Decisions

[] Human Readable (PDF)
[ xacML Poiicy
v OrganiZa
D Allowed Healtthcare Organizations
D Hours of Operations
D Reguired Roles
D Reguired Permizsions
v [O) Patient Constraints
[ Patient Selection

[[] consent Directives
v XSPA Wocabulary
[ AsTH Roles
[[] HLT Confidentiality Codes
D HL7 Permissions Catalog
D Purpose Of Use

Service Provider (Responder)

Cross-Lnterprise Security and Privacy Authorization

HIMSS 2009 Patient Consent Directive and =
Organizational Policy Kiosk I

Version 1.0

Date of Birth [ (ccop-oc |

ZUBL0

| Patient Participation | Allowed Organizations

Confidentiality | Control Access to Providers | Control Access to Obj

View Directive

| Deny Object Access by Role | Deny Object Access by Provider |

/
L | Heayéare Object

HPI | Provider Name t | Primary Location
100027 Doctor, Charlie 5 Facility B ications
N 100035 Doctor,Alice Hesalthcare Domain A Problems

N

Click on NPl to select.

PART of Future HITSP TP30 demonstration

m

Prowvider Name: Doctor, Bob H -

Healthcare Object  ajzrts -

NPI: Location:

PATIENT TP30



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization
' s Organizational Constraints

| 8 @0 (55 =] g sun Glassroen Eemarpuies o, | B8 hetp 67 52150006005 | nespura0e 118177 w0 fi- B - @ v FPage = {Techv
HIMSS 2009 Patient Consent Directive and
Crganizational Policy Kiosk
Lross-Lnberprise Security and Privacy Autharizat r—
L] te Mame % | O | Actve t | Comtact | Phone Nember e
Directive Services T T T
Heathcare Domain & 100801 v Duare DeCoutesy ADEESEHE
v [ View Reatime sowry
603 Heatscars Doman & 100602 ¥ COR Emery Fry ssasssrn

7] wsPa Wensage Tratfc
Allowed Organizations Pl
Provides control over which participating organizations. —

This is evaluated in the XACML policies as; + 3 o comrans

|| [ asswazeamcars Organuens

urn:oasis:names:tc:xspa:1.0:resource:org:allowed-organizations () s o csrmons

[0 Reaured Rsies

Cliek 60 101 salact for aating.

—>

1) msuens swmanra ame: [o—

v [ Patert Constraris P
[0} Patint seleczen -
[ Commart Drnctives

v [ HEra vorstuirr
[0 A5 iotes
[ W7 Contutersnity Coctem
[ HLT Perrsssions Cotsieg
[0 Purmcse & vae

Astive

asa Haat Foem

Iy It ] T——r" x| g0 118 7T A Yipv B v @ v [ Page v i Took v |
HIMSS 2009 Patient Consent Directive and
Qrganizational Pelicy Kiosk

‘ Crags-Lrasep Venion 14

(oo, W _I'rlrlf“llk hd _mnm- o ILIGYH“I |
Surday L) a5
Hours of Operatlon v ﬁ.v-nuulmmny 2 Measay ey nw
: . . P . oo e ne
Provides control over when services are available VD e fy o aa
This is evaluated in the XACML policies as; ; i 5 o

Click on Oparations 10 10 Sebect

urn:oasis:names:tc:xspa:1.0:resource:org:hoursofoperation:start :
Y ————
urn:oasis:names:tc:xspa:1.0:resource:org:hoursofoperation:end Ll T l\

[T Reaured Azes

1] Becueea perrmacns
v [ Puest Consrums

[ suseet Sawctin

Operations I0:
[ Conpent Drsctven
Dayotieek  fuay - Start time: End time:
v B %5PA Vocatuiary o ey
[ s nses ) _
[0} LT Consentaity Cotes — ——

] 7 Parmmsens Carag

[ Pupose Oise

HITSP
ONSIS
Picrosmtems. fad Jericha

Service Provider (Responder) Organizational Constraints



HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

XSPA

Cross-Enterprise Security and Privacy Authorization

Organizational Constraints

foov 6 v v bage v Goo v

o gmle @ i e | hep A 15T IR
HIMSS 2009 Patient Consent Directive and
XSPA Organizational Policy Kiosk
Craa-Lek ity s Paivisey Autharizatian Varsion 10
e
e e Rula D - _wm’m - _P\lmﬂ’u“ - _Ml\l‘m -
Required Roles [ il : e eamem e e
Allows organization to control who has access to specific frmmmmm—
Services based on their structured role and purpose of use. -
These are evaluated in the XACML policies as; e y——— z
urn:oasis:names:tc:xspa:1.0:resource:org:role e — |
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Required Permissions

Allows organization to set required permissions for a specific service.
These are evaluated in the XACML policies as;
urn:oasis:names:tc:xspa:1.0:resource:org:hl7:permission
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XSPA

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross-Enterprise Security and Privacy Authorization

W [88]- [ & Sun GlassFish Enterprise Se... ] @ http://67.52150.106/X5PA..
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In access control decision is
DENY

User may assert Purpose of
as Emergency Treatment.

Viewing Clinical Summary
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curity and Privacy Authorization

Select for Cross-domain
Request of clinical summary

]

ecurity and Privacy Autharization

POP Prowvided By: Sun MicroSystems Doctor, Bob

Testbed

Healthcare Domain A Version: 2.0

Patig

Select to Perform
Cross-domain patient
discovery

Service User (Requestor)

Chart
Problem List
Procedures
Laboratory
Radiology
Medicaticns
Vitals

Motes

Patient Search

Local PDF Interaction

| PIP Interactions

Cross-Domain Search

View X5PA Messages

Logoff

Interop Tools

Patient Elections
User Based Access
Masked Access

Provider Permissions

[ Hame SMITH,BAMBI ility Healthcare Demain A
Gender (") Male @ Female DoB | 1952-06-25T00:00:00-07:00
N
*Last Name First Name Gender Date of Birth Organization | View COIN | View Policy ;
SMITH BAMBI F 19520625 Heafthcare Domain B “Wigw Direcitve - P iew Policy - XACML |
Click on "Name' to view clinical summary below. Click on 'Consent Directive' to view patient Dons;lmi'(e in POF form.

Clinical Summary Viewer

If DENIED message will appear here.

N

Declare Emergency

Department of Defense

SUMMARIZATION OF EPISODE NO

Maticnwide
Health
Information g
Metwork

PATIENT: BAMBI SMITH

Clinical Summary from Domain B

JaRN: 555781366

ADDRESS: 123 ANYPLACE DR
ANY CITY USA, ANYSTATE 12345

home tel123-456-7850
work tel: 123-4587

Table of Contents

BIRTHDATE: 25-JUN-52

sEx: Female

LANGUAGES: English (US)

Family/Support Information

NEXT OF KIN

GUARDIAN

Viewing Clinical Summary



XSPA

Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Viewing XSPA Request
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XSPA

HIMSS 2009 Cross-Enterprise Security and Privacy Authorization

Testbed
Crass-bnterprise Security and Privacy Authorization PDP Provided By: Sun MicroSystems Doctor,Bob Healthcare Domain A Version: 2.0
Hame SMITH,BAMBI Facility Healthcare Domain A
Patient Info Gender ) Male @ Female DoB 1952-06-25T00:00:00-07-00
Chart
Froblem List Recent Cross-Enterprise Messages

Selecting View XSPA Messages
Will display the most recent request

Attributes.

Notes
Patient Search

Local POP Interacticn

View ¥5PA Messages
Logoff
Interop Tools
Fatient Electicns
User Based Access
Masked Access

Provider Permissions

Service User (Requestor)

Including the assertion of it’s profiles [

<?xml version="1.0" encoding="UTF-8"?=<saml2: Azsertion xmins:saml2="urn:oasis:names:tc: SAML:2 0:assertion™ xmins:ds="http:/fww e w3.org2000/08xmidsig#”
xmins:exc]4n="http:/fww w w3 org200141 Mxmil-exc-c1 4n#" xmins:xenc="http:www. w3.org/2001/04xmlenc#” ®mins:xs="http:/www w3 org2001/XMLSchema™
ID="1237203080723" Issuelnstant="2009-03-23T04:51:00.783-07:00" Version="20"><=saml2:lssuer Format="urn:casis:names:tc:SAML:2.0:nameid-
format:X5095ubjectName™>CN=Doctor, Bob,OU=Healthcare Domain A O=Veterans Health Adminstration, L=San

Diego ST=CA C=US</saml2:lssuer-<saml2:Subject-<saml2:NamelD Format="urn:casis:names:tc: SAML:2.0:nameid-

Format="urn;casis:nameeseSANML:2.0:nameid-format: X5095ubjectMame™=CN=Doctor Bob, OU=Heakthcare Domain A, O=Veterans Health Adminstration, L=5an
Diegoe, ST=CA C=US</sami2:Mams] mi2;SubjectConfirmationData=<ds: Keyinfo=

=ds:KeyWalues
=ds:RSAKeyValue=
<ds:Modulus>

VY VZKIZWVAGMSBEWADY nWVEIMYIRg QK1 b DoMTXElaM045PErEarx QDY rgzuy p+snzz2XM056

03JGatKQuzlwow PkHS5bHF wHotOM zxG45 Q653a50zh04nsmlvivbncNHXNaWfHaCOJHBEfNCMwR

ebY ocxYMS2pg/GS0GYE=

</ds:Modulus=

<ds:Exponent=A0A4B</ds: Exponent=

</dz:RSAKeyValue>

<ids KeyValue>

</dz:Keyinfo=</saml?:SubjectConfirmationData=</saml2: SubjectConfirmation=</zsaml2: Subject><saml?:Conditions NotBefore="2008-03-23T03:51:00.783-07:00"
NotOnOrAfter="2008-03-23T05:51:00.783-07:00"/><gaml2: Attribute Statement=<gaml2: Attribute Mame="urn:o0azis:names:tc:xacml:2.0:subject:subject-

id"==zamlZ: AttributeValue xminz:ngS="http./lwww w3.org/2001/XMLS chema-instance” xmins:ne7="http./fwrww w3 org/2001/XMLS chema™

nef type="ns7 string"=Doctor Bob</zamlZ: AttributeValue=</gaml2: Attribute=<saml?: Attribute Name="urn:oasis:names:tc:xspa:1.0:gubject: np=<zami2: AttributeValue
®ming:ne8="http:/fw ww. w3.0rg/2001/XMLSchema-ingtance™ xming:ne7="http:/fwww w3 org/2001XMLSchema”

nef type="ns7:string™=100035=/zaml2: AttributeValue==/samiZ Attribute=<zamZ: Attribute Name="urn:casis:names:tc:xacml2. 0:subject localty™><samlZ:Attribute\Value
xmins:nes="http:/'www. w3.0rg/2001XMLSchema-instance™ xmins:ns7="http:fwww. w3.org/2001 XMLSchema® ne6:type="na7:string™-Healthcare Domain
AxlzamiZAttributeValues=</sami2: Attribute=<zaml2:Attribute Name="urn:casis:names:teixacml2. :subject role™<sami2:AttributeValue

xmins:nss="http:/'www. w3.0rg/2001XMLSchema-instan ce™ xmins:ns7="http:www. w3.org/2001 XMLSchema®
nsf:type="ns7:string"-codeSystem="1.2.840.1985.7" code SystemName="150" displayName="MD/Allcpath™=/saml2: Aftribute\Value=</saml2: Attribute=<zaml2: Attribute
Name="urn:casis:names:tc:xspa:1.0:subject: functional_role®><saml2: AttributeValue xmins:ns8="http:/fwww. w3.org/2001/XMLSchema-instance™
xmins:ns7="http:/'www. w3.org/2001XMLSchema” nsb type="ns7:string">physician</saml2: AttributeValue=</saml2: Attribute=<saml2: Attribute
Name="urn:oasis:names:tc:xspa:1.0:subject: purposecfuse™=<saml2: AttributeValue xmins:ns6="http:/fwww . w3.org/2001XMLS chema-instance™
xmins:ns7="http:/'vww.w3.org/2001XMLSchema” nsé type="ns7:string"~Healthcare Treatment=/saml2; AttributeValue=</sami2; Attribute=<sami2; Attribute
Name="urn:casis:names:tc:xspa: 1.0:subject hI7: permission"=<saml2: AttributeValue xmins; ns6="http:/fvwww . w 3. org/2001/XMLS chema-instance™
xmins:nsT="http:/'www.w3.0rg/2001XMLSchema” nsé type="ns7.string"~codeSystem="2.16.840.1.113883.13.27" codeSystemMame="HL7" displayMame="FPRD-

017 </sami2; AttributeValue=<saml2: AttributeValue xmins: ns&="http:/'www. w3 org/2001XMLSchema-instance™ xmins: ns7="http: /v ww . w3.org/2001XMLS chema™
nef type="nsT7 string">codeSystem="2.15.840.1.113883.13.27" codeSystemName="HL7" displayName="PRO-003"</saml2: AttributeValue=<saml2:Attribute'Value

Viewing XSPA Request
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XSPA

Cross-Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Example Interaction Between Domains

PDP delivers

Obligation to mask =~
medications \

i |22+ [wp 292 unread) ATET Vahoo!.. | @ http:/7192168.1 47/XA. . (@ http://67.52150.106/XSPA...

NARA

Redaction service removes the T — -
Medications section and Service
Provider (responder) delivers

updated document

IENT JOSEPH

Female DoB 1959-11-15T00:00:00-08:00 I i
lame Gender Date of Birth Organization ‘ View Consent View Policy
H M 19761212 Healthcare Domain B View Direcitve - PDF View Policy - XACML

Hame' to view clinical summary below. Click on 'Consent Directive' to view patient consent directive in PDF form.

Vitals
Notes
Patient Search
Local PDF Interaction
Local PIF Interactions
Cross-Domain Search
View XSPA Messages
Logoft
Interop Tools
Patient Elections
User Based Access
Masked Accass

Provider Permissions

HITSP
ASIS (1

nical Summa ewel
I return to top
TYPE QE SCRIPTION DATE
Froblem Depressic) 04-JAN-08
Froblem Crushing Injury S{Eoot 04-JANDE
Froblem Concussion With Brishegss Of Consciousness 04-JAN-08
Froblem Traumatic Brain Injury (TEN 04-JAN-08
Allergies, Adverse Reactions, Alerts return to top
SUBSTANCE EVENT TYPE REACTRS SEVERITY STATUS
Penicillin drug sllergy Eruption of skin Mild Active

Family/Support Information
NEXT OF KIi GUARDM

MOTHER: BARBARA NHINPATIENT
100 SOMEWHERE STREET
CHEROKEE, NC 28718

m

Example Interaction Between Domains



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross -Enterprise Security and Privacy Authorization
' USE CASE #1 EXAMPLE

In this example, the Domain B patient
privacy policy restricts access so that
Dr. Bob (by name or role) cannot see
meds report information for patient
“X” even though he is asserting
authorizations granted by Domain A.

Use Cases



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross -Enterprise Security and Privacy Authorization
' USE CASE #1 EXAMPLE PRECURSORS

e Partners establish trust relationships between
organizations

e Information owner establishes data access
nolicies

e Patient makes policy preferences known
(consent directives )(POU, UBA, MA)

* Policy and attribute stores are provisioned

Use Cases



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

_ Cross- Enterprlse Security and Privacy Authorization
' i USE CASE #1 EXAMPLE Requestor (Domain A)

e Clinician searches for patient

e Submits a request

— Includes authorizations

— Includes credentials

e Receives Data

Use Cases



Cross -Enterprise Security and Privacy Authorization

XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

USE CASE #1 EXAMPLE Responder (Domain B)

Receive request+Authn+Authz
Determine POU and applicable policy set

Return the response masked based on patient
consent directive

We sill see the request granted.

Use Cases



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

ross-Enterprise Security and Privacy Authorization
USE CASE #2 EXAMPLE Emergency

In this example, the Domain B patient changes
their privacy policy to deny all Nurses access
to their medical record. Nurse Charley cannot
see the patient’s record even though he is
asserting authorizations granted by Domain A.
Nurse Charley asserts a medical emergency
from Domain A and subsequently is able to
see the patient’s record from Domain B.

Use Cases



XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Cross -Enterprise Security and Privacy Authorization
' USE CASE #2 EXAMPLE Precursors

e Partners establish trust relationships between
organizations

e Information owner establishes data access
nolicies

e Patient makes policy preferences known
(consent directives )(POU, UBA)

e Policy and attribute stores are provisioned

Use Cases



XSPA

Cross -Enterprise Security and Privacy Authorization

HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

Clinician searches for patient
Submits a request

— Includes authorizations

— Includes credentials
Receives Data
Declares an Emergency

Receives Data

USE CASE #2 EXAMPLE Requestor

Use Cases



Cross -Enterprise Security and Privacy Authorization

XS PA HIMSS Patient Privacy and Access Control
Advanced Technology Demonstration

USE CASE #2 EXAMPLE Responder

Receive request+Authn+Authz
Determine POU and applicable policy set

Return the response masked based on patient
consent directive
We sill see the request granted

— POU normal: no access to nurses in domain A

— POU emergency: allow access to nurses in domain
A

Use Cases
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