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LIST OF ACRONYMS

Acronym

Item

	A&A
	Authentication and Authorization

	PIV
	Authentication and Authorization Infrastructure Project

	ASTM
	American Society for Testing and Materials 

	CT
	Computerized Tomography

	ED
	Emergency Department

	FISMA
	Federal Information Security Management Act

	HIA
	Health Information Architecture

	HIPAA
	Health Insurance Portability and Accountability Act

	JACHO
	Joint Commission on Accreditation of Healthcare Organizations

	KT
	Kinetic Therapy

	LPN 
	Licensed Practical Nurse

	MD
	Doctor of Medicine

	MRI
	Magnetic Resonance Imaging

	NIST
	National Institute of Standards and Technology

	OT
	Occupational Therapy

	PCP
	Primary Care Provider

	PT
	Physical Therapy

	RBAC
	Role Based Access Control

	RN
	Registered Nurse

	
	

	
	


 Introduction

In the paper document world, emergency access to healthcare information was simple.  Someone said "Get me that record" and it was delivered.  If the information was needed remotely it was faxed or provided via phone without question.  As we move towards universal electronic medical records, with distributed health data repositories, the paper record is no longer available.  A new model for dealing with emergency access is needed that makes sense in the electronic world of distributed health information processing.
Enabling patients, physicians, and hospitals to identify those who access patient information and the appropriateness of their access helps deter patient privacy violations. Experience to date suggests that it is nearly impossible to determine in advance which caregivers will have a legitimate need to access the information of a given patient
. Systems that attempt to limit access only to a defined group of caregivers for a given patient have been found to hinder the care process. Rather than hard roles with yes/no access, a more effective approach would be to combine roles with access tracking.  In no case does this suggest a change in fundamental security policies that would allow, for example, persons who would not normally possess authorizations to prescribe narcotics to do so.  Rather, emergency access provides a way to extend authorizations to information beyond what a caregiver may normally have while at the same time retaining the context of their primary function and role.
Current evidence shows that knowing that access is being tracked and that disciplinary action will result from infractions of access policy has been helpful in maintaining patient privacy. Serious violations can be reduced further by additional clear warnings at the moment of possible transgression, a so-called “break the glass” access barrier that requires users to justify their need to make the access.

This paper identifies terms, discusses the background and business case for emergency access, and the requirements applicable to enforcing Authentication and Authorization (A&A) in emergency access contexts.
1. Definitions

Emergency - A sudden demand for action.  A condition that poses an immediate threat to the health of the patient. [American Society for Testing and Materials (ASTM)].  This definition is further clarified to mean:
“Any potential denial of critical health services or information that could involve immediate risk to public or individual health resulting in personal injury, or death.”  
Emergency Access – Granting of user rights and authorizations to permit access to protected health information and applications following a declaration of emergency conditions.  Emergency access is characterized by broad system access out of the ordinary.  Security systems enforce “Emergency” policies in effect, including special user permissions for broad access and specific patient consent directives regarding preferences in an emergency situation.   Emergency access is implemented in concert with alerts and increased auditing.  Emphasis is on patient safety and after the fact review (similar to firefighter access to secure facilities during a fire).  Examples include access to enterprise, business partner or other healthcare organization records or broad access granted during individual patient or emergent national emergencies (code blue, chemical/biological/nuclear incidents, natural disaster,etc.).
Emergency Purpose of Use.  A set of permission granted to certain caregivers in advance that allows self-declaration of an emergency and assumption of an emergency role.  The declaration of an emergency purpose of use allows the providing system to evaluate the requesters asserted permissions in the context of the emergency and to apply appropriate constraints, including patient directed policy preferences.  The declaration of purpose of use of emergency allows the access control system to select the appropriate policies for the context, which will likely be different from normal treatment.  Emergency permissions defined in standard ways compliant with ANSI INCITS RBAC standards and HL7 Healthcare Permission definitions are also suitable for Federated circumstances where the person declaring the emergency is not a member of the organization possessing the requested information.
Break Glass.  Distinguish from emergency access.  “Break the glass” access barriers are application generated warnings at the moment of possible transgression that requires users to assert their need for access.  Distinguish break glass from emergency access.  In the case of break glass no additional user permissions are required (similar to a fire alarm in a hallway, all users have access to the alarm); however, access may involve alerts to system managers and increased auditing.  Examples of break glass include access to ones own records, to records belonging to a spouse, family member or to a VIP.  In contrast to emergency access, break glass does not require evaluation of patient consent directives, nor is eminent threat to patient safety a concern.
Consent Directive.  A patient’s preferences under emergency conditions may include restrictions on access to all or selected parts of a record.  Restrictions may include designated persons by name or role, by institution or other factors.  Consent directives provide constraints on the rights granted by authorities to users.
Constraints.  According to Neumann and Strembeck,
 a context constraint is defined as a dynamic RBAC constraint that checks the actual values of one or more contextual attributes for pre-defined conditions.  If these conditions are satisfied, the corresponding access request can be permitted.  Accordingly, a conditional permission is an RBAC permission that is constrained by one or more context constraints.”  Thus, constraints are restrictions that are enforced upon access permissions.  They can include contextual properties such as separation of duties, time-dependency, mutual exclusivity, cardinality, location, etc.  Context constraints are used to define conditional permissions.
2. Defining the Mechanisms for Break-Glass/Emergency Access

What mechanisms are available to authorize, implement, and revoke emergency access?  The overriding business requirement is to "establish procedures for obtaining necessary electronic protected health information during the emergency."  In other words, healthcare staff should be able to:

· "Break the glass" allows caregivers access to information without the need to extend existing permissions.  Access is provided to information needed but normally not accessible as part of day-to-day need-to-know.  The system should document (audit) any actual access for later review. Break the glass may or may not involve harm or risk to life.  Typically, the user is presented with a application warning notice that says something to the effect:  "You are entering a protected area.  Your continued access of this area is your acknowledgement that this access is required for patient safety and care and you will be subject to additional monitoring and reporting of your activities."  Patient consent directives may apply; however, “break-glass” is not a “Purpose of Use” for recording authorizations.

· “Emergency access” allows caregivers access to information specifically extending existing permissions to protected health information when timely access is needed to prevent harm or risk to life.  Declaration of an “emergency” allows specific pre-authorized individuals to gain access to records locally, across the enterprise and potentially extra-enterprise (across policy domains).  Emergency access includes situations for which a caregiver would not normally have need-to-know access to a record, or parts of a record or system functions covered by “least privilege” restrictions.  Persons declaring an emergency must be properly authenticated.  Anonymous access to protected health information is not allowed.  Patient consent directives apply if specified for the Purpose of Use of “Emergency access”.
3. Business Case
Making the business case for emergency access involves recognizing that in emergency or life-threatening conditions, very tight security controls may prevent provision of essential healthcare services.  Policies that deny access, quite reasonable in the world of banking, for example, fail miserably when human lives are at stake.  In such contexts, bypass access must be available.  During these conditions, emphasis will be placed on providing needed information while auditing "who accesses what and when," instead of trying to enforce very tight security constraints.

In emergency situations, timely provision of care is paramount.  This has been recognized in “good Samaritan” laws where medical care provided by even non-medical passer-bys has status as a protected activity
.  The emergency access case envisioned here is much more controlled in that it occurs within an enterprise managed medical setting.

Without an emergency access capability, caregivers may not have access to life saving information if they cannot change security policy enforcement rights from “normal” to “emergency” operations.  Changing the enterprises policy context (Purpose of Use) from normal modes to emergency enables the security access system to:

· Consistently convey and enforce emergency access policies per application and enterprise-wide,

· Enable and enforce emergency access policies for cross-domain interoperability (e.g. with business partners, AHIC use cases, NHIN, etc.),

· Enable clinician emergency access rights,
· Change application access policy to emergency access rules, 
· Enable patient consent directives for emergency access,
· Enable and enforce hierarchical constraints on emergency access enforcement, (e.g. by location, by business partner, or other attributes), 
· Notify authorities that emergency access mode has been declared,
· Enable extended audit monitoring as required by security policy.
Emergency access modes mitigate against potential denial of access conditions that could become a contributing factor to patient injury or death.   Emergency access is intended to address this risk by temporarily changing the enterprise policy context and elevating clinician access beyond what would normally be allowed.  The inability to provide emergency access has potential serious consequences and liability to providers, both morally and legally.  Risks include:

Breakdown of the principle of providing needed care and “do no harm”,
Undesired public notoriety, press attention, Congressional investigations, etc., 
Embarrassment to providing organization and employees

Loss of faith, credibility, and trust among patients

Lawsuits, litigation, and damages
Regulatory sanctions, including withdrawal of JACHO (Joint Commission on Accreditation of Healthcare Organizations) certification

Emergency Access Standards.  There are no established standards for emergency access. 
3.1. Security Environment

In emergency situations, legitimate care-providers with appropriate need must be able to acquire access to any specific patient record.  The user may be unable to use the system because of a locked account, forgotten userid or password, or an expired account.  These situations broadly fit into two categories:

User is unable to authenticate to the system

Authenticated user is unable to assert authorization 

It is highly unlikely that in an emergency situation the provider will be unable to authenticate because of a lost badge or forgotten password.  Far more likely is a situation in which the provider lacks sufficient authorization, or support personnel lack sufficient authorization which properly authorized personnel need to be able to immediately delegate.  Accordingly, this paper is primarily concerned with addressing lack of authorization.

3.2. Business Case

The basic rule of healthcare since Hippocrates
 has always been “Do no harm”.  The security version of this reads, “Patient safety trumps security”, meaning that rigid enforcement of security constraints must never risk patient health, treatment, or safety.

This section presents several high-level business cases for emergency access.  The list is not exhaustive but intended to be informative and representative of healthcare situations where emergency access may be appropriate.

a.  There is a major traffic disaster on the Eisenhower Expressway.  Most of the clerks are able to make it in, but only one doctor is able to get to the ED (Emergency Department).  That doctor is able to see all of the patients, but not see them and also document orders in the computer in a timely fashion, so the clerks are “deputized” to enter the orders as he calls them out.
Resolution:  The doctor logs on to the ED computer declaring the “EMERGENCY” purpose of use condition.  The doctor is then granted full access to records for selected patient based upon his roles and permissions as allowed by the security policy.  The doctor “deputizes” clerks, who enter orders, perform operations as directed by the doctor.  Regardless of the emergency, any Rx for controlled substances will require the doctor to use his PKI credentials and PIN.  Audit is automatically set to monitor all activities of this doctor and uses of the CanAdoptEmergencyRole privileges.  Notification of activation of emergency role is automatically sent to system administrative personnel.  Following the emergency, the doctor is debriefed on the use of the emergency role procedure in accordance with policy.
b. Emergency Responds ElectronicHealth Record: Details Use Case.    

In the Federal Response to Katrina Lessons Learned report, Recommendation 62 of the Report states:”…foster widespread use of interoperable electronic health (EHR) records systems, to achieve development and certification of systems for emergency responders within the next 12 months.” There are a number of initiatives underway to begin to address the needs for an emergency response EHR. Federal agencies currently engaged in this domain include the HHS Office of Public Health Emergency Preparedness (OPHEP), DHS (FEMA), the Department of Defense (DoD), the Veteran’s Administration (VA), and the DOT National Highway and Traffic Safety Administration. Other important activities include the work of the Gulf Coast Task Force, The National EMS Information Systems Initiative, the American College of Emergency Physicians and others. 

Resolution:  Healthcare facility responds by bringing in all available providers from external agencies to augment medical staff.  External providers are brought in and provisioned on the security system.  If there is not time to to issue PKI credentials, then they are provided PIN/PW.  They are also granted standard accesses that will allow them to operate including CanAdoptEmergencyRole.  In crisis situations, the ability to centrally provision users will make system access easier and consequently expedites the provision of healthcare to affected individuals.  At the same time, in such a situation, with many unfamiliar persons in the hospital, it will be important to maintain secure access to healthcare systems and to protect the integrity and availability of critical resources.
4. Requirements

This section addresses specific requirements for emergency access.  
In some circumstances, security controls may interfere with the provision of needed healthcare services such as in emergency or life-threatening conditions.  Very tight security constraints may also lead to ineffective use of healthcare information systems.  In such contexts, bypass or “emergency” access may be required.  Under no conditions will the rigid enforcement of security constraints risk patient health, treatment or safety.  During these conditions, emphasis will be placed on auditing "who accesses what type of information at what time," instead of trying to enforce very tight security constraints. 
4.1. Environment
The user may be unable to use the system because of insufficient privilege. Emergency access is to be used only in case of a medical emergency. Use of the emergency access procedure involves multiple steps:

· A user who invokes the procedure receives a warning that use of the procedure is authorized only to care providers in a medical emergency and that invoking the procedure will be audited and subjects the user to review.

· The user must acknowledge understanding of the conditions of use.

· The system will create audit records at each step and immediately notify the local and work center security officers that the procedure has been employed.

· The Facility security officer will receive an immediate notification if the procedure is used to gain access to patient records.  
· The Facility security officer will receive notification for each patient whose records are accessed.

· The immediate notifications will include the workstation location, the identity of the authenticated user invoking the procedure, and the patient whose records are accessed.

· The activities that the user performs will be audited as with other users; however, the audit records will clearly indicate that the access involved use of the procedure.

· Information directly pertaining to that patient will be provided in any way possible, upon positive identification and authentication of the requester for a period not to exceed 72 hours.

· The emergency access is cleared following the user logoff and logon in normal mode.

Following the emergency, a provider retains a legitimate need to know regarding information about the patient that they saw during the emergency.  Mechanisms and procedures should be available in this case to allow the clinician to continue the original patient-provider bindings made during the urgency.

4.2. System Requirements

Requirements are tagged with an identifier that indicates its source as follows:
The following EMERGxxx requirements apply to the provision of healthcare in medical emergencies/break glass events as defined in this document:

Medical Emergency Requirements 
	ID
	Service
	Requirement Text

	EMERG001
	Administrative
	Emergency Access Procedure (R)-  Establish (and implement as needed) procedures for obtaining necessary electronic protected health information during an emergency.



	EMERG002
	Audit
	Prior to being granted access to protected health information under conditions of emergency access, the user shall be notified that his/her actions may be audited.



	EMERG003
	Audit
	Prior to being granted access to protected health information under conditions of break glass access, the user shall be notified that his/her actions may be audited.

	EMERG004
	Administrative
	Records of disclosures for emergency purposes shall be maintained. 




	ID
	Service
	Requirement Text

	EMERG005
	Audit
	The record of activities that the user performs following the declaration of an emergency access condition shall clearly indicate the emergency nature of the access.



	EMERG006
	Audit 
	The following events shall be configured mandatory (always-on) auditable event of the HealtheVet-VistA Security Audit System: 
- All actions of individuals granted exceptional access during a declared patient emergency.


	EMERG007
	Audit
	Systems implementing security audit shall immediately notify facility information security officers of the identity of the user whenever emergency access is employed.



	EMERG008
	Audit
	During a declared patient emergency, all actions of all individuals granted emergency access shall be recorded.   



	EMERG009
	Audit
	During a break-glass access, all actions of all individuals granted emergency access shall be recorded.   



	EMERG010
	Access Control
	During emergency access situations, the security system shall enforce the pre-established patient consent directives.

	EMERG011
	Access Control
	Upon denial of access under normal healthcare operations, the clinician shall have the option of declaring an emergency if he/she possess emergency access permissions.


	ID
	Service
	Requirement Text

	EMERG010
	Authorization
	When an account is created for a provider, the individual must already be a PCP for at least one patient in the system in order to grant emergency access privileges.  

	EMERG012
	Authorization
	If a provider meets the constraints for acquiring the emergency role for a patient, the provider shall be granted emergency-role access permissions for the period determined by policy.

	EMERG013
	Administrative
	Each organization shall have a set of policies and procedures to cover the emergency access to and disclosure of health information.

	EMERG014
	Administrative
	These policies and procedures shall be crafted to provide consistency in response to requests for emergency disclosures and to meet regulatory requirements.
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