Biometric Application Protocol

NOTE – This is a first draft of a document that can be used to develop specifications in the Biometric area.  IPR and copyright on the document is, however, for the present, retained by Larmouth T&PDS Ltd, which retains the right to submit this material for standardisation in other fora if appropriate.

1
Introduction

NOTE – Many terms are used in this introduction (and in the body of this first draft) that need to be defined by reference to X9.84 and/or CBEFF and/or the BioAPI Version 1.1 Specification.  It is assumed that the reader of this first draft is aware of the contents of these specifications.

This protocol specification supports the communication between a biometric application with an associated biometric device (a biometric front-end application) and a biometric application with local access to a one or more biometric database servers (a biometric back-office application).

It enables the biometric front-end application to perform enrolment, verification and identification using the biometric back-office application, with storage on any of its identified biometric database servers.

This protocol is fully compatible with the Biometric Application Protocol Interface (BioAPI Version 1.1) defined by the BioAPI Consortium.

This protocol is also compatible with X9.84 and CBEFF and makes use of many of the types and formats defined in those documents.

It represents a consolidation and merger of the features of the X9.84 and CBEFF and BIR formats with the BioAPI interface definitions, with inclusion of all necessary security features, using both public key certificates and attribute certificates.

This specification enables secure exchanges (providing authentication, integrity, non-disclosure and authorisation security functions) of both biometric data and public key and attribute certificates between the two biometric applications.

These exchanges support biometric enrolment, verification, and identification, as defined in the BioAPI Specification.

NOTE – Support for re-enrolment and adaptation is planned for a future version of this specification, but is outside the current scope.

This protocol is defined using ASN.1.  The ASN.1 types that are used include:

–
Types that provide the same information content (and are compatible with) relevant parts of the BioAPI Version 1.1 Specification.

–
Types that are minor extensions to those defined in X9.84.

–
Types imported from X.509 that provide for the exchange of public key and attribute certificates.

–
Types that support the transfer of BIR information (as defined by the BioAPI), including separation of payloads that are certificates from the basic biometric data.

The ASN.1 specification provides a definition of a schema which supports (through current ISO and ITU-T Standards) the use of XML for these transfers (if required), as well as the use of compact encodings for the transfer and storage of related information, where the communication's bandwidth or the storage capacity (for example a smart card) is limited.

The exchange of messages between the two applications is fully supported by security features which provide exchanges that are as secure (with the possible exception of denial of service attacks through tampering with the physical network) as those that would occur in a wholly self-contained and local system.

The BioAPI interface is extended to allow the use of ASN.1 Object Identifiers as well as UUIDs, as the latter are not yet formally standardised.

The present specification does not support binning, but this may be added later.

2
Scope and field of application

2.1
This specification provides a protocol that enables exchanges between a biometric application with one or more local biometric sensors and a biometric application that can store and retrieve biometric data and associated certificates and authorisations.

2.2
The protocol is consistent with the use of the BioAPI interface by the two applications, and provides a full range of security features.

2.3
The biometric functions supported are secure enrolment, verification, and identification, including the transfer of certificates where appropriate.

3
Architecture

3.1
The BioAPI Version 1.1 interface is not concerned with, and does not support, security features.

3.2
Nonetheless, this specification provides full security support, as specified in X9.84.

3.3
The architectural model is that a security sub-layer moderates all interactions between the biometric application (which uses the BioAPI) and the encodings of ASN.1-defined messages that are transmitted between applications (using X9.84 data structures).

3.4
In this first version, the security features to be used are assumed to be pre-configured, and are not subject to control using the BioAPI interface, nor is the application using this interface informed of security failures or violations.

3.5
A later version of the BioAPI interface may provide extensions to the BioAPI interface that allow the application to be security aware if this is considered necessary.

A diagram is needed here:  We have the client and server applications that are not security aware and use the BioAPI interface, and the security sub-layer between these and the communications channel, with pre-configuration of security options.  The security sub-layer provides secure communication using the X9.84 structures.
4
Interfaces and data structures supported

4.1
The following interfaces and data structures defined in the BioAPI, in CBEFF, and in X9.84 are supported:.

–
BioAPI_Enroll

NOTE – This is extended to include standardisation of the inclusion of an authorisation payload based on X.509 attribute certificates.

–
BioAPI_VerifyMatch

NOTE – Support for adaptation as part of this exchange is for a later version.

–
BioAPI_IdentifyMatch

–
BioAPI_BIR

–
BioAPI_BIR_AUTH_FACTORS

–
BioAPI_BIOMETRIC_DATA

NOTE – Modified to include formats in which the payload is visible, and is expressed as a set of X.509 public key and attribute certificates.

–
BioAPI_BIOMETRIC_DATA_FORMAT

–
BioAPI_BIR_DATA_TYPE

–
BioAPI_BIR_HEADER

–
BioAPI_BIR_PURPOSE

–
BioAPI_BIR_BOOLEAN

–
BioAPI_CANDIDATE

–
BioAPI_CANDIDATE_ARRAY

–
BioAPI_FAR

–
BioAPI_FRR

–
BioAPI_QUALITY

–
CBEFF Standard Biometric Header

–
CBEFF Biometric Specific Memory Block

–
CBEFF Signature Block

–
X9.84 Biometric Syntax

NOTE – Extended to incorporate BIR and CBEFF formats

–
X9.84 Biometric Header and supporting data types

5
Protocol supporting biometric exchanges

5.1
This protocol is a simple request and response protocol that can be carried with RPC, ROSE, CORBA, or HTTP, or directly on TCP.

5.2
A request message (an ASN.1-defined XML or binary message) is sent from the biometric front-end application to the back-office application.

5.3
A response message is returned from the back-office application.

5.4
These messages are defined in clause ....

6
ASN.1 type/schema definitions

This clause is a first draft of the ASN.1 types that will be used to define the messages, and which form the XML schema definition when transfers using XML are needed.

NOTE – Time has not permitted the addition of text to the following. In most cases the semantics will be clear from a reading of the BioAPI or X8.84 or CBEFF specs.  Comments are inserted otherwise.
6.1
BioAPI_Enroll

Application (BioAPI) interface, no security fields.

6.1.1
Request

BioAPI-Enroll-request ::= SEQUENCE {

        purpose                 BioAPI-BIR-PURPOSE,

        bir-to-enroll           BioAPI-BIR,

        payload-to-enroll       OCTET STRING (CONTAINING Certificates) }

        -- The certificates provide the public keys and attributes

        -- (including authorisations) for anyone that can match the

        -- enrolled BIR.

6.1.2
Response

BioAPI-Enroll-response ::= SEQUENCE {

                CHOICE {

                        server-assigned-identity  OBJECT IDENTIFIER,

                        ENNUMERATED {

                        -- To be done, based on BioAPI error returns -- }

6.2
BioAPI_VerifyMatch

Application (BioAPI) interface, no security fields.

6.2.1
Request

BioAPI-VerifyMatch-request ::= SEQUENCE {

        far-required            BioAPI-FAR,

        frr-requested           BioAPI-FRR,

        precedence              BOOLEAN -- see BioAPI 2.5.3.4 --,

        birs-to-match           SEQUENCE OF BioAPI-BIR,

        number-to-match         INTEGER,

                                -- One or small for low security,

                                -- several for higher security.

        claimed-identity        Server-assigned-OID

                                -- This is the OID assigned

                                -- at enrollment}

6.2.2
Response

BioAPI-VerifyMatch-response ::= SEQUENCE {

        -- Need to return reject if multiple matches. Not yet done.

        -- May need a parameter in the request to search for multiple

        -- matches that satisfy FAR and FRR, or not.  Not yet done.

        -- (Too much is yet to be done!)

        result-of-matches       CHOICE {

                matching-failed         FailureDetails,

                success                 SEQUENCE {

                        far-acheived    BioAPI-FAR,

                        frr-acheived    BioAPI-FRR} }

        payload-of-match        SEQUENCE OF

            payload-authorisations

                                OCTET STRING (CONTAINING Certificates)

                -- If the faracheived is accepted by the front-end

                -- application, then the claimant has the

                -- identity, public key, and attributes (including

                -- authorisations) in the returned certificates. -- }

6.3
BioAPI_IdentifyMatch

Application (BioAPI) interface, no security fields.

6.3.1
Request

BioAPI-Identify-Match-request ::= SEQUENCE {

        far-required            BioAPI-FAR,

        frr-requested           BioAPI-FRR,

        precedence              BOOLEAN -- see BioAPI 2.5.3.4 --,

        bir-to-match            BioAPI-BIR,

        check-for-multiples     BOOLEAN  -- needed in Verify as well--}

6.3.2
Response

BioAPI-Identify-Match-response ::= SEQUENCE {

        -- Need to return reject if multiple matches. Not yet done.

        -- May need a parameter in the request to search for multiple

        -- matches that satisfy FAR and FRR, or not.  Not yet done.

        -- (Too much is yet to be done!)

        result-of-matches       CHOICE {

                matching-failed         FailureDetails,

                success                 SEQUENCE {

                        best-far-acheived       BioAPI-FAR,

                        frr-acheived            BioAPI-FRR} }

        payload-of-best-match   SEQUENCE OF

            payload-authorisations

                                OCTET STRING (CONTAINING Certificates)

                -- If the best-far-acheived is accepted by the front-end

                -- application, then the claimant has the

                -- identity, public key, and attributes (including

                -- authorisations) in the returned certificates. -- }

6.4
BioAPI_BIR

BioAPI-BIR ::= OCTET STRING (CONTAINING BIR-Contents)

BIR-Contents ::= SEQUENCE {

        Header                  Bio-Header,

        data-and-payload        OCTETSTRING ( CONTAINING

             SEQUENCE {

                bio-data        OpaqueBiometricData,

                payload         SEQUENCE OF Certificates} )

Bio-Header ::= SEQUENCE {

                version         INTEGER (0..255),

                data-type       BIR-DATA-TYPE,

                format          BIOAPI_BIOMETRIC_DATA_FORMAT,

                quality         BIOAPI-QUALITY

                purpose-mask    BIOAPI-BIR-PURPOSE,

                factors-mask    BIOAPI-BIR-AUTH-FACTORS}

6.5
BioAPI_BIR_AUTH_FACTORS

BIOAPI-BIR-AUTH-FACTORS ::= ENUMERATED {

                multiple,

                facial-features,

                etc,

                -- <to be done from BioAPI> -- }

6.6
BioAPI_BIOMETRIC_DATA

NOTE – Modified to include formats in which the payload is visible, and is expressed as a set of X.509 public key and attribute certificates.

To be done</I>
This will inclue the separation of payload from opaque data.

6.7
BioAPI_BIOMETRIC_DATA_FORMAT

BIOAPI-DATA-FORMAT ::= SEQUENCE {

                owner           INTEGER (0..64K-1),

                id              INTEGER (0..64K-1) }

6.8
BioAPI_BIR_DATA_TYPE

This and following clauses are to be completed from the BioAPI spec,

6.9
BioAPI_BIR_HEADER

6.10
BioAPI_BIR_PURPOSE

6.11
BioAPI_BIR_BOOLEAN

6.12
BioAPI_CANDIDATE

6.13
BioAPI_CANDIDATE_ARRAY

6.14
BioAPI_FAR

6.15
BioAPI_FRR

6.16
BioAPI_QUALITY

6.17
CBEFF Standard Biometric Header

6.18
CBEFF Biometric Specific Memory Block

6.19
CBEFF Signature Block

6.20
X9.84 Biometric Syntax

NOTE – Extended to incorporate BIR and CBEFF formats

6.21
X9.84 Biometric Header and supporting data types

-- The following ASN.1 is based on the module found in the

-- ANS X9.84 Biometric Information Management and Security

-- standard. It has been modified to align the ASN.1 in

-- that standard with the BioAPI Specification Version 1.0.

<Much more work needs to be done here >

XCBF-Biometrics -- { Need OID here } --

   DEFINITIONS AUTOMATIC TAGS ::= BEGIN

-- EXPORTS All;

IMPORTS

   ALGORITHM, AlgorithmIdentifier {}, AuthenticatedData,

   EncryptedData, EnvelopedData, MACAlgorithmIdentifier,

   SignatureAlgorithmIdentifier, SignedData

      FROM X9-84-CMS {

         iso(1) identified-organization(3) tc68(133) country(16)

         x9(840) x9Standards(9) x9-84(84) module(0) cms(2) };

BiometricSyntax ::= CHOICE {

   biometricObject            BiometricObject,

   integrityObject            IntegrityObject,

   privacyObject              PrivacyObject,

   privacyAndIntegrityObject  PrivacyAndIntegrityObject

}

BiometricObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   biometricData    BiometricData

}

EncodedBiometricObject ::= BIOMETRIC.&Type( BiometricObject )

BiometricHeader ::= SEQUENCE {

   version         INTEGER { hv1(0) } (0..MAX)  DEFAULT hv1,

   recordType      RecordType  OPTIONAL,

   dataType        DataType  OPTIONAL,

   purpose         Purpose  OPTIONAL,

   quality         Quality  OPTIONAL,

   validityPeriod  ValidityPeriod  OPTIONAL,

   format          Format  OPTIONAL

}

RecordType ::= BIOMETRIC.&name({BiometricTypes})

BiometricTypes BIOMETRIC ::= {

   { BIOMETRIC id : unknown-Type       } Ý -- PHG added

   { BIOMETRIC id : body-Odor          } Ý

   { BIOMETRIC id : dna                } Ý

   { BIOMETRIC id : ear-Shape          } Ý

   { BIOMETRIC id : facial-Features    } Ý

   { BIOMETRIC id : finger-Image       } Ý

   { BIOMETRIC id : finger-Geometry    } Ý

   { BIOMETRIC id : hand-Geometry      } Ý

   { BIOMETRIC id : iris-Features      } Ý

   { BIOMETRIC id : keystroke-Dynamics } Ý

   { BIOMETRIC id : palm               } Ý

   { BIOMETRIC id : retina             } Ý

   { BIOMETRIC id : signature          } Ý

   { BIOMETRIC id : speech-Pattern     } Ý

   { BIOMETRIC id : thermal-Image      } Ý

   { BIOMETRIC id : vein-Pattern       } Ý

   { BIOMETRIC id : thermal-Face-Image } Ý -- PHG added

   { BIOMETRIC id : thermal-Hand-Image } Ý -- PHG added

   { BIOMETRIC id : lip-Movement       } Ý -- PHG added

   { BIOMETRIC id : gait               },  -- PHG added

   ...  -- expect additional biometric types --

}

DataType ::= ENUMERATED {

   raw          (0),

   intermediate (1),

   processed    (2)

}

Purpose ::= ENUMERATED {

   verify          (1),

   identify        (2),

   enrollVerify    (3),

   enrollIdentity  (4),

   audit           (5),

   enroll          (6) -- PHG added

}

Quality ::= INTEGER {

   lowest       (  0),

   highest      (100),

   notSet       ( -1),

   notSupported ( -2)

} (-2..100,...)

ValidityPeriod ::= SEQUENCE {

   notBefore  DateTime OPTIONAL,

   notAfter   DateTime  OPTIONAL

}

 (ALL EXCEPT({-- none; at least one component shall be present --}))

DateTime ::= RELATIVE-OID  -- { yy mm dd hh mm ss z }

Format ::= SEQUENCE {

   formatOwner  BIOMETRIC.&name({Owner}),

   formatType   BIOMETRIC.&Type({Owner}{@formatOwner})  OPTIONAL

}

-- PHG Extended the Owner Information Object Set

-- PHG per information found on the ibia.org site

-- PHG to identify CBEFF compliant vendor formats

--

Owner BIOMETRIC ::= {

   { BIOMETRIC id : x984BioInfo  DATA BiometricInfo } Ý

   { BIOMETRIC id : ibia-SAFLINK                    } Ý

   { BIOMETRIC id : ibia-Bioscrypt                  } Ý

   { BIOMETRIC id : ibia-Visionics                  } Ý

   { BIOMETRIC id : ibia-InfineonTechnologiesAG     } Ý

   { BIOMETRIC id : ibia-IridianTechnologies        } Ý

   { BIOMETRIC id : ibia-Veridicom                  } Ý

   { BIOMETRIC id : ibia-CyberSIGN                  } Ý

   { BIOMETRIC id : ibia-eCryp                      } Ý

   { BIOMETRIC id : ibia-FingerprintCardsAB         } Ý

   { BIOMETRIC id : ibia-SecuGen                    } Ý

   { BIOMETRIC id : ibia-PreciseBiometric           } Ý

   { BIOMETRIC id : ibia-Identix                    },

   ...  -- expect additional vendor specific formats --

}

x984BioInfo  RELATIVE-OID ::= {

   x984BioInfo(0) }  -- alias for identifier { x9-84 format-Owner 0 }

-- PHG IBIA registered vendor specific formats --

ibia-SAFLINK                RELATIVE-OID ::= {  1 }

ibia-Bioscrypt              RELATIVE-OID ::= {  2 }

ibia-Visionics              RELATIVE-OID ::= {  3 }

ibia-InfineonTechnologiesAG RELATIVE-OID ::= {  4 }

ibia-IridianTechnologies    RELATIVE-OID ::= {  5 }

ibia-Veridicom              RELATIVE-OID ::= {  6 }

ibia-CyberSIGN              RELATIVE-OID ::= {  7 }

ibia-eCryp                  RELATIVE-OID ::= {  8 }

ibia-FingerprintCardsAB     RELATIVE-OID ::= {  9 }

ibia-SecuGen                RELATIVE-OID ::= { 10 }

ibia-PreciseBiometric       RELATIVE-OID ::= { 11 }

ibia-Identix                RELATIVE-OID ::= { 12 }

-- Integrity

IntegrityObject ::= SEQUENCE {

   biometricObject  BiometricObject,

   integrityBlock   IntegrityBlock

}

IntegrityBlock ::= CHOICE {

   signature         Signature,

   mac               Mac,

   signedData        SignedData,

   authenticateData  AuthenticatedData

}

Signature ::= SIGNATURE { EncodedBiometricObject }

Mac ::= MAC { EncodedBiometricObject }

-- Privacy

PrivacyObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   privacyBlock     PrivacyBlock

}

PrivacyBlock ::= CHOICE {

   fixedKey        EncryptedData,

   namedKey        NamedKeyEncryptedData,

   establishedKey  EnvelopedData

}

NamedKeyEncryptedData ::= SEQUENCE {

   keyName        OCTET STRING (SIZE(1..MAX)),

   encryptedData  EncryptedData

}

-- Privacy and integrity

PrivacyAndIntegrityObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   privacyBlock     PrivacyBlock,

   integrityBlock   IntegrityBlock

}

-- Authentication Information (AI)

BiometricInfo ::= SEQUENCE SIZE(1..MAX) OF BioInformation

BioInformation ::= SEQUENCE {

   processingInfo  ProcessingInfo  OPTIONAL,

   matchingInfo    MatchingInfo  OPTIONAL

}

 (ALL EXCEPT({-- none; at least one component shall be present --}))

-- Biometric processing algorithms

ProcessingInfo ::= SEQUENCE SIZE(1..MAX) OF ProcessingInformation

ProcessingInformation ::= SEQUENCE {

   id       BIOMETRIC.&name({ProcessingAIDs}),

   parms  BIOMETRIC.&Type({ProcessingAIDs}{@id})  OPTIONAL

}

ProcessingAIDs BIOMETRIC ::= { ... }

-- Biometric matching methods

MatchingInfo ::= SEQUENCE SIZE(1..MAX) OF MatchingInformation

MatchingInformation ::= SEQUENCE {

   id       BIOMETRIC.&name({MatchingAIDs}),

   parms  BIOMETRIC.&Type({MatchingAIDs}{@id})  OPTIONAL

}

MatchingAIDs BIOMETRIC ::= { ... }

BiometricData ::= OCTET STRING(SIZE(1..MAX))

EncodedBiometricData ::= BIOMETRIC.&Type( BiometricData )

-- Biometrics information object class

BIOMETRIC ::= CLASS {

   &name  BIOMETRIC-IDENTIFIER  UNIQUE,

   &Type  OPTIONAL

}

   WITH SYNTAX { BIOMETRIC &name [ DATA &Type ] }

BIOMETRIC-IDENTIFIER ::= CHOICE {

   oid  OBJECT IDENTIFIER,  -- complete object identifier

   id   RELATIVE-OID        -- object identifier fragment

}

-- Biometric technologies

unknown-Type        RELATIVE-OID ::= { unknownType(0) } -- PHG added

body-Odor           RELATIVE-OID ::= { bodyOdor(1) }

dna                 RELATIVE-OID ::= { dna(2) }

ear-Shape           RELATIVE-OID ::= { earShape(3) }

facial-Features     RELATIVE-OID ::= { facialFeatures(4) }

finger-Image        RELATIVE-OID ::= { fingerImage(5) }

finger-Geometry     RELATIVE-OID ::= { fingerGeometry(6) }

hand-Geometry       RELATIVE-OID ::= { handGeometry(7) }

iris-Features       RELATIVE-OID ::= { irisFeatures(8) }

keystroke-Dynamics  RELATIVE-OID ::= { keystrokeDynamics(9) }

palm                RELATIVE-OID ::= { palm(10) }

retina              RELATIVE-OID ::= { retina(11) }

signature           RELATIVE-OID ::= { signature(12) }

speech-Pattern      RELATIVE-OID ::= { speechPattern(13) }

thermal-Image       RELATIVE-OID ::= { thermalImage(14) }

vein-Pattern        RELATIVE-OID ::= { veinPattern(15) }

thermal-Face-Image  RELATIVE-OID ::= { thermalFaceImage(16) } -- PHG

added

thermal-Hand-Image  RELATIVE-OID ::= { thermalHandImage(17) } -- PHG

added

lip-Movement        RELATIVE-OID ::= { lipMovement(18) } -- PHG added

gait                RELATIVE-OID ::= { gait(19) }  -- PHG added

-- Parameterized types --

SIGNATURE { ToBeSigned } ::= SEQUENCE {

   algorithm  SignatureAlgorithmIdentifier,

   signature  BIT STRING( CONSTRAINED BY {

                 -- signature on a value of -- ToBeSigned })

}

MAC { ToBeMACed } ::= SEQUENCE {

   keyName    OCTET STRING  OPTIONAL,

   algorithm  MACAlgorithmIdentifier,

   mac        OCTET STRING (CONSTRAINED BY {

                 -- MAC or HMAC on a value of -- ToBeMACed })

}

END  -- XCBF-Biometrics --
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