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Introduction

Introduction…

1 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may, and optional in this document are to be interpreted as described in.

2 Glossary

	Term
	Definition

	Attacker
	Any individual who is attempting to subvert the operation of the biometric system.  The intention may be either to subsequently gain illegal entry to the portal or to deny entry to legitimate users.

	Biometric
	A measurable, physical characteristic or personal behavioral trait used to authenticate the claimed identity of an enrollee.

	Biometric Authentication
	The one-to-one process of comparing a submitted biometric sample against the biometric reference template of a single enrollee whose identity is being claimed, to determine whether it matches the enrollee’s template. Contrast with Biometric “Identification”.

	Biometric Data
	The extracted information taken from the biometric sample and used either to build a reference template or to compare against a previously created reference template.

	Biometric Identification
	The one-to-many process of comparing a submitted biometric sample against all of the biometric reference templates on file to determine whether it matches any of the templates and, if so, the identity of the enrollee whose template was matched.  The biometric system using the one-to-many approach is seeking to find an identity amongst a database rather than authenticate a claimed identity.  Contrast with “Authentication”.

	Biometric Object
	a data record taken from a biometric source or a logical piece of biometric information which may stand for either a template or one or more samples. The header is a set of associate attributes that belong with the opaque data, and can include additional information about the purpose, quality, etc. This must be in line with the information content in X9.84 BiometricObject type.



	Biometric Sample
	Captured data that represents a biometric characteristic of a user of a biometric system.

	Biometric System
	An automated system capable of capturing a biometric sample from a user, extracting biometric data from that sample, comparing that biometric data with data contained in one or more reference templates, deciding how well the sample and reference templates match, and indicating whether or not an attempted authentication or identification has been achieved.

	Biometric Verification
	The biometric process of identifying or authenticating a user.

	Capture
	The collection of a biometric sample from a user.

	Comparison
	The process of comparing biometric data from a sample or template against a previously stored reference template.

	Enrollee
	A person who has a biometric reference template stored in a biometric system.

	Enrollment
	The process of collecting, preparing, and storing biometric samples from a user to create a biometric reference template representing that person’s identity.

	Template
	Reference data formed from the biometric measurement of an enrollee and used by a biometric system for comparison against subsequently submitted biometric samples.




3 X9.84 and BioAPI 1.1 Interoperability

This document describes the process for translating between an X9.84 BiometricObject  and a BioAPI-1.1 Biometric Information Record (BIR).

3.1 BiometricSyntax

Type BiometricSyntax defines biometric information in four possible formats:

BiometricSyntax ::= CHOICE {  

   biometricObject            BiometricObject, 

   integrityObject            IntegrityObject, 

   privacyObject              PrivacyObject,

   privacyAndIntegrityObject  PrivacyAndIntegrityObject

}

The choice alternatives of type BiometricSyntax have the following meanings:

biometricObject

an unprotected biometric value

integrityObject


a biometric value that has been digitally signed

privacyObject


a biometric value that has been encrypted

privacyAndIntegrityObject
a biometric value that has been digitally signed and encrypted

The BioAPI specification defines a single format, a Biometric Information Record (BIR),  composed of three fields: a record Header, an opaque BiometricData field, and an optional Signature.  Ignoring the the Signature field, the BIR format corresponds closely to the unprotected biometric value in X9.84, the biometricObject choice alternative of type  BiometricSyntax. 

The other X9.84 choice alternatives of BiometricSyntax are not supported in the BioAPI specification  These alternatives are cryptographic messages used to provide integrity, authentication and privacy services in X9.84.  When a BIR value is represented in biometricObject format, X9.84 security services can be used to protect BioAPI biometric information.

3.1.1 BiometricObject

The schema for a biometricObject value is defined in X9.84 as 

BiometricObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   biometricData    BiometricData

}

Type BiometricObject is composed of two components, biometricHeader and  biometricData which correspond to the BIR Header and BiometricData  fields defined in the BioAPI bioapi_bir structure as 

typedef struct bioapi_bir {

   BioAPI_BIR_HEADER              Header;

   BioAPI_BIR_BIOMETRIC_DATA_PTR  BiometricData;

   BioAPI_DATA_PTR                Signature;

} BioAPI_BIR, *BioAPI_BIR_PTR ;

The bioapi_bir.Signature field is optional and opaque.  Since this field does not  provide any standard formats, no means of identifying cryptographic algorithms and associated parameters, and no facillities for key management, it is simply ignored for the purposes of XCBF.

BiometricHeader

Type BiometricHeader is defined as 

BiometricHeader ::= SEQUENCE {

   version         BiometricVersion  DEFAULT hv1,

   recordType      RecordType  OPTIONAL,

   dataType        DataType  OPTIONAL,

   purpose         Purpose  OPTIONAL,

   quality         Quality  OPTIONAL,

   validityPeriod  ValidityPeriod  OPTIONAL,

   format          Format  OPTIONAL

} 

A value of this type corresponds closely to the BIR Header field in the BioAPI bioapi_bir structure and is defined as

typedef struct bioapi_bir_header {

   uint32 Length;

   BioAPI_BIR_VERSION                HeaderVersion;

   BioAPI_BIR_DATA_TYPE              Type;

   BioAPI_BIR_BIOMETRIC_DATA_FORMAT  Format;

   BioAPI_QUALITY                    Quality;

   BioAPI_BIR_PURPOSE                Purpose;

   BioAPI_BIR_AUTH_FACTORS           FactorsMask;

} BioAPI_BIR_HEADER, *BioAPI_BIR_HEADER_PTR ;

The X9.84 definition describes abstract values that are independent of an implementations choice of programming language, operating system, hardware or transfer representation.  This approach provides applications with maximum flexibility and more than one representation of the same abstract values, making it possible to encode these values in compact binary formats or as XML markup.

The X9.84 header definition does not need to prefix its header with a length component as required by the BIR C programming language format.  Some ASN.1 encoding rules will provide length fields and others will not.  The X9.84 header definition contains optional fields that need not be included in a record.  This can reduce the record size of encoded X9.84 values making them more compact than the same values represented in the BioAPI BIR format.

3.1.1.1.1 BiometricVersion

Type BiometricVersion is defined as 

BiometricVersion ::= INTEGER { hv1(0) } (0..MAX)

This type specifies the integer version number of the X9.84 BiometricHeader and has no relationship to the BIR HeaderVersion field in the BioAPI bioapi_bir_header structure.

3.1.1.1.2 RecordType

Type RecordType is defined as 

RecordType ::= BIOMETRIC.&name({BiometricTypes})

BiometricTypes BIOMETRIC ::= {

   { BIOMETRIC id : unknown-Type       } |

   { BIOMETRIC id : body-Odor          } |

   { BIOMETRIC id : dna                } |

   { BIOMETRIC id : ear-Shape          } |

   { BIOMETRIC id : facial-Features    } |

   { BIOMETRIC id : finger-Image       } |

   { BIOMETRIC id : finger-Geometry    } |

   { BIOMETRIC id : hand-Geometry      } |

   { BIOMETRIC id : iris-Features      } |

   { BIOMETRIC id : keystroke-Dynamics } |

   { BIOMETRIC id : palm               } |

   { BIOMETRIC id : retina             } |

   { BIOMETRIC id : signature          } |

   { BIOMETRIC id : speech-Pattern     } |

   { BIOMETRIC id : thermal-Image      } |

   { BIOMETRIC id : vein-Pattern       } |

   { BIOMETRIC id : thermal-Face-Image } |

   { BIOMETRIC id : thermal-Hand-Image } |

   { BIOMETRIC id : lip-Movement       } |

   { BIOMETRIC id : gait               },

   ...  -- expect additional biometric types --

}

A value of this type corresponds closely to the BIR FactorsMask field in the BioAPI bioapi_bir_header structure and is defined as

typedef sint8 BioAPI_BIR_AUTH_FACTORS;

#define BioAPI_FACTOR_MULTIPLE (0x00000001)

#define BioAPI_FACTOR_FACIAL_FEATURES (0x00000002)

#define BioAPI_FACTOR_VOICE (0x00000004)

#define BioAPI_FACTOR_FINGERPRINT (0x00000008)

#define BioAPI_FACTOR_IRIS (0x00000010)

#define BioAPI_FACTOR_RETINA (0x00000020)

#define BioAPI_FACTOR_HAND_GEOMETRY (0x00000040)

#define BioAPI_FACTOR_SIGNATURE_DYNAMICS (0x00000080)

#define BioAPI_FACTOR_KEYSTOKE_DYNAMICS (0x00000100)

#define BioAPI_FACTOR_LIP_MOVEMENT (0x00000200)

#define BioAPI_FACTOR_THERMAL_FACE_IMAGE (0x00000400)

#define BioAPI_FACTOR_THERMAL_HAND_IMAGE (0x00000800)

#define BioAPI_FACTOR_GAIT (0x00001000)

#define BioAPI_FACTOR_PASSWORD (0x80000000)

Any other unrecognized value or settings in this BIR field can be represented by an XCBF application by the unknownType
	X9.84 RecordType
	Value
	BioAPI FactorsMask
	Value

	unknownType
	0
	BioAPI_FACTOR_MULTIPLE
	0x00000001

	body-Odor
	1
	
	

	dna
	2
	
	

	ear-Shape
	3
	
	

	facial-Features
	4
	BioAPI_FACTOR_FACIAL_FEATURES
	0x00000002 

	finger-Image
	5
	BioAPI_FACTOR_FINGERPRINT
	0x00000008

	finger-Geometry
	6
	
	

	hand-Geometry
	7
	BioAPI_FACTOR_HAND_GEOMETRY
	0x00000040

	iris-Features
	8
	BioAPI_FACTOR_IRIS
	0x00000010

	keystroke-Dynamics
	9
	BioAPI_FACTOR_KEYSTOKE_DYNAMICS
	0x00000100

	palm
	10
	
	

	retina
	11
	BioAPI_FACTOR_RETINA
	0x00000020

	signature
	12
	BioAPI_FACTOR_SIGNATURE_DYNAMICS
	0x00000080

	speech-Pattern
	13
	BioAPI_FACTOR_VOICE
	0x00000004

	thermal-Image
	14
	
	

	vein-Pattern
	15
	
	

	thermal-Face-Image
	16
	BioAPI_FACTOR_THERMAL_FACE_IMAGE
	0x00000400

	thermal-Hand-Image
	17
	BioAPI_FACTOR_THERMAL_HAND_IMAGE
	0x00000800

	lip-Movement
	18
	BioAPI_FACTOR_LIP_MOVEMENT
	0x00000200

	gait
	19
	BioAPI_FACTOR_GAIT
	0x00001000

	
	
	BioAPI_FACTOR_PASSWORD
	0x80000000


X9.84 => BioAPI

The value of X9.84.RecordType is a RELATIVE-OID.  The last arc of the RecordType value shall be used as the integer value of BioAPI_BIR_AUTH_FACTORS. 

Values that DO NOT translate:

·
bodyOdor

·
dna

·
earShape

·
fingerGeometry

·
palm

·
thermalImage

BioAPI => X9.84

The value of BioAPI_BIR_AUTH_FACTORS shall be used as the last arc of a the RecordType RELATIVE-OID.

BioAPI_FACTOR_MULTIPLE

The X9.84 RecordType allows the specification of a single type of biometric record, whereas BioAPI uses a bit mask and allows multiple record types to be specified.  BioAPI requires that the BioAPI_FACTOR_MULTIPLE bit be set when multiple record types are specified.  

When translating from BioAPI->X9.84 where the BioAPI_FACTOR_MULTIPLE flag is present, the X9.84 record type unknownType shall be used.

Values that DO NOT translate:

·
BioAPI_FACTOR_PASSWORD

3.1.1.1.3 DataType

Type DataType is defined as 

DataType ::= ENUMERATED {

   raw          (0),

   intermediate (1),

   processed    (2)

}

A value of this type corresponds closely to the BIR Type field in the BioAPI bioapi_bir_header structure and is defined as

typedef uint8 BioAPI_BIR_DATA_TYPE;

#define BioAPI_BIR_DATA_TYPE_RAW (0x01)

#define BioAPI_BIR_DATA_TYPE_INTERMEDIATE (0x02)

#define BioAPI_BIR_DATA_TYPE_PROCESSED (0x04)

The following two flags are defined in the BIR Type field in the BioAPI bioapi_bir_header structure. These are related to the bioapi_bir.Signature field and are ignored for the purposes of XCBF. 

#define BioAPI_BIR_DATA_TYPE_ENCRYPTED (0x10)

#define BioAPI_BIR_DATA_TYPE_SIGNED (0x20)

	X9.84 DataType
	Value
	BioAPI Type
	Value

	raw
	0
	BioAPI_BIR_DATA_TYPE_RAW
	0x01

	intermediate
	1
	BioAPI_BIR_DATA_TYPE_INTERMEDIATE
	0x02

	processed
	2
	BioAPI_BIR_DATA_TYPE_PROCESSED
	0x04

	
	
	BioAPI_BIR_DATA_TYPE_ENCRYPTED
	0x10

	
	
	BioAPI_BIR_DATA_TYPE_SIGNED
	0x20


3.1.1.1.4 Purpose

Type Purpose is defined as 

Purpose ::= ENUMERATED {

   verify          (1),

   identify        (2),

   enroll          (3), 

   enrollVerify    (4),

   enrollIdentify  (5),

   audit           (6),

   ...  -- expect others -- 

}

A value of this type corresponds closely to the BIR Purpose field in the BioAPI bioapi_bir_header structure and is defined as

typedef uint8 BioAPI_BIR_PURPOSE;

#define BioAPI_PURPOSE_VERIFY                         (1) 

#define BioAPI_PURPOSE_IDENTIFY                       (2) 

#define BioAPI_PURPOSE_ENROLL                         (3) 

#define BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY   (4) 

#define BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY (5)

#define BioAPI_PURPOSE_AUDIT                          (6)

	9.84 Purpose
	Value
	BioAPI Purpose
	Value

	verify
	1
	BioAPI_PURPOSE_VERIFY
	1

	identify
	2
	BioAPI_PURPOSE_IDENTIFY
	2

	enroll
	3
	BioAPI_PURPOSE_ENROLL
	3

	enrollVerify
	4
	BioAPI_PURPOSE_ENROLL_VERIFICATION_ONLY
	4

	enrollIdentify
	5
	BioAPI_PURPOSE_ENROLL_IDENTIFICATION_ONLY
	5

	audit
	6
	BioAPI_PURPOSE_AUDIT
	6


3.1.1.1.5 Quality

Type Quality is defined as 

Quality ::= INTEGER {

   lowest       (  0),

   highest      (100),

   notSet       ( -1),

   notSupported ( -2)

}

 (-2..100,...)

A value of this type corresponds closely to the BIR Quality field in the BioAPI bioapi_bir_header structure and is defined as

typedef sint8 BioAPI_QUALITY;

X9.84 defines named integer constants for the lowest quality, highest quality, quality not set and quality not supported.  BioAPI does not define any constants with regards to quality - it is simply an integer in the range -2 - 100.

X9.84 Quality
Value
BioAPI Quality
Value(s)

0-100

 unacceptable marginal adequate excellent
     0-25    26-50   51-75 76-100

lowest
0
 unacceptable


highest
100
 excellent


notSet
-1
 not set by BSP
-1

notSupported
-2
 not supported by BSP
-2

3.1.1.1.6 ValidityPeriod

Type ValidityPeriod is defined as 

ValidityPeriod ::= SEQUENCE {

   notBefore  DateTime OPTIONAL,

   notAfter   DateTime  OPTIONAL

} 

 (ALL EXCEPT({ -- none; at least one component is present -- }))

DateTime ::= RELATIVE-OID  -- { yyyy mm dd hh mm ss z }

PHG: See UK site advice PDF for making best use of this field. Remember that the meaning of the date differs for a sample and a template.

3.1.1.1.7 Format

There are three registration authorities for vendor specific formats recognized in the X9.84 standard, NIST CBEFF, IBIA and X9. Each organization controls a unique arc under which it may assign vendor specific format identifiers and associated information to constrain the valid values that may be used in the components of type Format. This constraint is specified by objects defined in the Owner information object set :

Owner BIOMETRIC ::= {

   CBEFF-Formats  |  -- http://www.nist.gov --

   IBIA-Formats   |  -- http://www.ibia.org --

   X9-Formats,       -- http://www.x9.org --

   ...  -- expect additional vendor specific formats --

} 

Type Format is defined as 

Format ::= SEQUENCE {

   formatOwner  BIOMETRIC.&name({Owner}),

   formatType   BIOMETRIC.&Type({Owner}{@formatOwner})  OPTIONAL

}

This type is composed of two components, formatOwner and formatType, which are defined in terms of the fields &name and &Type of the BIOMETRIC information object class:

BIOMETRIC ::= CLASS {

   &name  BIOMETRIC-IDENTIFIER  UNIQUE,

   &Type  OPTIONAL

}

   WITH SYNTAX { BIOMETRIC &name [ DATA &Type ] }

The formatOwner component is composed of two choice alternatives, oid and id, that alow a vendor specific format to be identified using a complete object identifier or a fragment:

BIOMETRIC-IDENTIFIER ::= CHOICE {

   oid  OBJECT IDENTIFIER,  -- complete object identifier

   id   RELATIVE-OID        -- object identifier fragment

}

The formatType component is an open type which can carry the value of any type that can be defined using ASN.1.

3.1.1.1.7.1 CBEFF-Formats

All CBEFF registered vendor specific format types are identified by the object identifier 

x984BioInfo or the object identifier fragment x984BioInfo defined as:

id-x984BioInfo  OID ::= { cbeff-Owner x984BioInfo(0) }

x984BioInfo  RelOID ::= { x984BioInfo(0) }  -- CBEFF owner

Type BiometricInfo is defined in X9.84 as one or more instances of BiometricInformation:

BiometricInfo ::= SEQUENCE SIZE(1..MAX) OF BioInformation

BioInformation ::= SEQUENCE {

   processingInfo  ProcessingInfo  OPTIONAL,

   matchingInfo    MatchingInfo  OPTIONAL

}

 (ALL EXCEPT({ -- none; at least one component is present -- ))

Type ProcessingInfo specifies one or more biometric processing algorithms that are to be used to process biometric sample data or which have been used to create a biometric template. This type is defined as one or more instances of ProcessingInformation:

ProcessingInfo ::= SEQUENCE SIZE(1..MAX) OF ProcessingInformation

ProcessingInformation ::= SEQUENCE {

   id     BIOMETRIC.&name({ProcessingAIDs}),

   parms  BIOMETRIC.&Type({ProcessingAIDs}{@id})  OPTIONAL

}

Type ProcessingInformation is composed of two components, id and parms, which are defined in terms of the fields &name and &Type of the BIOMETRIC information object class. The valid values of these two components are constrained by the objects specified in the information object set ProcessingAIDs.

The ProcessingAIDs information object set contains no objects, as no biometric processing algorithms have been assigned by NIST under their CBEFF program.

ProcessingAIDs BIOMETRIC ::= {

   ...  -- Expect CBEFF assignments in BiometricInfo --

}

Type MatchingInfo specifies one or more biometric matching methods that can be used to associate a biometric sample to a stored template. This type is defined as one or more instances of MatchingInformation:

MatchingInfo ::= SEQUENCE SIZE(1..MAX) OF MatchingInformation 

MatchingInformation ::= SEQUENCE {

   id     BIOMETRIC.&name({MatchingAIDs}),

   parms  BIOMETRIC.&Type({MatchingAIDs}{@id})  OPTIONAL

}

Type MatchingInformation is composed of two components, id and parms, which are defined in terms of the fields &name and &Type of the BIOMETRIC information object class. The valid values of these two components are constrained by the objects specified in the information object set MatchingAIDs.

The MatchingAIDs information object set contains no objects, as no biometric matching methods have been assigned by NIST under their CBEFF program.

MatchingAIDs BIOMETRIC ::= {

   ...  -- Expect CBEFF assignments in BiometricInfo --

}

PHG: Need to work the following in here or at beginning of this section…
CBEFFoidFormats BIOMETRIC ::= {

   { BIOMETRIC oid : id-x984BioInfo DATA BiometricInfo },

   ...  -- Expect other objects --

}

CBEFFidFormats BIOMETRIC ::= {

   { BIOMETRIC id : x984BioInfo DATA BiometricInfo },

   ...  -- Expect other objects --

}

CBEFF-Formats BIOMETRIC ::= {

   CBEFFoidFormats  |  -- Complete object identifiers

   CBEFFidFormats,     -- Object identifier fragments

   ...  -- Expect additional CBEFF vendor specific formats --

}

3.1.1.1.7.2 IBIA-Formats

All IBIA registered vendor specific format types are identified by the object identifier 

??? or the object identifier fragment ??? defined as:

PHG: Need code and text here.

BioAPI bioapi_bir_biometric_data_format

typedef struct bioapi_bir_biometric_data_format { 

   uint16 FormatOwner; 

   uint16 FormatID; 

} BioAPI_BIR_BIOMETRIC_DATA_FORMAT, *BioAPI_BIR_BIOMETRIC_DATA_FORMAT_PTR;

FormatOwner

The FormatID field shall be converted to a RELATIVE-OID ( id ) that contains a single arc that consists of the integer value of the FormatID field.

FormatID

The  bioapi_bir_biometric_data_format.FormatID field shall be converted to an INTEGER consisting of the FormatID field's integer value.

3.1.1.1.7.3 X9-Formats

formatOwner

If the Format.formatOwner field contains a RELATIVE-OID, the last arc of the id shall be used as the integer value of the bioapi_bir_biometric_data_format.FormatOwner field.

If the Format.formatOwner field contains an OBJECT IDENTIFIER, the BiometricObject cannot be translated into a BIR.

formatID

If the formatID field contains the encoding of an INTEGER, then the decoded value of the INTEGER shall be used as the value of the bioapi_bir_biometric_data_format.FormatID field.

If the formatID field does not contain the encoding of an INTEGER, the BiometricObject cannot be translated into a BIR.

BiometricData

Type BiometricObject is defined as 

BiometricData ::= OCTET STRING (SIZE(1..MAX))

A value of this type corresponds to the BIR BiometricData  field in the BioAPI bioapi_bir structure and is defined as

typedef uint8 BioAPI_BIR_BIOMETRIC_DATA;

Both of these data types are opaque strings that for the purpose of transfer have no internal structure. They contain unprotected binary biometric samples aligned in 8-bit words.

3.1.2 IntegrityObject

Type IntegrityObject is defined as 

IntegrityObject ::= SEQUENCE {

   biometricObject  BiometricObject,

   integrityBlock   IntegrityBlock

}

This type is composed of two components, a biometricObject and an integrityBlock. Type

BiometricObject consists of a biometric header and biometric data. Type IntegrityBlock is a choice type with four alternatives:

IntegrityBlock ::= CHOICE {

   signature          Signature,

   mac                Mac,

   signedData         SignedData,

   authenticatedData  AuthenticatedData

}

The choice alternatives of type IntegrityBlock have the following meanings:

signature

a simple digital signature on a biometric object

mac


a need text here

signedData

a need text here

authenticatedData
a need text here

Signature

Type Signature is defined as 

Signature ::= SIGNATURE { EncodedBiometricObject }

This type is defined in terms of the parameterized type SIGNATURE {} whose single parameter ToBeSigned is an open type that is to be input to a digital signature process that results in the BIT STRING value signature:

SIGNATURE { ToBeSigned } ::= SEQUENCE { 

   algorithm  SignatureAlgorithmIdentifier,

   signature  BIT STRING( CONSTRAINED BY { 

                 -- signature on a value of -- ToBeSigned })

}

After the reference to this parameterized type is processed, type Signature is defined as:

Signature ::= SEQUENCE { 

   algorithm  SignatureAlgorithmIdentifier,

   signature  BIT STRING 

                 ( CONSTRAINED BY { EncodedBiometricObject })

}

3.1.2.1.1 Digital Signature Process

Mac

Type Mac is defined in as 

Mac ::= MAC { EncodedBiometricObject }

This type is defined in terms of the parameterized type MAC {} whose single parameter ToBeMACed is an open type that is to be input to either a message authentication process that results in the OCTET STRING value mac:

MAC { ToBeMACed } ::= SEQUENCE {

   keyName    OCTET STRING  OPTIONAL,

   algorithm  MACAlgorithmIdentifier,

   mac        OCTET STRING (CONSTRAINED BY {

                 -- MAC or HMAC on a value of -- ToBeMACed }) 

}

After the reference to this parameterized type is processed, type Mac is defined as:

Mac ::= SEQUENCE {

   keyName    OCTET STRING  OPTIONAL,

   algorithm  MACAlgorithmIdentifier,

   mac        OCTET STRING 

                 ( CONSTRAINED BY { EncodedBiometricObject }) 

}

3.1.2.1.2 Message Authentication Process

SignedData

Type SignedData is defined as 

SignedData ::= SEQUENCE {

   version           Version ( v3 | vx9-73, ... ),

   digestAlgorithms  DigestAlgorithmIdentifiers,

   encapContentInfo  EncapsulatedContentInfo,

   certificates      [0] CertificateSet  OPTIONAL,

   crls              [1] CertificateRevocationLists  OPTIONAL,

   signerInfos       SignerInfos

}

The components of type SignedData have the following meanings:

version



need text here

digestAlgorithms

need text here This sequence has only one AlgorithmIdentifier

component since there is only one signer of the content.

encapContentInfo

need text here

certificates


need text here

crls



need text here

signerInfos


need text here. This sequence has only one SignerInfo
 component since there is only one signer of the content.

PHG: Remember that the content is not included in the SignedData in XCBF as it already appears in the IntegrityObject.biometricObject and so should not be duplicated.

SignerInfos ::= SET SIZE(1) OF SignerInfo

SignerInfo ::= SEQUENCE {

   version             Version (v1 | v3, ...),

   sid                 SignerIdentifier,

   digestAlgorithm     DigestAlgorithmIdentifier,

   signatureAlgorithm  SignatureAlgorithmIdentifier,

   signature           SignatureValue

}

The SignerIdentifier type is used to identify the public key certificate associated with the private key used to create the signature component of SignerInfo.  This type is defined in XCBF as a choice type having only one alternative:

SignerIdentifier ::= CHOICE {

   certHash  [1] EXPLICIT Hash

}

The certHash choice alternative of SignerIdentifier provides a single, simple mechanism that allows any type of digital certificate to be identified. 

PHG: Will the hash be over the DER or the CXER encoding of X.509 and X9.68 certificates? 

3.1.2.1.3 Message digest and signature process

A message digest is used to create the digital signature carried in the SignerInfo component of SignedData. The message digest is calculated using the algorithm and parameters specified in the digestAlgorithm component of SignerInfo, and the value of the eContent component of EncapsulatedContentInfo. The eContentType component of EncapsulatedContentInfo identifies the type of value being signed. This is always the object identifer id-data in XCBF.

When a value of type SignedData is represented as XML markup, the starting and ending eContent tags are excluded from the message digest process. Only the "value" portion of the  complete canonical XER encoding of eContent is digested. The  <eContent> and </eContent> tags are excluded from the message digest process.

The result of the message digest process is then digitally signed using the signers private key and the signature algorithm and parameters specified in the signatureAlgorithm component of SignerInfo. The result of the signature process becomes the value of the signature component of the SignerInfo component of SignedData.

AuthenticatedData

Type AuthenticatedData is defined in X9.84 as 

AuthenticatedData ::= SEQUENCE {

   version         Version (v0),

   recipientInfos  RecipientInfos,

   macAlgorithm    MACAlgorithmIdentifier,

   contentInfo     ContentInfo,

   mac             MessageAuthenticationCode

}

3.1.3 PrivacyObject

Type PrivacyObject is defined in X9.84 as 

PrivacyObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   privacyBlock     PrivacyBlock

}

PrivacyBlock ::= CHOICE {

   fixedKey        EncryptedData,

   namedKey        NamedKeyEncryptedData,

   establishedKey  EnvelopedData

}

EncryptedData

Type EncryptedData is defined in X9.84 as 

EncryptedData ::= SEQUENCE {

   version               Version (v0),

   encryptedContentInfo  EncryptedContentInfo

}

EncryptedContentInfo ::= SEQUENCE {

   contentType                 ContentType,

   contentEncryptionAlgorithm  ContentEncryptAlgorithmIdentifier,

   encryptedContent            [0] EncryptedContent  OPTIONAL

}

ContentEncryptAlgorithmIdentifier ::= 

      AlgorithmIdentifier {{ContentEncryptionAlgorithms}}

ContentEncryptionAlgorithms ALGORITHM ::= { 

   ...  -- any X9-approved algorithm --

}

EncryptedContent ::= OCTET STRING

3.1.3.1.1 Encryption Process

3.1.3.1.2 Decryption Process 

NamedKeyEncryptedData

Type NamedKeyEncryptedData is defined in X9.84 as 

NamedKeyEncryptedData ::= SEQUENCE {

   keyName        OCTET STRING (SIZE(1..MAX)),

   encryptedData  EncryptedData

}

3.1.3.1.3 Encryption Process

3.1.3.1.4 Decryption Process

EnvelopedData

Type EnvelopedData is defined in X9.84 as 

EnvelopedData ::= SEQUENCE {

   version               Version,

   recipientInfos        RecipientInfos,

   encryptedContentInfo  EncryptedContentInfo

}

3.1.3.1.5 Envelope Encryption Process

3.1.3.1.6 Envelope Decryption Process

3.1.4 PrivacyAndIntegrityObject

Type PrivacyAndIntegrityObject is defined in X9.84 as 

PrivacyAndIntegrityObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   privacyBlock     PrivacyBlock,

   integrityBlock   IntegrityBlock

}
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5 XCBF Schema

The following ASN.1 modules provide the schema for all of the XML markup defined in this standard. 

5.1 X9-84-Biometrics Module

X9-84-Biometrics { 

   iso(1) identified-organization(3) tc68(133) country(16) x9(840) 

      x9Standards(9) x9-84(84) module(0) biometrics(1) rev(1) } 

   DEFINITIONS AUTOMATIC TAGS ::= BEGIN

-- EXPORTS All;

IMPORTS 

   -- X9.84 Biometrics Information Management and Security IDs --

   BiometricTypes, CBEFF-Formats, IBIA-Formats, MatchingAIDs,

   ProcessingAIDs, X9-Formats

      FROM X9-84-Identifiers {

         iso(1) identified-organization(3) tc68(133) country(16)

            x9(840) x9Standards(9) x9-84(84) module(0)

               ids(3) rev(1) }

   -- X9.84 Biometrics Information Management and Security CMS --

   AuthenticatedData, EncryptedData, EnvelopedData, 

   MACAlgorithmIdentifier, SignatureAlgorithmIdentifier,

   SignedData

      FROM X9-84-CMS {

         iso(1) identified-organization(3) tc68(133) country(16)

            x9(840) x9Standards(9) x9-84(84) module(0)

               cms(2) rev(1) } ;

BiometricSyntax ::= CHOICE {  

   biometricObject            BiometricObject, 

   integrityObject            IntegrityObject, 

   privacyObject              PrivacyObject,

   privacyAndIntegrityObject  PrivacyAndIntegrityObject

}

BiometricObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   biometricData    BiometricData

}

EncodedBiometricObject ::= BIOMETRIC.&Type( BiometricObject )

BiometricHeader ::= SEQUENCE {

   version         BiometricVersion  DEFAULT hv1,

   recordType      RecordType  OPTIONAL,

   dataType        DataType  OPTIONAL,

   purpose         Purpose  OPTIONAL,

   quality         Quality  OPTIONAL,

   validityPeriod  ValidityPeriod  OPTIONAL,

   format          Format  OPTIONAL

} 

BiometricVersion ::= INTEGER { hv1(0) } (0..MAX)

RecordType ::= BIOMETRIC.&name({BiometricTypes})

DataType ::= ENUMERATED {

   raw          (0),

   intermediate (1),

   processed    (2)

}

Purpose ::= ENUMERATED {

   verify          (1),

   identify        (2),

   enroll          (3),

   enrollVerify    (4),

   enrollIdentity  (5),

   audit           (6),

   ...  -- Expect other values --

}

Quality ::= INTEGER {

   lowest       (  0),

   highest      (100),

   notSet       ( -1),

   notSupported ( -2)

} (-2..100,...)

ValidityPeriod ::= SEQUENCE {

   notBefore  DateTime OPTIONAL,

   notAfter   DateTime  OPTIONAL

} 

 (ALL EXCEPT({ -- none; at least one component is present -- }))

DateTime ::= RELATIVE-OID  -- { yyyy mm dd hh mm ss z }

Format ::= SEQUENCE {

   formatOwner  BIOMETRIC.&name({Owner}),

   formatType   BIOMETRIC.&Type({Owner}{@formatOwner})  OPTIONAL

}

Owner BIOMETRIC ::= {

   CBEFF-Formats  |  -- http://www.nist.gov --

   IBIA-Formats   |  -- http://www.ibia.org --

   X9-Formats,       -- http://www.x9.org --

   ...  -- expect additional vendor specific formats --

} 

-- Integrity --

IntegrityObject ::= SEQUENCE {

   biometricObject  BiometricObject,

   integrityBlock   IntegrityBlock

}

IntegrityBlock ::= CHOICE {

   signature          Signature,

   mac                Mac,

   signedData         SignedData,

   authenticatedData  AuthenticatedData

}

Signature ::= SIGNATURE { EncodedBiometricObject }

Mac ::= MAC { EncodedBiometricObject }

-- Privacy --

PrivacyObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   privacyBlock     PrivacyBlock

}

PrivacyBlock ::= CHOICE {

   fixedKey        EncryptedData,

   namedKey        NamedKeyEncryptedData,

   establishedKey  EnvelopedData

}

NamedKeyEncryptedData ::= SEQUENCE {

   keyName        OCTET STRING (SIZE(1..MAX)),

   encryptedData  EncryptedData

}

-- Privacy and integrity --

PrivacyAndIntegrityObject ::= SEQUENCE {

   biometricHeader  BiometricHeader,

   privacyBlock     PrivacyBlock,

   integrityBlock   IntegrityBlock

}

-- Authentication Information (AI) --

BiometricInfo ::= SEQUENCE SIZE(1..MAX) OF BioInformation

BioInformation ::= SEQUENCE {

   processingInfo  ProcessingInfo  OPTIONAL,

   matchingInfo    MatchingInfo  OPTIONAL

}

 (ALL EXCEPT({ -- none; at least one component is present -- ))

-- Biometric processing algorithms --

ProcessingInfo ::= SEQUENCE SIZE(1..MAX) OF ProcessingInformation

ProcessingInformation ::= SEQUENCE {

   id     BIOMETRIC.&name({ProcessingAIDs}),

   parms  BIOMETRIC.&Type({ProcessingAIDs}{@id})  OPTIONAL

}

-- Biometric matching methods --

MatchingInfo ::= SEQUENCE SIZE(1..MAX) OF MatchingInformation 

MatchingInformation ::= SEQUENCE {

   id     BIOMETRIC.&name({MatchingAIDs}),

   parms  BIOMETRIC.&Type({MatchingAIDs}{@id})  OPTIONAL

}

BiometricData ::= OCTET STRING(SIZE(1..MAX))

EncodedBiometricData ::= BIOMETRIC.&Type( BiometricData )

-- Biometrics information object class --

BIOMETRIC ::= CLASS {

   &name  BIOMETRIC-IDENTIFIER  UNIQUE,

   &Type  OPTIONAL

}

   WITH SYNTAX { BIOMETRIC &name [ DATA &Type ] }

BIOMETRIC-IDENTIFIER ::= CHOICE {

   oid  OBJECT IDENTIFIER,  -- complete object identifier

   id   RELATIVE-OID        -- object identifier fragment

}

-- Parameterized types --

SIGNATURE { ToBeSigned } ::= SEQUENCE { 

   algorithm  SignatureAlgorithmIdentifier,

   signature  BIT STRING( CONSTRAINED BY { 

                 -- signature on a value of -- ToBeSigned })

}

MAC { ToBeMACed } ::= SEQUENCE {

   keyName    OCTET STRING  OPTIONAL,

   algorithm  MACAlgorithmIdentifier,

   mac        OCTET STRING (CONSTRAINED BY {

                 -- MAC or HMAC on a value of -- ToBeMACed }) 

}

END  -- X9-84-Biometrics --

5.2 X9-84-CMS Module

X9-84-CMS {

   iso(1) identified-organization(3) tc68(133) country(16) x9(840) 

      x9Standards(9) x9-84(84) module(0) cms(2) rev(1) } 

   DEFINITIONS IMPLICIT TAGS ::= BEGIN

-- EXPORTS All;

IMPORTS 

   -- ITU-T X.501 Directory Information Framework --

   Name

      FROM InformationFramework { 

         joint-iso-itu-t ds(5) 

            modules(1) informationFramework(1) 3 }

   -- ANS X9.73 Cryptographic Message Syntax --

   CertificateRevocationLists, CertificateSet,

   ExtendedKeyMgmtRecipientInfo, IssuerAndSerialNumber

      FROM X973CryptographicMessageSyntax {

         iso(1) member-body(2) us(840) x973(10060) module(0) 1 }

   -- ANS X9.84 Biometric Information Management & Security IDs --

   dhpublicnumber, dsa-with-sha1, ecdsa-with-SHA1, ellipticCurve,

   SHA-Algorithms, rsaEncryption, sha1WithRSAEncryption

      FROM X9-84-Identifiers {

         iso(1) identified-organization(3) tc68(133) country(16)

            x9(840) x9Standards(9) x9-84(84) module(0)

               ids(3) rev(1) };

SignedData ::= SEQUENCE {

   version           Version (v3 | vx9-73, ...),

   digestAlgorithms  DigestAlgorithmIdentifiers,

   encapContentInfo  EncapsulatedContentInfo,

   certificates      [0] CertificateSet  OPTIONAL,

   crls              [1] CertificateRevocationLists  OPTIONAL,

   signerInfos       SignerInfos

}

-- Old X9.84 Version ::= INTEGER  { 

--                             v0(0), v1(1), v2(2), v3(3), v4(4) }

Version ::= INTEGER {

   v0      (0),

   v1      (1),

   v2      (2),

   v3      (3),

   v4      (4),

   v5      (5),

   vx9-73 (73)

}

DigestAlgorithmIdentifiers ::= 

      SET SIZE(1) OF DigestAlgorithmIdentifier

DigestAlgorithmIdentifier ::= AlgorithmIdentifier {{DigestAlgorithms}}

DigestAlgorithms ALGORITHM ::= {

   SHA-Algorithms,

   ... -- Expect others  --

}

EncapsulatedContentInfo ::= SEQUENCE {

   eContentType  ContentType,

   eContent      [0] EXPLICIT OCTET STRING  OPTIONAL

}

ContentType ::= CONTENTS.&id({Contents})

CONTENTS ::= TYPE-IDENTIFIER  -- ISO/IEC 8824-2:1998, Annex A

Contents CONTENTS ::= {

   { Data IDENTIFIED BY id-signedData }

}

CertificateRevocationLists ::= SET SIZE(1..MAX) OF CertificateList

SignerInfos ::= SET SIZE(1) OF SignerInfo

SignerInfo ::= SEQUENCE {

   version             Version (v1 | v3, ...),

   sid                 SignerIdentifier,

   digestAlgorithm     DigestAlgorithmIdentifier,

   signatureAlgorithm  SignatureAlgorithmIdentifier,

   signature           SignatureValue

}

SignerIdentifier ::= CHOICE {

   certHash               [1] EXPLICIT Hash

}

SignatureAlgorithmIdentifier ::= 

      AlgorithmIdentifier {{SignatureAlgorithms}}

SignatureAlgorithms ALGORITHM ::= { 

-- { OID dsa-with-sha1   PHG need to define parms --

-- { OID ecdsa-with-SHA1 PHG need to define parms --

   { OID sha1WithRSAEncryption PARMS NoIV },

   ...  -- Expect others -- 

}

SignatureValue ::= OCTET STRING

EncryptedData ::= SEQUENCE {

   version               Version (v0),

   encryptedContentInfo  EncryptedContentInfo

}

EncryptedContentInfo ::= SEQUENCE {

   contentType                 ContentType,

   contentEncryptionAlgorithm  ContentEncryptAlgorithmIdentifier,

   encryptedContent            [0] EncryptedContent  OPTIONAL

}

ContentEncryptAlgorithmIdentifier ::= 

      AlgorithmIdentifier {{ContentEncryptionAlgorithms}}

ContentEncryptionAlgorithms ALGORITHM ::= { 

   ...  -- any X9-approved algorithm --

}

EncryptedContent ::= OCTET STRING

EnvelopedData ::= SEQUENCE {

   version               Version,

   recipientInfos        RecipientInfos,

   encryptedContentInfo  EncryptedContentInfo

}

RecipientInfos ::= SET SIZE(1) OF RecipientInfo

RecipientInfo ::= CHOICE {

   ktri   KeyTransRecipientInfo,

   kari   [1] KeyAgreeRecipientInfo,

   kekri  [2] KEKRecipientInfo,

-- Choice [3] reserved for IETF password-based encryption

   ekmri  [4] ExtendedKeyMgmtRecipientInfo

}

KeyTransRecipientInfo ::= SEQUENCE {

   version                 Version (v0|v2),

   rid                     EntityIdentifier,

   keyEncryptionAlgorithm  KeyEncryptionAlgorithmIdentifier,

   encryptedKey            EncryptedKey

}

EntityIdentifier ::= CHOICE {

   issuerAndSerialNumber  IssuerAndSerialNumber,

   subjectKeyIdentifier   [0] SubjectKeyIdentifier,

   certHash               [1] EXPLICIT Hash

}

SubjectKeyIdentifier ::= OCTET STRING

KeyEncryptionAlgorithmIdentifier ::= 

      AlgorithmIdentifier {{KeyEncryptionAlgorithms}}

KeyEncryptionAlgorithms ALGORITHM ::= { 

   ... -- any X9-approved algorithm --

}

EncryptedKey ::= OCTET STRING

KeyAgreeRecipientInfo ::= SEQUENCE {

   version                 Version (v3),  

   originatorCert          [0] EXPLICIT EntityIdentifier,

   ukm                     [1] EXPLICIT UserKeyingMaterial  OPTIONAL,

   keyEncryptionAlgorithm  KeyEncryptionAlgorithmIdentifier,

   recipientEncryptedKeys  RecipientEncryptedKeys 

}

UserKeyingMaterial ::= OCTET STRING

RecipientEncryptedKeys ::= 

   SEQUENCE SIZE(1..MAX) OF RecipientEncryptedKey

RecipientEncryptedKey ::= SEQUENCE {

   rid           RecipientIdentifier,

   encryptedKey  EncryptedKey

}

RecipientIdentifier ::= CHOICE {

   issuerAndSerialNumber  IssuerAndSerialNumber,

   rKeyId                 [0] RecipientKeyIdentifier,

   certHash               [1] EXPLICIT Hash

}

RecipientKeyIdentifier ::= SEQUENCE {

   subjectKeyIdentifier  SubjectKeyIdentifier,

   date                  GeneralizedTime  OPTIONAL,

   other                 OtherKeyAttribute  OPTIONAL

}

OtherKeyAttribute ::= AttributeTypeAndValue

KEKRecipientInfo ::= SEQUENCE {

   version                 Version (v4), 

   kekid                   KEKIdentifier,

   keyEncryptionAlgorithm  KeyEncryptionAlgorithmIdentifier,

   encryptedKey            EncryptedKey

}

KEKIdentifier ::= SEQUENCE {

   kekIdentifier  OCTET STRING,

   date           GeneralizedTime  OPTIONAL,

   other          OtherKeyAttribute  OPTIONAL

}

AuthenticatedData ::= SEQUENCE {

   version         Version (v0),

   recipientInfos  RecipientInfos,

   macAlgorithm    MACAlgorithmIdentifier,

   contentInfo     ContentInfo,

   mac             MessageAuthenticationCode

}

MACAlgorithmIdentifier ::= AlgorithmIdentifier {{MACAlgorithms}}

MACAlgorithms ALGORITHM ::= { 

-- PHG Need X9.71 HMAC OID here

   ...  -- any X9-approved MAC or HMAC algorithm -- 

}

MessageAuthenticationCode ::= OCTET STRING

-- Cryptographic algorithm identification --

ALGORITHM ::= CLASS {

   &id    OBJECT IDENTIFIER  UNIQUE,

   &Type  OPTIONAL

}

   WITH SYNTAX { OID &id [PARMS &Type] } 

AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {

   algorithm   ALGORITHM.&id( {IOSet} ),

   parameters  ALGORITHM.&Type( {IOSet}{@algorithm} )  OPTIONAL

}

-- Attribute identification --

ATTRIBUTE ::= CLASS {

   &Type,

   &id     OBJECT IDENTIFIER  UNIQUE

}

  WITH SYNTAX { WITH SYNTAX &Type ID &id }

AttributeTypeAndValue ::= SEQUENCE {

   type   ATTRIBUTE.&id({OtherAttributes}),

   value  ATTRIBUTE.&Type({OtherAttributes}{@type})

}

OtherAttributes ATTRIBUTE ::= { ... } 

END  -- X9-84-CMS --

5.3 X9-84-Identifiers Module

X9-84-Identifiers {

   iso(1) identified-organization(3) tc68(133) country(16) x9(840) 

      x9Standards(9) x9-84(84) module(0) ids(3) rev(1) } 

   DEFINITIONS AUTOMATIC TAGS ::= BEGIN

-- EXPORTS All;

IMPORTS

   -- X9.84 Biometrics Information Management and Security --

   BIOMETRIC, BiometricInfo

      FROM X9-84-Biometrics {

         iso(1) identified-organization(3) tc68(133) country(16)

            x9(840) x9Standards(9) x9-84(84) module(0)

               biometrics(1) rev(1) };

   -- X9.84 Biometrics Information Management and Security CMS --

   ALGORITHM

      FROM X9-84-CMS {

         iso(1) identified-organization(3) tc68(133) country(16)

            x9(840) x9Standards(9) x9-84(84) module(0)

               cms(2) rev(1) };

OID ::= OBJECT IDENTIFIER  -- Alias

RelOID ::= RELATIVE-OID  -- Alias

-- x9-84                          { 1 3 133 16 840 9 84         }

-- x9-84-Module                   { 1 3 133 16 840 9 84 0       }

-- x9-84-Biometrics               { 1 3 133 16 840 9 84 0  1    }

-- x9-84-CMS                      { 1 3 133 16 840 9 84 0  2    }

-- x9-84-Identifiers              { 1 3 133 16 840 9 84 0  3    }

-- biometric                      { 1 3 133 16 840 9 84 1       }

-- id-unknown-Type                { 1 3 133 16 840 9 84 1  0    }

-- id-body-Odor                   { 1 3 133 16 840 9 84 1  1    }

-- id-dna                         { 1 3 133 16 840 9 84 1  2    }

-- id-ear-Shape                   { 1 3 133 16 840 9 84 1  3    }

-- id-facial-Features             { 1 3 133 16 840 9 84 1  4    }

-- id-finger-Image                { 1 3 133 16 840 9 84 1  5    }

-- id-finger-Geometry             { 1 3 133 16 840 9 84 1  6    }

-- id-hand-Geometry               { 1 3 133 16 840 9 84 1  7    }

-- id-iris-Features               { 1 3 133 16 840 9 84 1  8    }

-- id-keystroke-Dynamics          { 1 3 133 16 840 9 84 1  9    }

-- id-palm                        { 1 3 133 16 840 9 84 1 10    }

-- id-retina                      { 1 3 133 16 840 9 84 1 11    }

-- id-signature                   { 1 3 133 16 840 9 84 1 12    }

-- id-speech-Pattern              { 1 3 133 16 840 9 84 1 13    }

-- id-thermal-Image               { 1 3 133 16 840 9 84 1 14    }

-- id-vein-Pattern                { 1 3 133 16 840 9 84 1 15    }

-- id-thermal-Face-Image          { 1 3 133 16 840 9 84 1 16    }

-- id-thermal-Hand-Image          { 1 3 133 16 840 9 84 1 17    }

-- id-lip-Movement                { 1 3 133 16 840 9 84 1 18    }

-- id-gait                        { 1 3 133 16 840 9 84 1 19    } 

-- processing-algorithm           { 1 3 133 16 840 9 84 2       }

-- matching-method                { 1 3 133 16 840 9 84 3       }

-- format-Owner                   { 1 3 133 16 840 9 84 4       }

-- cbeff-Owner                    { 1 3 133 16 840 9 84 4  0    }

-- ibia-Owner                     { 1 3 133 16 840 9 84 4  1    }

-- id-ibia-SAFLINK                { 1 3 133 16 840 9 84 4  1  1 }

-- id-ibia-Bioscrypt              { 1 3 133 16 840 9 84 4  1  2 }

-- id-ibia-Visionics              { 1 3 133 16 840 9 84 4  1  3 }

-- id-ibia-InfineonTechnologiesAG { 1 3 133 16 840 9 84 4  1  4 }

-- id-ibia-IridianTechnologies    { 1 3 133 16 840 9 84 4  1  5 }

-- id-ibia-Veridicom              { 1 3 133 16 840 9 84 4  1  6 }

-- id-ibia-CyberSIGN              { 1 3 133 16 840 9 84 4  1  7 }

-- id-ibia-eCryp                  { 1 3 133 16 840 9 84 4  1  8 }

-- id-ibia-FingerprintCardsAB     { 1 3 133 16 840 9 84 4  1  9 }

-- id-ibia-SecuGen                { 1 3 133 16 840 9 84 4  1 10 }

-- id-ibia-PreciseBiometric       { 1 3 133 16 840 9 84 4  1 11 }

-- id-ibia-Identix                { 1 3 133 16 840 9 84 4  1 12 }

-- id-ibia-DERMALOG               { 1 3 133 16 840 9 84 4  1 13 }

-- x9-Owner                       { 1 3 133 16 840 9 84 4  2    }

-- X9.84 arc; base object identifier --

x9-84 OID ::= {

   iso(1) identified-organization(3) tc68(133) country(16)

      x9(840) x9Standards(9) x9-84(84)

}

-- X9.84 ASN.1 modules --

x9-84-Module OID ::= { x9-84 modules(0) } 

-- PHG added rev(1) to the following three module OIDs

x9-84-Biometrics  OID ::= { x9-84-Module biometrics(1) rev(1) }

x9-84-CMS         OID ::= { x9-84-Module cms(2) rev(1) }

x9-84-Identifiers OID ::= { x9-84-Module ids(3) rev(1) }

-- X9.84 biometric technologies --

biometric OID ::= { x9-84 biometrics(1) }

id-unknown-Type       OID ::= { biometric unknownType(0) }

id-body-Odor          OID ::= { biometric bodyOdor(1) } 

id-dna                OID ::= { biometric dna(2) }

id-ear-Shape          OID ::= { biometric ear-Shape(3) }

id-facial-Features    OID ::= { biometric earShape(4) }

id-finger-Image       OID ::= { biometric facialFeatures(5) }

id-finger-Geometry    OID ::= { biometric fingerImage(6) }

id-hand-Geometry      OID ::= { biometric handGeometry(7) }

id-iris-Features      OID ::= { biometric irisFeatures(8) }

id-keystroke-Dynamics OID ::= { biometric keystrokeDynamics(9) }

id-palm               OID ::= { biometric palm(10) }

id-retina             OID ::= { biometric retina(11) }

id-signature          OID ::= { biometric signature(12) }

id-speech-Pattern     OID ::= { biometric speech-Pattern(13) }

id-thermal-Image      OID ::= { biometric thermalImage(14) }

id-vein-Pattern       OID ::= { biometric veinPattern(15) }

id-thermal-Face-Image OID ::= { biometric thermalFaceImage(16) }

id-thermal-Hand-Image OID ::= { biometric thermalHandImage(17) }

id-lip-Movement       OID ::= { biometric lipMovement(18) }

id-gait               OID ::= { biometric gait(19) }

-- X9.84 biometric technology object identifier fragments -- 

unknown-Type        RelOID ::= { unknownType(0) }

body-Odor           RelOID ::= { bodyOdor(1) }

dna                 RelOID ::= { dna(2) }

ear-Shape           RelOID ::= { earShape(3) }

facial-Features     RelOID ::= { facialFeatures(4) }

finger-Image        RelOID ::= { fingerImage(5) }

finger-Geometry     RelOID ::= { fingerGeometry(6) }

hand-Geometry       RelOID ::= { handGeometry(7) }

iris-Features       RelOID ::= { irisFeatures(8) }

keystroke-Dynamics  RelOID ::= { keystrokeDynamics(9) }

palm                RelOID ::= { palm(10) }

retina              RelOID ::= { retina(11) }

signature           RelOID ::= { signature(12) }

speech-Pattern      RelOID ::= { speechPattern(13) }

thermal-Image       RelOID ::= { thermalImage(14) }

vein-Pattern        RelOID ::= { veinPattern(15) }

thermal-Face-Image  RelOID ::= { thermalFaceImage(16) }

thermal-Hand-Image  RelOID ::= { thermalHandImage(17) }

lip-Movement        RelOID ::= { lipMovement(18) }

gait                RelOID ::= { gait(19) }

BiometricTypes BIOMETRIC ::= { 

   { BIOMETRIC id : unknown-Type       } |

   { BIOMETRIC id : body-Odor          } |

   { BIOMETRIC id : dna                } |

   { BIOMETRIC id : ear-Shape          } |

   { BIOMETRIC id : facial-Features    } |

   { BIOMETRIC id : finger-Image       } |

   { BIOMETRIC id : finger-Geometry    } |

   { BIOMETRIC id : hand-Geometry      } |

   { BIOMETRIC id : iris-Features      } |

   { BIOMETRIC id : keystroke-Dynamics } |

   { BIOMETRIC id : palm               } |

   { BIOMETRIC id : retina             } |

   { BIOMETRIC id : signature          } |

   { BIOMETRIC id : speech-Pattern     } |

   { BIOMETRIC id : thermal-Image      } |

   { BIOMETRIC id : vein-Pattern       } |

   { BIOMETRIC id : thermal-Face-Image } |

   { BIOMETRIC id : thermal-Hand-Image } |

   { BIOMETRIC id : lip-Movement       } |

   { BIOMETRIC id : gait               },

   ...  -- expect additional biometric types --

}

-- X9.84 biometric processing algorithms --

processing-algorithm OID ::= { x9-84 processingAlgorithms(2) }

-- X9.84 biometric matching methods --

matching-method OID ::= { x9-84 matchingMethods(3) }

-- X9.84 vendor specific formats --

format-Owner OID ::= { x9-84 format-owners(4) }

cbeff-Owner OID ::= { format-Owner cbeff(0) }

ibia-Owner  OID ::= { format-Owner ibia(1) }

x9-Owner    OID ::= { format-Owner x9(2) }

-- IBIA vendor specific formats registered at http://www.ibia.org 

id-ibia-SAFLINK                OID ::= { ibia-Owner  1 }

id-ibia-Bioscrypt              OID ::= { ibia-Owner  2 }

id-ibia-Visionics              OID ::= { ibia-Owner  3 }

id-ibia-InfineonTechnologiesAG OID ::= { ibia-Owner  4 }

id-ibia-IridianTechnologies    OID ::= { ibia-Owner  5 }

id-ibia-Veridicom              OID ::= { ibia-Owner  6 }

id-ibia-CyberSIGN              OID ::= { ibia-Owner  7 }

id-ibia-eCryp                  OID ::= { ibia-Owner  8 }

id-ibia-FingerprintCardsAB     OID ::= { ibia-Owner  9 }

id-ibia-SecuGen                OID ::= { ibia-Owner 10 }

id-ibia-PreciseBiometric       OID ::= { ibia-Owner 11 }

id-ibia-Identix                OID ::= { ibia-Owner 12 }

id-ibia-DERMALOG               OID ::= { ibia-Owner 13 }

-- When represented as values of type OBJECT IDENTIFIER, these

-- IBIA vendor specific formats may be associated with any ASN.1

-- type.   

IBIAoidFormats BIOMETRIC ::= {

   { BIOMETRIC oid : id-ibia-SAFLINK                DATA Any } |

   { BIOMETRIC oid : id-ibia-Bioscrypt              DATA Any } |

   { BIOMETRIC oid : id-ibia-Visionics              DATA Any } |

   { BIOMETRIC oid : id-ibia-InfineonTechnologiesAG DATA Any } |

   { BIOMETRIC oid : id-ibia-IridianTechnologies    DATA Any } |

   { BIOMETRIC oid : id-ibia-Veridicom              DATA Any } |

   { BIOMETRIC oid : id-ibia-CyberSIGN              DATA Any } |

   { BIOMETRIC oid : id-ibia-eCryp                  DATA Any } |

   { BIOMETRIC oid : id-ibia-FingerprintCardsAB     DATA Any } |

   { BIOMETRIC oid : id-ibia-SecuGen                DATA Any } |

   { BIOMETRIC oid : id-ibia-PreciseBiometric       DATA Any } |

   { BIOMETRIC oid : id-ibia-Identix                DATA Any } |

   { BIOMETRIC oid : id-ibia-DERMALOG               DATA Any },

   ...  -- Expect additional vendor specific formats --

}

Any ::= TYPE-IDENTIFIER.&Type  -- Application constrained

-- Relative object identifier representations of the identical

-- IBIA vendor specific formats defined as OBJECT IDENTIFIER

-- values above are used to identify these formats when they must

-- comply with the fixed format requirements of the BioAPI 1.1

-- specification and are associated with a two byte integer value.  

ibia-SAFLINK                RelOID ::= {  1 }

ibia-Bioscrypt              RelOID ::= {  2 }

ibia-Visionics              RelOID ::= {  3 }

ibia-InfineonTechnologiesAG RelOID ::= {  4 }

ibia-IridianTechnologies    RelOID ::= {  5 }

ibia-Veridicom              RelOID ::= {  6 }

ibia-CyberSIGN              RelOID ::= {  7 }

ibia-eCryp                  RelOID ::= {  8 }

ibia-FingerprintCardsAB     RelOID ::= {  9 }

ibia-SecuGen                RelOID ::= { 10 }

ibia-PreciseBiometric       RelOID ::= { 11 }

ibia-Identix                RelOID ::= { 12 }

ibia-DERMALOG               RelOID ::= { 13 }

IBIAidFormats BIOMETRIC ::= {

   { BIOMETRIC id : ibia-SAFLINK                DATA BirInt16 } |

   { BIOMETRIC id : ibia-Bioscrypt              DATA BirInt16 } |

   { BIOMETRIC id : ibia-Visionics              DATA BirInt16 } |

   { BIOMETRIC id : ibia-InfineonTechnologiesAG DATA BirInt16 } |

   { BIOMETRIC id : ibia-IridianTechnologies    DATA BirInt16 } |

   { BIOMETRIC id : ibia-Veridicom              DATA BirInt16 } |

   { BIOMETRIC id : ibia-CyberSIGN              DATA BirInt16 } |

   { BIOMETRIC id : ibia-eCryp                  DATA BirInt16 } |

   { BIOMETRIC id : ibia-FingerprintCardsAB     DATA BirInt16 } |

   { BIOMETRIC id : ibia-SecuGen                DATA BirInt16 } |

   { BIOMETRIC id : ibia-PreciseBiometric       DATA BirInt16 } |

   { BIOMETRIC id : ibia-Identix                DATA BirInt16 } |

   { BIOMETRIC id : ibia-DERMALOG               DATA BirInt16 },

   ...  -- Expect others --

}

BirInt16 ::= INTEGER (0..65535)

IBIA-Formats BIOMETRIC ::= {

   IBIAoidFormats  |  -- Complete object identifiers

   IBIAidFormats,     -- Object identifier fragments

   ...  -- Expect additional IBIA vendor specific formats --

}

id-x984BioInfo  OID ::= { cbeff-Owner x984BioInfo(0) }

CBEFFoidFormats BIOMETRIC ::= {

   { BIOMETRIC oid : id-x984BioInfo DATA BiometricInfo },

   ...  -- Expect other objects --

}

x984BioInfo  RelOID ::= { x984BioInfo(0) }  -- CBEFF owner

CBEFFidFormats BIOMETRIC ::= {

   { BIOMETRIC id : x984BioInfo DATA BiometricInfo },

   ...  -- Expect other objects --

}

CBEFF-Formats BIOMETRIC ::= {

   CBEFFoidFormats  |  -- Complete object identifiers

   CBEFFidFormats,     -- Object identifier fragments

   ...  -- Expect additional CBEFF vendor specific formats --

}

MatchingAIDs BIOMETRIC ::= {

   ...  -- Expect CBEFF assignments in BiometricInfo --

}

ProcessingAIDs BIOMETRIC ::= {

   ...  -- Expect CBEFF assignments in BiometricInfo --

}

X9-Formats BIOMETRIC ::= {

   ...  -- Expect additional X9 vendor specific formats --

}

-- Security object identifiers 

-- id-sha1        { 1  3  14 3   2 26       }

-- sha2Algorithm  { 2 16 840 1 101  3 4 2   }

-- id-sha256      { 2 16 840 1 101  3 4 2 1 }

-- id-sha384      { 2 16 840 1 101  3 4 2 2 }

-- id-sha512      { 2 16 840 1 101  3 4 2 3 }

-- FIPS 180-1 and FIPS 180-2 Secure Hash Algorithm --

id-sha1 OID ::= { 

   iso(1) identified-organization(3) oiw(14) secsig(3)

      algorithm(2) 26

}

sha2Algorithm OID ::= {

   joint-iso-itu-t(2) country(16) us(840) organization(1) gov(101)

      csor(3) nistAlgorithm(4) hashAlgs(2)

}

id-sha256 OID ::= { sha2Algorithm sha256(1) }

id-sha384 OID ::= { sha2Algorithm sha384(2) }

id-sha512 OID ::= { sha2Algorithm sha512(3) }

SHA-Algorithms ALGORITHM ::= {

   { OID id-sha1    PARMS NoIV }  |

   { OID id-sha256             }  |

   { OID id-sha384             }  |

   { OID id-sha512             },

   ...  -- Expect others --

}

NoIV ::= NULL  -- No initialization vector

-- X9.57 DSA signature generated with SHA-1 hash (DSA X9.30)

dsa-with-sha1 OID ::=  {

   iso(1) member-body(2) us(840) x9-57(10040) x9algorithm(4) 3

}

-- RSA PKCS #1 public key and signatures

pkcs-1 OID ::= {

   iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 1

}

-- RSA public keys

rsaEncryption OID ::=  { pkcs-1 1 }

-- RSA signature generated with SHA-1 hash

sha1WithRSAEncryption OID  ::=  { pkcs-1 5 }

-- X9.42 Diffie-Hellman Keys

dhpublicnumber OID ::= {

   iso(1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1 }

-- X9.62 Elliptic Curve Keys, Signatures, and Curves

ansi-X9-62 OID ::= {

   iso(1) member-body(2) us(840) ansi-x962(10045) }

-- X9.62 ECDSA signatures with SHA-1

ecdsa-with-SHA1 OID ::= { ansi-X9-62 signatures(4) 1 }

-- X9.62 Named elliptic curves

EllipiticCurves ALGORITHM { ... }

ellipticCurve OID ::= { ansi-X9-62 curves(3) }

c-TwoCurve OID ::= {

        ellipticCurve characteristicTwo(0) }

c2pnb163v1  OID  ::=  { c-TwoCurve  1 }

c2pnb163v2  OID  ::=  { c-TwoCurve  2 }

c2pnb163v3  OID  ::=  { c-TwoCurve  3 }

c2pnb176w1  OID  ::=  { c-TwoCurve  4 }

c2tnb191v1  OID  ::=  { c-TwoCurve  5 }

c2tnb191v2  OID  ::=  { c-TwoCurve  6 }

c2tnb191v3  OID  ::=  { c-TwoCurve  7 }

c2onb191v4  OID  ::=  { c-TwoCurve  8 }

c2onb191v5  OID  ::=  { c-TwoCurve  9 }

c2pnb208w1  OID  ::=  { c-TwoCurve 10 }

c2tnb239v1  OID  ::=  { c-TwoCurve 11 }

c2tnb239v2  OID  ::=  { c-TwoCurve 12 }

c2tnb239v3  OID  ::=  { c-TwoCurve 13 }

c2onb239v4  OID  ::=  { c-TwoCurve 14 }

c2onb239v5  OID  ::=  { c-TwoCurve 15 }

c2pnb272w1  OID  ::=  { c-TwoCurve 16 }

c2pnb304w1  OID  ::=  { c-TwoCurve 17 }

c2tnb359v1  OID  ::=  { c-TwoCurve 18 }

c2pnb368w1  OID  ::=  { c-TwoCurve 19 }

c2tnb431r1  OID  ::=  { c-TwoCurve 20 }

primeCurve OID ::= { ellipticCurve prime(1) }

prime192v1  OID  ::=  { primeCurve  1 }

prime192v2  OID  ::=  { primeCurve  2 }

prime192v3  OID  ::=  { primeCurve  3 }

prime239v1  OID  ::=  { primeCurve  4 }

prime239v2  OID  ::=  { primeCurve  5 }

prime239v3  OID  ::=  { primeCurve  6 }

prime256v1  OID  ::=  { primeCurve  7 }

pkcs7 OID ::= {

   iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs7(7) }

id-data OID ::= { pkcs7 data(1) } -- PHG Needed???

id-signedData OID ::= { pkcs7 signedData(2) }

id-envelopedData OID ::= { pkcs7 envelopedData (3) }

id-encryptedData OID ::= { pkcs7 encryptedData (6) }

pkcs9 OID ::= {

   iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9) }

-- Signed attributes --

id-contentType   OID ::= { pkcs9 contentType(3) }

id-messageDigest OID ::= { pkcs9 messageDigest(4) }

END  -- X9-84-Identifiers --
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