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This document defines a cryptographic message that can be used to provide remote biometric authentication. This message is defined using an ASN.1 schema [5] and can be represented as a compact binary encoding [6] and as XML markup [7]. It relies on the biometric information privacy object and cryptographic processing defined in the XML Common Biometric Format Committee Specification (XCBF) [1]. The message can be used directly to transfer or store one or more encrypted biometric templates, or incorporated into digital certificates,  SOAP [3] envelopes, and CMS [8] authenticated attributes.
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1 Introduction

This document defines a cryptographic message that can be used to provide remote biometric authentication. This message can be represented as a compact binary encoding and as XML markup. It relies on the biometric information privacy object and cryptographic processing defined in the XML Common Biometric Format Committee Specification (XCBF). The message can be used directly to transfer or store one or more encrypted biometric templates, or incorporated into digital certificates,  SOAP envelopes, and CMS authenticated attributes.

This document also describes digital certificate extensions that carry one or more encrypted biometric templates that can be used in an open network environment to authenticate a certificate subject. These digital certificates and their XCBF content are validated against an ASN.1 schema [5].  This schema definition language is used to define X.509 certificates and CRLs and X9.68 compact domain certificates. In an instance of communication, ASN.1 values  can be represented in a compact binary format or as well-formed XML markup. 

Digital certificate extensions containing XCBF content are defined to convey and manage biometric information used for authentication and identification. Each binary representation of this content has an XML markup representation. Both representations share the same schema. This characteristic allows XML markup to be used in resource rich environments, but transferred or stored in a compressed binary format in resource poor environments, e.g. smart cards, wireless and remote devices, and high volume transaction systems. 

The encrypted biometric information carried in these certificate extensions is based on the XCBF schema. The binary format used to represent this information relies on the same Distinguished Encoding Rules (DER) used to encode X9.68 and X.509 certificates, and X.509 CRLs. The XML markup format used in this profile is the XML Encoding Rules (XER).

2 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may, and optional in this document are to be interpreted as described in RFC2119 [12].

URIs (of the general form "some-URI") represent some application-dependent or context-dependent URI as defined in RFC2396 [13].

Commonly used security terms are defined in the Internet Security Glossary [14].

Note that XML Digital Signature and XML Encryption are not used in this specification. Instead the same cryptographic processing used for the CMS types represented as XML markup in XCBF is used. This processing is founded on simple cryptographic techniques commonly used for the protection of binary data. The same techniques are applied to both XML markup and binary token content. These techniques are based on standards that define their message schemas using ASN.1, such as the RSA Security PKCS #7 Cryptographic Message Syntax Standard (CMS) [17] and the IETF SMIME standard used for secure electronic mail, RFC 3369. NEEDS MODIFICATION AND REORIENTATION TO SOAP, CMS AND CERTS
3 Acronyms and Abbreviations

	Term
	Definition

	ASN.1
	Abstract Syntax Notation One

	CMS
	Cryptographic Message Syntax

	CRL
	Certificate Revocation List

	DER
	Distinguished Encoding Rules

	PKCS
	Public Key Cryptography System

	URI
	Uniform Resource Identifier

	XCBF
	XML Common Biometric Format

	XER
	XML Encoding Rules

	XML
	Extensible Markup Language


4 RBA Content

TBD
4.1.1.1 Named Key EncryptedData

The namedKey choice alternative of the privacyBlock component of type PrivacyObjects is a value of type NamedKeyEncryptedData. This type is sequence with two components, keyName and encryptedData. Type NamedKeyEncryptedData is defined as

NamedKeyEncryptedData ::= SEQUENCE {

   keyName        OCTET STRING (SIZE(1..MAX)),

   encryptedData  EncryptedData

}

The keyName component explicitly identifies the key used to encrypt and decrypt the biometric infomation by name. The encryptedData component is a value of type EncryptedData. This type contains two components, an integer version number that is always eighty-four in this standard, and an encryptedContentInfo that is a value of type EncryptedContentInfo. 

Type EncryptedContentInfo contains encrypted biometric information, and information related to the encrypted content. This includes an indication of the type of content, and the encryption algorithm and parameters used to encrypt the biometric information.

A  value of type NamedKeyEncryptedData can be represented in XML markup as

<NamedKeyEncryptedData>

   <keyName> 6AE173BF5A973D1E </keyName>

   <encryptedData>

      <version> 84 </version>

      <encryptedContentInfo>

         <contentType> 1.2.840.113549.1.7.1 </contentType>

         <contentEncryptionAlgorithm>

            <algorithm> 1.2.840.113549.3.7 </algorithm>

            <parameters>

               <IV> 7EA13D6E143CB5C9 </IV>

            </parameters>

         </contentEncryptionAlgorithm>

         <encryptedContent>

            ...

         </encryptedContent>

      </encryptedContentInfo>

   </encryptedData>

</NamedKeyEncryptedData>

This markup is a sequence of a key name and a value of the cryptographic message type EncryptedData. The encrypted content type is identified as ordinary data. The Triple DES content encryption algorithm is identified along with its associated parameters, an initialization vector, <IV>. An ellipsis is used as a placeholder and the encrypted content is not shown.

4.1.1.1.1 Encryption Process

A value of type EncryptedData is created by encrypting a series of one or more values of type BiometricObject in their encoded form using a content encryption algorithm and a named key that is known to the intended verifier of the encrypted biometric information. The content to be encrypted is a value of type EncodedBiometricObjects. This value is always encoded using the XML Encoding Rules. MAY NOT BE TRUE The content encryption algorithm used to encrypt the biometric objects is one of the algorithms specified in the information object set ContentEncryptionAlgorithms.

The keyName component of type NamedKeyEncryptedData is set to the name of the content encryption key. The contentType component of type EncryptedContentInfo is set to indicate ordinary data. The associated contentEncryptionAlgorithm value is set to identify the algorithm used to encrypt the content, and the encryptedContent value is set to the results of encrypting the content using this content encryption algorithm. 

4.1.1.1.2 Decryption Process

To decrypt a value of type NamedKeyEncryptedData, the content encryption algorithm specified in the contentEncryptionAlgorithm component of type EncryptedContentInfo is applied to the associated encryptedContent component using the key identified by the keyName component of type NamedKeyEncryptedData to recover a value of type EncodedBiometricObjects. This recovered value will contain one or more values of type BiometricObject encoded using the XML Encoding Rules. THIS MAY NOT BE TRUE
4.1.1.2 Biometric Certificate Extensions

THIS SECTION CUT AND PASTED FROM XCBF CS AND NEEDS TO BE REWRITTEN
XCBF supports the version three certificates and version two attribute certificates defined in the X.509 standard and the compact domain certificate format defined in X9.68. One extension is defined for use in each standard, and these are defined as

biometricTemplates EXTENSION ::= {

   SYNTAX         TYPE-TO-BE-Defined
   IDENTIFIED BY  x509-TBD
}

domainBiometricTemplates PRIVATE-X ::= {

   NAME  oid : x968-TBD 

   TYPE  TYPE-TO-BE-Defined
}

When biometric information is included in a certificate extension stored in a certificate repository, the repository becomes a biometric storage subsystem, and the biometric information may need to be protected by encryption or other means. Measures should be taken to prevent an attacker from using a certificate repository as a large, searchable public database of biometric reference templates that could be used to find templates that match a given biometric sample. Finding such a match would allow an attacker to focus its efforts on that user. 
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Appendix A. Schema

NOT VALIDATED ON COMPLETE
XCBF-RBA DEFINITIONS IMPLICIT TAGS ::= BEGIN

-- Imports EXTENSION from AuthenticationFramework

-- PRIVATE-X from X9.68 module – CHECK TAGGING DEFAULTS

biometricTemplates EXTENSION ::= {

   SYNTAX         TYPE-TO-BE-Defined
   IDENTIFIED BY  x509-TBD
}

domainBiometricTemplates PRIVATE-X ::= {

   NAME  oid : x968-TBD 

   TYPE  TYPE-TO-BE-Defined
}

TBD ::= SEQUENCE {

   uri   UniformResourceIdentifier,

   nked  NamedKeyEncryptedData

optional policy info?

optional privacy info?

}
NamedKeyEncryptedData ::= SEQUENCE {

   keyName        [0] OCTET STRING (SIZE(1..MAX)),

   encryptedData  [1] EncryptedData

}

EncryptedData ::= SEQUENCE {

   version               CMSVersion,

   encryptedContentInfo  EncryptedContentInfo

}

EncryptedContentInfo ::= SEQUENCE {

   contentType                 ContentType,

   contentEncryptionAlgorithm  ContentEncryptAlgorithmIdentifier,

   encryptedContent            [0] EncryptedContent

}

ContentEncryptAlgorithmIdentifier ::= 

      AlgorithmIdentifier {{ContentEncryptionAlgorithms}}

ContentEncryptionAlgorithms ALGORITHM ::= {

   { OID des-ede3-cbc PARMS IV },

   ...  -- Expect other content encryption algorithms --

}

IV ::= OCTET STRING (SIZE(8))

EncryptedContent ::= OCTET STRING

-- Cryptographic algorithm identification --

ALGORITHM ::= CLASS {

   &id    OBJECT IDENTIFIER  UNIQUE,

   &Type  OPTIONAL

}

   WITH SYNTAX { OID &id [PARMS &Type] } 

AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {

   algorithm   ALGORITHM.&id( {IOSet} ),

   parameters  ALGORITHM.&Type( {IOSet}{@algorithm} )  OPTIONAL

}

END  -- XCBF-RBA --
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Appendix D. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights. Information on OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS website. Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementors or users of this specification, can be obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to implement this specification. Please address the information to the OASIS Executive Director.
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This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself does not be modified in any way, such as by removing the copyright notice or references to OASIS, except as needed for the purpose of developing OASIS specifications, in which case the procedures for copyrights defined in the OASIS Intellectual Property Rights document must be followed, or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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