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Introduction

The APPENDIX contains the accepted lists of privacy Principles (high level), privacy Practices (intermediate level), and ISTPA privacy Services (operational level). Collectively, these lists constitute a comprehensive set of privacy requirements in any environment.

The current exercise is to interpret these generic privacy requirements in the specific context of the DataWeb, which includes:

· identity: XRI = URI-compatible abstract identifier

· XDI meta-schema; XDI = distributed data sharing and mediation

· XDI Service

· link contracts    

Privacy Requirements

TBD (opinions MOST welcome!   Michael.willett@seagate.com)

Appendix (see www.istpa.org)

Privacy principles were first articulated in a comprehensive manner in the United States Department of Health, Education and Welfare’s 1973 report entitled “Records, Computers and the Rights of Citizens.” In the years since, sets of privacy principles have been developed by a variety of governmental and inter-governmental organizations. Key reports describing the core principles include “The Privacy Protection Study Commission, Personal Privacy in an Information Society (1977),” and the Organization for Economic Cooperation and Development’s “OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980).”

>>>> Privacy Principles

· Accountability - ability to address the improper handling of personal information.    

· Collection limitations - limiting the types of information collected. 

· Disclosure - informing the subject when personal information is collected. 

· Participation - allowing subject choice over collection and distribution.  

· Relevance - collecting only personal information pertinent to the application. 

· Security - protecting personal information from unauthorized access, alteration or destruction.

· Use limitations - limiting the subsequent use of collected information. 

· Verification - checking the validity of personal information.

>>>> Fair Information Practices

· Notice and awareness

· Choice and consent

· Access (by the subject of the personal information)

· Information quality and integrity

· Update and correction 

· Enforcement and recourse. 

>>>> ISTPA Privacy Services (www.istpa.org)

	Service / Capability
	Description

	Audit
	Handles the recording and maintenance of events in any service to capture the data that is necessary to ensure compliance with the terms and policies of an agreement and any applicable regulations.

	Certification
	Manages and validates the credentials of any party or process involved in processing of a PI transaction.

	Control
	Functions as “repository gatekeeper” to ensure that access to PI which is stored by a data collection entity complies with the terms and policies of an agreement and any applicable regulations.

	Enforcement
	Handles redress when a data collection entity is not in conformance with the terms and policies of an agreement and any applicable regulations.

	Interaction
	Presents proposed agreements from a data collection entity to the data subject; receives the subject’s personal information, preferences, and actions; confirms actions; manages movement of data into and out of the Framework. To the extent the data subject is represented by an agent, this service comprises the interface to the agent.

	Negotiation
	Handles arbitration of a proposal between a data collection entity and a data subject. Successful negotiation results in an agreement. Humans, agents, or any combination, can handle negotiation.

	Validation
	Checks for accuracy of PI at any point in its life cycle.

	Access
	A capability that allows the data subject to both access the individual’s PI that is held by a data collection entity, and to correct or update it as necessary.

	Agent
	A software capability that acts on behalf of a data subject or a requestor. The Agent Capability engages with one or more of the other services defined in this Framework. Agent can also refer to the human data subject in the case of a manual process.

	Usage
	Functions as “processing monitor” to ensure that active use of PI complies with the terms and policies of an agreement and any applicable regulations. Such uses may include transfer, derivation, aggregation, pseudo-anonymization, linking, and inference of data.


>>>>  AICPA/CICA Privacy Framework and Criteria

http://www.aicpa.org/download/innovation/baas/ewp/privacy_framework.pdf 

