
Cross-Enterprise Security and Privacy Authorization
HIMSS XSPA Profile of WS-Trust Testbed

Domain A Domain B

IP: 204.115.177.203
Incoming Ports: 80, 443, 4848, 4849, 
SSH
Outgoing: 80,443

IP: 204.115.177.201
Incoming Ports: 80, 443, 4848, 4849, 
SSH
Outgoing: 80,443

Cross-Enterprise Patient Lookup
& Medical-Record RetrievalOutgoing: 80,443

Applications: Glassfish, OpenSSO, OracleXE, 
CDR Web Services, Testbed GUI(EHR)

Applications: Glassfish, OpenSSO, OracleXE, MySQL, CDR,
XSPA WS-Trust Web Services,
AdminGUI(Organizational and Patient XSPA Kiosk)

& Medical-Record Retrieval

SAML Testbed Access to CDR



Cross-Enterprise Security and Privacy Authorization
HIMSS XSPA Profile of SAML Testbed

Domain A Domain B

IP: 204.115.177.218
Incoming Ports: 80, 443, 4848, 4849, 
SSH
Outgoing: 80,443

IP: 204.115.177.219
Incoming Ports: 80, 443, 4848, 4849, 
SSH
Outgoing: 80,443

Outgoing: 80,443
Applications: Glassfish, OpenSSO, OracleXE, 
CDR Web Services, Testbed GUI(EHR)

Applications: Glassfish, MySQL, XSPA SAML Web Services,
AdminGUI(Organizational and Patient XSPA Kiosk)

Clinical Data Repository(CDR)

IP: 204.115.177.201
See WS-Trust Testbed for detail

Cross-Enterprise Patient Lookup
& Medical-Record Retrieval

DoD Generic Adapter
MHS CDR
IP: ###.###.###.###

Domain C


