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Provides introductory information for Vendors(developers) as reference to Java services 

and classes which make-up the XSPA Service Provider

Identifies classes that are Interop unique, i.e., SAML vs. WS-Trust Interops

Identifies Vendor PDP Plug-in Points

Overview focuses on Application Level access control decision (fine grain)

Identifies Vendor PDP Plug-in Points

Identifies Plug-in Point For DoDAdaptor and DocumentAssembler

Identifies changes to service wrapper when using DoDAdapter
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Service Provider Endpoints

Service Endpoint

XSPAServiceProvider http://ipaddress/XSPAInterop/XSPAServiceProviderService

XSPAPolicyEnforcementPoint http://ipaddress/XSPAAccessControl/XSPAPolicyEnforcemen

tPointServicetPointService

XSPAPolicyInformationPoint http://ipaddress/XSPAAccessControl/XSPAPolicyInformation

PointService

XSPAAttributeService http://ipaddress/XSPAAccessControl/XSPAAttributeService

•IP Address for SAML testbed 204.115.177.219

•IP Address for WS-Trust testbed 204.115.177.201
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Common Patient Access

Wrapper

getPatientList()

Patient search criteria

PatientProfile[]

XSPAServiceProviderHandler

Access Control System

Client for Existing 

ICDB Clinical Services

getPatientList()
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Domain A Domain B
Interop Unique

PolicyEnforcementObject

enforceResource(Subject, Resource)
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XSPAServiceProvider

getMedicalRecord()

Patient unique identifier
For servicing organization

MedicalRecord

getMedResults()
getRadResults()
getLabResults()
getProcedures();
getProblems() IC
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XSPA Services class can be found in the XSPAInterop

project under HIMSS branch of SVN.
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Common Patient Access – Using DoD Adapter

Wrapper

getPatientList()

Patient search criteria

PatientProfile[]

XSPAServiceProviderHandler

Access Control System

getPatientList()
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Domain A Domain B
Interop Unique

PolicyEnforcementObject

enforceResource(Subject, Resource)

Data Accessor

XSPAServiceProvider

getMedicalRecord()

Patient unique identifier
For servicing organization
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XSPA Services class can be found in the XSPAInterop

project under HIMSS branch of SVN.
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Common Access Control System Components

PEP

enforceResource(….)

ACS

XSPAPolicyInformationPoint

PIP
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Attribute Service

XSPAAttributeService

Request for organization and patient consent attributes

See detail slide

Attribute Provider 

& Service are

Co-located

XSPAPolicyEnforcementPoint

enforceResource(….)

From Service Provider Handler

PDP

pdpEntityID

pdpEndpoint

pepEntityID
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VENDOR PROVIDED

getXACMLResponse(….)
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*XSPA Services classes can be found in the XSPAAccessControl

project under HIMSS branch of SVN.

createXACMLRequest(…)

Sun MicroSystems Any
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Policy Information Point (PIP) Service Detail

PIP

Organization
Policy Constraints

getOperationalHours(resource:location)
getDissentedLocations(subject:purposeofuse, resource:location)
getRequiredRoles(subject:purposeofuse, resource:action, resource:type)
getRequiredPermissions(subject:purposeofuse,resource:action, resource:type)
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XSPA Schema

XSPAPolicyInformationPoint

From

Policy

Enforcement

Point

(PEP)

XSPAAttributesServices

Patient Consent Directives
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sgetPatientConfidentialityCodes(resource:resource-id)
getDissentedRoles(resource:resource-id)
getDissentedRolesByPOU(subject:purposeofuse, resource:resource-id)
getDissentedRolesByResourceType(resource:hl7:type, resource:resource-id)
getDissentedRolesByPOUandResourceType(subject:purposeofuse, resource:hl7:type, resource:resource-id)

*web operations in red are required by HIMSS Interop use cases

XSPAPolicyEnforcementPoint


