1 Use Cases: Healthcare: Ontology Based Access Control Decisions
1.1 Introduction 

The object of this section is to present health care use cases that demonstrate an advantage to the provider or the consumer in the use of ontological information during the access control decision.
1.1.1 Scenario structure

The scenarios that are in the following sections have the following general characteristics:

· The scenarios are grouped in such a way that a group of scenarios forms a meaningful sequence of requests and responses in terms of a real world sequence of operations a user might perform in order to complete a specific task, such as accessing their account and then performing a transaction within their account.

· The scenarios are quasi-stateful in the sense that the sequence within a group has a specific order, and the response to the request of scenario ‘n’ within the sequence, generally may be used as the starting point for the request for scenario ‘n+1’ within the same scenario sequence.

1.2 Detailed Description of Ontology Use Cases

This section will include an index to sample messages and policies from the scenarios below.
1.2.1 Use of Ontologies
1.2.1.1 Scenarios Involving Patient Consent Directive
1.2.1.1.1 Patient Specifies General Occupations (no access granted) 
Summary:

Patient makes consent directive denying access by ancillary medical personnel working with their doctor (e.g. students, orderlies, technicians, counselors, etc.). Patient expresses their intent using an electronic questionnaire that generates an electronic consent directive.  The result restricts access to the electronic medical record to physicians and nurses only.
Initial State / Pre-condition: 

· Nurse’s Aide Candy has all related permissions to prepare a patient for examination.

· Nurse’s Aide Candy attempts to view the medical records for Anthony Gurrola.  

Result:

· Nurse’s Aide Candy is unable to access the medical record for Anthony Gurrola.

Candy holds the ASTM E1986-09 role “Nurse’s Aide” (1.2.840.10065.1986.7.053) which is found in the “non-licensed health care providers” section under “aide.”   Since nurse’s aide is not a role under the category physician or nurse her request to access Anthony Gurrola’s medical record is denied.

1.2.1.1.2 Patient Specifies General Occupations (access granted)

Summary:

Patient has restricted access to their electronic medical record to physicians.  During the validation of the request by the provider privacy management office, the patient is contacted and told restricting access by ancillary medical personnel working with their physician will increase the time required to prepare the examination room on subsequent visits.  The patient decides the sensitivity of information in their medical records does not justify increasing the wait time for their next examination and therefore removes the restriction.
Initial State / Pre-condition:  

· Nurse’s Aide Candy has all related permissions to prepare a patient for examination.

· Patient uses the electronic consent interface to remove the restriction on access to their electronic medical record.
Result:
· Nurse’s Aide Candy is able to access the medical record for Anthony Gurrola as she prepares the room for the examination.
1.2.1.1.3 Patient Specifies General Occupations/Organizations (access granted)

Summary:

Patient specifies occupations and situations restricting access to patient data to these occupations or organizations.  

Initial State / Pre-condition: 

· Patient Anthony Gurrola is admitted to the hospital and asked to specify to whom patient information may be disclosed.

· Dr Martha has the role of Doctor and is assigned to Patient Anthony Gurrola.  She can access Patient Anthony Gurrola’s patient information.
· Dr Steve has the role of doctor and is not assigned to Patient Anthony Gurrola.  He can access Patient Anthony Gurrola’s information.
· Anthony Gurrola states that only his doctor can access his information.  

Result:

· Doctor Martha who is Anthony Gurrola’s doctor can access Anthony Gurrola’s patient information.
· Dr Steve who is not Anthony Gurrola’s doctor cannot access Patient Anthony Gurrola’s information.
1.2.1.1.4 Patient Specifies the Requirement for Knowledge and Consent before his Patient Data may be Released to Organizations or Individuals (no access granted)

Summary:

Patient specifies that release of his patient data is predicated on his knowledge and consent.  

Initial State / Pre-condition: 

· Patient Anthony Gurrola’s data can be released to organizations without Anthony Gurrola’s knowledge and consent.  

· Anthony Gurrola states that his patient data must not be released to organizations or individuals without his knowledge and consent.
· Anthony Gurrola has no knowledge and had given no consent regarding a pending release of patient information.
Result:

· Anthony Gurrola is notified when his patient data is to be released to organizations or individuals.
· Anthony Gurrola’s patient data is not released.
1.2.1.1.5 Patient Specifies the Requirement for Knowledge and Consent before his Patient Data may be Released to Organizations or Individuals (access granted)

Summary:

Patient specifies that release of his patient data is predicated on his knowledge and consent.  

Initial State / Pre-condition: 

· Patient Anthony Gurrola’s data can be released to organizations without Anthony Gurrola’s knowledge and consent.  

· Anthony Gurrola states that his patient data must not be released to organizations or individuals without his knowledge and consent.
· Anthony Gurrola has knowledge and has given consent regarding a pending release of patient information.
Result:

· Anthony Gurrola is notified when his patient data is to be released to organizations or individuals.
· Anthony Gurrola’s patient data is released.
1.2.1.2 Scenarios Involving Organizational Workflow

1.2.1.2.1 Organization Specifies Workflow (access granted)

Summary:

Heath care provider has an electronic workflow defined that requires clinical data must be verified by qualified personnel.  Ron is a Radiologic Technologist assigned to interpret an X-ray image.
Initial State / Pre-condition: 

· Radiologic Technologist Ron has the role Radiologic Technologist (1.2.840.10065.1986.7.040) with all the permissions required for that role.

· Radiologic Technologist Ron attempts to view the medical records for Anthony Gurrola.  

Result:

· Radiologic Technologist Ron is able to access the medical record for Anthony Gurrola because the X-ray is a “diagnostic image” categorized under the of ASTM E1986-09 data element “Clinical Specimens, Data and Findings.” 
Since Radiologic Technologist Ron is a licensed health care provider and the access requested is to a type requires clinical data must be verified by qualified personnel, the PDP authorizes release of the information to Ron.

1.2.1.3 Scenarios Involving Listed Personnel
1.2.1.3.1 Patient Limits Access to Care Team (no access granted)

Summary:

Patient makes consent directive of Provider A restricting access to their electronic medical record from outside Provider A’s domain to their Care Team only. Patient expresses their intent using an electronic questionnaire that generates an electronic consent directive.  The result restricts access to the electronic medical record to a list of personnel assigned to the patient’s Care Team.
Initial State / Pre-condition: 

· Patient Anthony Gurrola has requested Provider A allow requests for access to his electronic medical records from outside of Provider A only to his Care Team.

· Doctor Bob is a physician at provider B and has the role Physician with all related permissions to perform that role but is not assigned as part of patient Anthony Gurrola’s clinical team by Provider A.

· Doctor Bob attempts to view the medical records from Provider B for Anthony Gurrola at Provider A.  

Result:

· Doctor Bob is unable to access the medical record for Anthony Gurrola at Provider A.

Doctor Bob holds the ASTM E1986-09 role “MD/Allopath” (1.2.840.10065.1986.7.022) at Provider B.  Anthony Gurrola’s physician wants Dr, Bob review Anthony Gurrola’s electronic health record located in Provider A.  Since Patient Anthony Gurrola has requested Provider A limit access from outside the organization to those on his Care Team, access is denied.

1.2.1.3.2 Patient Limits Access to Care Team (access granted)

Summary:

Patient makes consent directive of Provider A restricting access to their electronic medical record from outside Provider A’s domain to their Care Team only. Dr. Bob, has treated the patient during a vacation to France, may be able to provide information essential to a proper diagnosis. With the consent of Patient Anthony Gurrola, Dr. Bob from Provider B is added to the Care Team.

Initial State / Pre-condition: 

· Dr. Bob from Provider B is added to the Care Team.

· Doctor Bob is a physician at provider B and has the role Physician with all related permissions to perform that role.

· Doctor Bob attempts to view the medical records from Provider B for Anthony Gurrola at Provider A.  

Result:

· Doctor Bob is able to access the medical record for Anthony Gurrola at Provider A because he is a member of the Care Team and has the role phyician.

Doctor Bob holds the ASTM E1986-09 role “MD/Allopath” (1.2.840.10065.1986.7.022) at Provider B.  Since Patient Anthony Gurrola  has requested Provider A limit access from outside the organization to those on his Care Team, access is allowed only after confirming that Dr. Bob is a member of the Care Team.
1.2.1.3.3 Patient Limits Access to Care Team (no access granted)

Summary:

Patient makes consent directive of Provider A restricting access to their electronic medical record from outside Provider A’s domain to their Care Team only. Dr. Bob, now a member of the Care Team, has treated the patient during a vacation to France, may be able to provide information essential to a proper diagnosis. However, due to a breach of data security, Provider A has decided to briefly reject any request for electronic healthcare information made from Europe.

Initial State / Pre-condition: 

· Dr. Bob from Provider B is added to the Care Team.

· Doctor Bob is a physician at provider B in France and has the role Physician with all related permissions to perform that role.

· Doctor Bob attempts to view the medical records from Provider B for Anthony Gurrola at Provider A.  

Result:

· Doctor Bob is not able to access the medical record for Anthony Gurrola at Provider A because his request originated from a provider in France and requests from Europe have been temporarily suspended.

Doctor Bob holds the ASTM E1986-09 role “MD/Allopath” (1.2.840.10065.1986.7.022) at Provider B and is listed as part of the Care Team at Provider A.  Provider A is responding to a security breach originating from Europe and has suspended access from European countries. Since the organizational policy on location overrides the decision based on patient consent directive, access is denied.
1.2.1.4 Scenarios Involving Clinician Restriction to Data 
1.2.1.4.1 Clinician Specifies How Information is to be Handled (no access granted)
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Summary:

Clinician specifies that diagnostic results must be verified by qualified personnel.

Initial State / Pre-condition: 

· Diagnostic results may be used by clinicians without its having been verified by qualified personnel. 
· Dr. Martha states that diagnostic results must be verified by qualified personnel.
· Dr. Steve attempts to access unverified diagnostic results.
Result:

· Dr. Steve can not access diagnostic results that are not tagged as having been verified by qualified personnel.
1.2.1.6 Clinician Specifies How Information is to be Handled (access granted)

Summary:

Clinician specifies that diagnostic results must be verified by qualified personnel.

Initial State / Pre-condition: 

· Dr. Martha states that diagnostic results must be verified by qualified personnel.
· Diagnostic results have been verified by qualified personnel.
· Dr. Steve attempts to access verified diagnostic results.
Result:

· Dr. Steve can access results that are tagged as having been verified by qualified personnel.

1.2.1.7 Organization Specifies How Information is to be Handled and Disseminated (no access granted)
Summary:
Organization specifies that patient data may only be released to organizations or individuals with a need to know and who are qualified to use the data.  Administrators do not have a need to know.
Initial State / Pre-condition
· Organization states that patient data may be released only to organizations or individuals with a need to know.
· Any requesting individual or organization with access rights to the data can access that data.
· Organization ABC does not have a need to know.
· Organization ABC attempts to access the information.
Result:

· Organization ABC 
· cannot access patient data.

1.2.1.8 Organization Specifies How Information is to be Handled and Disseminated (access granted)

Summary:

Organization specifies that patient data may only be released to organizations or individuals with a need to know and who are qualified to use the data.  Administrators do not have a need to know.
Initial State / Pre-condition

· Organization states that patient data may be released only to organizations or individuals with a need to know.
· Any requesting individual or organization with access rights to the data can access that data.
· Organization ABC has a need to know.
· Organization ABC attempts to access the information.
Result:

· Organization ABC can access patient data..
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