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1 introduction
The CEF eDelivery building block helps public administrations to exchange electronic data and documents with other public administrations, businesses and citizens, in an interoperable, secure, reliable and trusted way.
The CEF eDelivery DSI is a platform based on multiple software components including the Service Metadata Publisher (SMP). The SMP is a register of the message exchange capabilities and location of participants.
The PEPPOL SMP specifications were submitted as inputs to the OASIS BDXR TC (Business Document Exchange Technical Committee) with the intent of defining a standardized and federated document transport infrastructure for business document exchange. It resulted into a new committee specification: SMP (Service Metadata Publishing). At the time of writing, the latest version of this specification is 1.0.
DIGIT is the CEF eDelivery DSI Solution Provider, accountable for the delivery side of eDelivery's components and related services. DIGIT also maintains sample implementations of the eDelivery software, including the SMP. DIGIT provides support to all service providers and is the custodian of the specifications of eDelivery.
As a result of multiple discussions with the different stakeholders, DIGIT has identified a number of change requests that could, according to DIGIT, improve the robustness, the reusability and the genericity of the SMP standard. This document lists all these change requests.
	Requesting agency
	DIGIT

	Version
	OASIS BDX-SMP v1.0-cs01

	URL
	http://docs.oasis-open.org/bdxr/bdx-smp/v1.0/bdx-smp-v1.0.html

	Submitted for review to
	· eSENS

· OpenPEPPOL community

· eHealth DSI
· OpenNCP community
· CEF Stakeholder Management Office

	Submitted to Owner
	· OASIS Business Document Exchange (BDXR) TC


1.1 Consultation

Prior to the submission to OASIS, a public consultation was launched by CEF to gather the feedback of different stakeholders on this list of changes and get a common agreement on the change requests. This consultation was open from 21/01/2016 to 05/02/2016 to the following communities:

· eSENS

· eCODEX

· eHealth / OpenNCP

· OpenPEPPOL

As a result of this consultation, version 0.2 of the document has been created and then submitted to OASIS.
2 Change requests
	CR#
	[CR001]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Add an additional "status" metadata

	Description of the Change
	Add a new element "Status" in the type "EndpointType":
Proposed change (bolded text):
<xs:complexType name="EndpointType">

  <xs:sequence>

     […]

    <xs:element name="Status" type="xs:string" minOccurs="0"/>

    <xs:element name="Extension" type="ExtensionType" minOccurs="0"/>

  </xs:sequence>

  <xs:attribute name="transportProfile" type="xs:string" use="required"/>

</xs:complexType>

This new optional element would allow the possibility to provide information on the status of the provided service. The list of possible values would not restricted by the XSD. 

Possible values could be (non-normative): "deprecated", "under maintenance", "in accord", active, etc. The list of possible values and the meaning of each should be agreed per community. 

	Chapters impacted
	Appendix B. SMP Schema (non-normative)
C.2 SignedServiceMetadata resource

2.3.4.2 Pseudo-schema for the “ServiceInformation” data type

2.3.4.4 Description of the individual fields (elements and attributes)

bdx-smp-201407.xsd

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This requirement was identified as a result of a study performed by e-SENS in the context of the reusability of eDelivery assets in eHealth. More specifically, the document epSOS Change Proposal (CP-epSOS-SMP-v0.5.docx) provides the results and a proposal for the reuse of the SMP to replace the existing Configuration Services of epSOS.

The TSL files in epSOS have the field "Status" that defines how a given service is acting, e.g., "in Accord", "Reconfiguring", etc. Such record does not exist in SMP. 

	Effect of NOT Approving this Change
	If the change is not approved, the commuinities that require the use of the "status" metadata will lose some information.

	Comments
	As a result of the open consultation with the stakeholders, Philip HELGER proposes to split the status element into 2 parts - one code and one human readable part. For additional details, refer to ANNEX 4.

	Attachments or References
	CP-epSOS-SMP-v0.5.docx (see ANNEX 1)
EDELIVERY-482


	CR#
	[CR002]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Make field RequireBusinessLevelSignature optional

	Description of the Change
	The element "RequireBusinessLevelSignature" is mandatory. However, it might have no meaning in some communities.

Proposed change (bolded text):
<xs:complexType name="EndpointType">

  <xs:sequence>

    […]

    <xs:element name="RequireBusinessLevelSignature" type="xs:boolean" minOccurs="0"/>

</xs:sequence>
[…]

</xs:complexType>
The absence of any value for the "RequireBusinessLevelSignature" must be interpreted as false by the communities that use it.

	Chapters impacted
	Appendix B. SMP Schema (non-normative)

2.3.4.4 Description of the individual fields (elements and attributes)

bdx-smp-201407.xsd

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This requirement was identified as a result of a study performed by e-SENS in the context of the reusability of eDelivery assets in eHealth. More specifically, the document epSOS Change Proposal (CP-epSOS-SMP-v0.5.docx) provides the results and a proposal for the reuse of the SMP to replace the existing Configuration Services of epSOS.

The rationale for this change is to make the metadata simpler and therefore more comprehensive for the users.

	Effect of NOT Approving this Change
	The communities that don't make use of the "RequireBusinessLevelSignature" element must set its value to false

	Attachments or References
	CP-epSOS-SMP-v0.5.docx (see ANNEX 1)
EDELIVERY-482


	CR#
	[CR003]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Validation of the "Extension" element

	Description of the Change
	In order for the SMP rest response to be valid (the Extension element is causing issues), the attribute "processContents" must be added to the ExtensionType with the value "lax" (or "skip").
Proposed change (bolded text):
<xs:complexType name="ExtensionType">

  <xs:sequence>

    <xs:any processContent="lax"/>

  </xs:sequence>

</xs:complexType>
The "lax" value has the same meaning as strict (the default value) but if the schema cannot be obtained, no errors will occur

	Chapters impacted
	Appendix B. SMP Schema (non-normative)
bdx-smp-201407.xsd

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	As the default value of the processContent is "strict" the XML processor must obtain the schema for the required namespaces and validate the elements. However, the schema might not be defined, resulting in a validation error against the XSD provided in the 
SMP specification.
This issue was originally identified in the PEPPOL SMP specification and has been transferred to the OASIS BDX-SMP specification without being fixed.

	Effect of NOT Approving this Change
	Any response from the SMP that contains an "extension" will continue to be invalid against the XSD, which is not the expected behavior.

	Attachments or References
	ITC-Transport-BDX Discrepancies-100.pdf - PEPPOL (see ANNEX 2)
EDELIVERY-567
EDELIVERY-568
Email track between DIGIT and e-SENS (see ANNEX 3)


	CR#
	[CR004]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	ServiceActivationDate and ServiceExpirationDate of SignedServiceMetadata should not include Time

	Description of the Change
	ServiceActivationDate and ServiceExpirationDate are defined with type "dateTime" while they should be defined with type "date":
Proposed change (bolded text):
<xs:complexType name="EndpointType">

<xs:sequence>

[…]

<xs:element name="ServiceActivationDate" type="xs:date" minOccurs="0"/>

<xs:element name="ServiceExpirationDate" type="xs:date" minOccurs="0"/>

[…]

</xs:complexType>

	Chapters impacted
	2.3.4.2 Pseudo-schema for the “ServiceInformation” data type
2.3.4.4 Description of the individual fields (elements and attributes)

Appendix B. SMP Schema (non-normative)

C.2 SignedServiceMetadata resource

bdx-smp-201407.xsd

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This issue was originally identified in the PEPPOL SMP specification and has been transferred to the OASIS BDX-SMP specification without being fixed.

In the current SMP implementation(s), the response for the get of the SignedServiceMetadata is not valid since the time is not included in the ServiceActivationDate and ServiceExpirationDate.
The main reason for this change is to improve compliance of the sample code to the specification.

	Effect of NOT Approving this Change
	If the change is not approved, then the SMP implementations will need to be adapted to return ServiceActivationDate and ServiceExpirationDate containing the time.

	Comments
	This CR was discussed during an ad-hoc meeting between OpenPEPPOL and DIGIT on contents of the CIPA e-Delivery release in May 2013 held on 28 February 2013. OpenPEPPOL agreed that the specifications should change.

This CR doesn't have the full support of the OpenPEPPOL and eSENS communities (see ANNEX 4)

	Attachments or References
	ITC-Transport-BDX Discrepancies-100.pdf - PEPPOL (see ANNEX 2)
EDELIVERY-568
EDELIVERY-8


	CR#
	[CR005]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Change end record names from "Document" to "Resource"

	Description of the Change
	Use the terminology "Resource" instead of "Document". The impacts of this change are located all over the specification. One of the main consequences is to rename DocumentIdentifier to ResourceIdentifier.

	Chapters impacted
	2.1 The Service Discovery Process
2.3 Data model
2.4 Identifiers
3.4 Resources and identifiers
Appendix B. SMP Schema (non-normative)
C.2 SignedServiceMetadata resource
C.4 Identifier
bdx-smp-201407.xsd

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This requirement was identified as a result of a study performed by e-SENS in the context of the reusability of eDelivery assets in eHealth. More specifically, the document epSOS Change Proposal (CP-epSOS-SMP-v0.5.docx) provides the results and a proposal for the reuse of the SMP to replace the existing Configuration Services of epSOS.

The specification makes an extended use of the term "Document" for the metadata that are shared. However, some domains like eHealth might use the SMP in order to exchange metadata on resources, not on documents.

In eHealth, the records referenced by SMP are not documents, but resources, e.g., endpoints. 

	Effect of NOT Approving this Change
	The terminology used in the response sent by the SMP might not be fully adapted to its content for some communities (like eHealth).
As an alternative, the specification could also explain that where it uses the term Document, this term can also be understood differently e.g. as a resource.

	Attachments or References
	CP-epSOS-SMP-v0.5.docx (see ANNEX 1)


	CR#
	[CR006]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Usage of extensions

	Description of the Change
	Text to be removed is strikethrough, text to be added is bolded: 

In section "2.3.1 On extension points", change text to: "The ability to parse and adjust client behavior based on an extension element MUSTMAY NOT be a prerequisite for a client to locate a service, or to make a successful request at the referenced service."

	Chapters impacted
	2.3.1 On extension points

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This requirement was identified as a result of a study performed by e-SENS in the context of the reusability of eDelivery assets in eHealth. More specifically, the document epSOS Change Proposal (CP-epSOS-SMP-v0.5.docx) provides the results and a proposal for the reuse of the SMP to replace the existing Configuration Services of epSOS.

In eHealth, some resources, e.g., the international search mask (ISM), make use of extensions, and the ISM is somehow a prerequisite to collect the information for a patient query. This requirement clashes with the keyword "MUST NOT". Putting this value as optional, e.g., a MAY NOT would solve the problem.

	Effect of NOT Approving this Change
	The use of extensions would not be possible in some contexts.

	Comments
	This topic was discussed in an OASIS TC meeting and was reported in the tracking system of epSOS (see EPSOSMAINT-7):

The TC recognizes that agreements of use of extensions within a community should not hinder the application of the SMP specification as you intend. We also recognize that a clarification would help this understanding and we are in the process to issue a TC committee note to ensure clarification.
As an alternative, an attribute mustUnderstand could be added to the smp:Extension element, as in SOAP. This allows the server to express whether or not the client must understand the extension or not. 

	Attachments or References
	CP-epSOS-SMP-v0.5.docx (see ANNEX 1)

EDELIVERY-485
EPSOSMAINT-7
This CR was initially submitted to the BDX TC from WP5. This happened the 1st October and an internal TC committee note should be already available.


	CR#
	[CR007]

	Project/Program/Initiative
	DIGIT B.4 / CIPA

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Multiple signatures

	Description of the Change
	In section 2.3.2.2, add the bolded text "Note that references MUST refer to SignedServiceMetadata records that are signed by the certificate of the SMP. The SignedServiceMetadata MAY also contain an additional signature signed by the certificate of the Participant"

Change XSD for multiple signatures support (bolded text):

<xs:complexType name="SignedServiceMetadataType">
<xs:sequence>
<xs:element ref="ServiceMetadata"/>
<xs:element ref="ds:Signature" minOccurs="1" maxOccurs="2"/>
</xs:sequence>
</xs:complexType>

	Chapters impacted
	2.3.3.3 Description of the individual fields (elements and attributes)
2.3.5 SignedServiceMetadata
3.6.2 Message signature
Appendix B. SMP Schema (non-normative)
C.2 SignedServiceMetadata resource
C.3 Redirect
bdx-smp-201407.xsd

	Date Submitted  
	06/01/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This requirement was identified as a result of a study performed by e-SENS in the context of the reusability of eDelivery assets in eHealth. More specifically, the document epSOS Change Proposal (CP-epSOS-SMP-v0.5.docx) provides the results and a proposal for the reuse of the SMP to replace the existing Configuration Services of epSOS.

One of the concerns of the eHealth domain was the different trust model. In the current SMP implementation, the ServiceMetadata are pushed unsigned to SMP, which signs them. When the client obtains the SignedServiceMetadata enforces authentication and integrity by checking the signature. The authentication is related to the SMP. In the current epSOS model the TSLs shall be signed by the Scheme Operator, e.g., a person capable to do QES. The receiving National Contact Points (NCP) enforces trust by checking the signature of the remote scheme operator.  
To overcome this problem, the following solution has been proposed:
Use multiple signatures (the first signature is from the Scheme Operator, the Second is for SMP). This will not affect the epSOS trust model, but it violates with the SMP specifications version 1.0 because only one signature from the SMP certificate is expected.

	Effect of NOT Approving this Change
	If the change is not approved, then 2 other options might be evaluated, for which the OASIS TC should provide his opinion:

Option 1: Use the extension: the SMP receives a ServiceMetadata signed by the scheme operator. It moves this signature to the extensions element, and signs it as per SMP workflow. The client verifies the signature of the SMP, and the NCP performs again a signature using the Signature element of the extension. This option doesn't require any modification of the XSD but the specification would still be impacted. Indeed, it implies that the SMP modifies the message by adding a signature element in the extension. This behavior needs to be discussed.
Option 2 (no impact on the SMP specification): Add the SMP as a trusted node in the epSOS network. Due to the legal complexity of the Framework agreement, all the Member States should agree on this point. The implications are that the SMP will inherit the trust zone of the NCPs. This option might not be applicable for legal reasons.

	Attachments or References
	EDELIVERY-493
Meeting Minutes of the meeting of the 15/10/2015 of the OpenNCP taskforce regarding the SMP integration
CP-epSOS-SMP-v0.5.docx (see ANNEX 1)


	CR#
	[CR008]

	Project/Program/Initiative
	Philip HELGER (OpenPEPPOL)

	Submitter Name
	Adrien FERIAL

	Title of the Change
	Multiple extensions

	Description of the Change
	Currently the Extension element can hold exactly one Extension. As the SMP evolves it might be necessary to add more than one extension e.g. on the service group level. Therefore I think it would be a good idea to change the multiplicity of the Extension element from 0...1 to 0...unbounded so that multiple Extensions can be used.
Change XSD for multiple extensions support (bolded text): change every occurrence of:

<xs:element name="Extension" type="ExtensionType" minOccurs="0"/>
to

<xs:element name="Extension" type="ExtensionType" minOccurs="0" maxOccurs="unbounded" />

	Chapters impacted
	2.3.2 On extension points
2.3.3.3 Description of the individual fields (elements and attributes).
2.3.4.2 Pseudo-schema for the “ServiceInformation” data type
2.3.4.3 Pseudo-schema for the “Redirect” data type
2.3.4.4 Description of the individual fields (elements and attributes)
Appendix B. SMP Schema (non-normative)
C.1 ServiceGroup resource
C.2 SignedServiceMetadata resource
C.3 Redirect
bdx-smp-201407.xsd

	Date Submitted  
	11/02/2016

	Priority
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High
	 FORMCHECKBOX 
 Mandatory

	Reason for Change
	This requirement was identified as a result of the consultation on RfCs OASIS SMP specification.

As the SMP evolves it might be necessary to add more than one extension e.g. on the service group level.

	Effect of NOT Approving this Change
	The single extension would contain all the metadata in one block without the ability to split them in different extensions.

	Attachments or References
	Consultation on RfCs OASIS SMP specification (ANNEX 4)


3 REFERENCES
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3.4 ANNEX 4
Consultation on RfCs OASIS SMP specification (extracted from the CEF Collaborative Platform on 11/02/2016)
	Status
	CLOSED

	Consulted Expert Group / Stakeholder
	eSENS
eCODEX

eHealth / OpenNCP

OpenPEPPOL

	Outcome
	Feedback on the RfCs

	Launch date
	21 Jan 2016

	Due date
	05 Feb 2016

	Main contact person
	FERIAL Adrien


Background

As a result of several discussions with different stakeholders, we (DIGIT) have gathered a list of change requests (CRs) that we'd like to submit to the OASIS Business Document Exchange (BDXR) TC regarding the SMP software component.

Prior to the submission to OASIS, we would like to gather your feedback on this list of changes and get a common agreement on the change requests. This consultation page is public and you may share it with anyone who you think might be interested.

How to provide your feedback? Please provide your feedback in the comment section below. 

Documents

	File 
	Creator 
	Created 
	Comment 

	SMP Change Requests v0.1.doc 
	STEENBEEK Gregory 
	Jan 19, 2016 18:19 
	 


Comments

MASI Massimiliano (eSENS)

[CR006] was initially submitted to the BDX TC from Wp5. This happened the 1st october, before our collaboration started. A TC committee note should be already available. I can't find it online, but it can be added as a reference to that change.   

VAN DER EIJK Pim (eSENS)

CR001:  useful enhancement, and since it's optional it won't affect any current users.
CR002:  useful enhancement, and since it makes a required but not always needed field optional without creating any ambiguity,  it won't affect any current users.
CR003:  corrects an error,  so yes good idea.
CR004:  would change the granularity of validity intervals of a service.  For high volume, real-time service I could imagine there to be a requirement to actually specify expiration at dateTime rather than only at date level.   The motivation is a discrepancy between current implementations and the schema, but the schema is for the OASIS SMP which will need new clients anyway, because it's a new major version of the schema.  So I'm not 100% convinced on this one ..
CR005:   Change would have high impact, and just as some communities are not document-oriented, others are not resource-oriented, so it seems impossible to please everyone .. As an alternative, the specification could also explain that where it uses the term Document, this term can also be understood differently e.g. as a resource.
CR006:   as an alternative,  an attribute mustUnderstand could be added to the smp:Extension element, as in SOAP. This allows the server to express whether or not the client must understand the extension or not.  
CR007:  useful enhancement, and since it's optional it won't affect any current users.

HELGER Philip (OpenPEPPOL)

CR001:
In general I think it is a good idea. Anyway I would suggest the following change:

Split the status element into 2 parts - one code and one human readable part. For the code I suggest to have a fixed enumeration (incl. one element "other") and the human readable text is freetext.

On the other hand I think this suggestion will be a contradiction to the "registry" principle used currently as it contains status information. This means that the SMP information are more often subject to change and can therefore not be cached for a longer time.

Maybe it would be worth thinking about a new REST interface where I can ask for the service status of an element (e.g. /servicestatus/{participantID}/{docTypeID})???

 

CR002: In general I agree. But maybe there is the possibility to provide a default value in the XSD using default="false" instead? Than there is less room for interpretation.

CR003: Fully agree

CR004: I agree with Pim - I would leave it as it is.

CR005: Imho we should currently be talking about "Document types" and not about "Documents" - but that's just a side order [image: image5.png]


 I agree with Pim that you can't make it suitable and since the SMP response is a technical document I would leave it as it is.

CR006: As Extensions are generally not required I agree with the proposal

CR007: No objections. Are there use cases where we would need more than 2 certificates and we should extend it to unbounded?

 Additionally I would like to add a CR008:

Currently the Extension element can hold exactly one Extension. As the SMP evolves it might be necessary to add more than one extension e.g. on the service group level. Therefore I think it would be a good idea to change the multiplicity of the Extension element from 0..1 to 0..unbounded so that multiple Extensions can be used.

João Pedro Cunha Gonçalves (OpenNCP/eHealth)

(This comment was extracted from an email of the 04th of February 2016 from João Pedro Cunha Gonçalves to Adrien Férial)
I read the SMP CR and it's OK for me.
I just have this remark in CR007:
 "2.3.2.2 Description of the individual fields (elements and attributes)" -- I couldn't find section 2.3.2.2.
[image: image6]
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Discrepancies between the cipa component implementation and the 
PEPPOL specifications  
 


Introduction 
The information in this document describes discrepancies between the published PEPPOL Busdox 
specification and the software implementation of the cipa software components. The discrepancies fall into 
the categories of agreed changes to the Busdox specifications to be updated, and where the 
implementation follows the current implementation of other software solutions in order not to break 
compatibility and interoperability.  The OpenPEPPOL Transport Infrastructure Coordinating Community 
Working Group has agreed with this approach. 
 


SML  


• The SML specification imposes the use of soap 1.1 but defines the soap faults using the soap 1.2 
specification. The CIPA SML component uses soap 1.1 fault definitions. 


 Status  : Change request for the Oasis busdox TC to update spec 


 


SMP  


•  In order for the SMP rest response to be valid (the Extension element is causing issues), 
processContents="skip" should be added to the ExtensionType in the ServiceMetadataPublishingTypes‐
1.0.xsd? 


Status  : Change request for busdox tc to add Process content skip  to the xsd 


• In the current SMP implementation, the response for the get of the SignedServiceMetadata is not valid 
since the time is not included in the ServiceActivationDate and ServiceExpirationDate.  


Status  : Change request for busdox tc  


The SMP specification indicates that the canonicalization algorithm should be set to 
http://www.w3.org/2001/10/xml‐exc‐c14n#, while in the current implementation it is set to 
http://www.w3.org/TR/2001/REC‐xml‐c14n‐20010315  


• Decision : Currently canonicalization “Inclusive” is used, but the specs state “Exclusive”. Inclusive is 
more secure as the results are unlikely to be inserted into another document.  


Status  : Change request for busdox tc to update the specification 







 
AP list 


• According to the specification the access point should support MTOM for binary transfer. This feature is 
not supported by the CIPA access point.  


 
Status  : This is an open issue as there are technical issues implementing MTOM with WSRM. 


• The specs indicate that all SOAP header blocks in the message defined in this profile, including all 
BUSDOX‐namespaced headers, all WS‐Addressing and any WS‐ReliableMessaging headers. In the 
current implementation the BUSDOX‐namespaced headers are not referenced in the signature.  


Status: This change should be implemented in the CIpa access point but is on hold for the moment as this 
is a non‐backward compatible change that will impact all AP implementations.     


• The AP specification indicates that the WS‐Security 1.1 Signature Confirmation should be used. In the 
current implementation it is not done, should this be updated and does this affect the WSDL?  


 
Status: This change should be implemented in the CIpa access point but is on hold for the moment as this 
is a non‐backward compatible change that will impact all AP implementations. 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In submitting a new Change Proposal, the submitter should assign the MS Word file an initial filename including the submitters initials, and a few words describing the topic, eg:  CP-epSOS-eHealth-<author initials>-<3/4 wordSummary>.docx>. The the expert  Committee will assign a name (using the convention described below) when it is accepted for processing.

CPs should be submitted to the the epSOS expert Committee by e-mail at: e-mail@xxx.com

Please complete the following fields in the Change Proposal Summary Information:  (a) Title, (b) epSOS Specification(s) affected, (c) submitter name and e-mail address and (d) provide detailed Rationale for Change and Proposed Change.  Please fill in the Impact of Change and other fields if known.

RED TEXT IS EXPLANATORY. PLEASE DELETE THIS PREAMBLE AND REPLACE THE RED TEXT BELOW WITH APPROPRIATE RESPONSES IN BLACK TEXT.

	



Tracking information:

		EpSOS Specifciation (IS-nnnn or UC-pppp and title)

		D3.4.2



		Change Proposal ID:

		CP-<EpSOS >-<number>-<version>.doc (assigned by the EpSOS expert Committee)
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Change Proposal Summary information:

		Add the e-SENS Evidence Emitter ABB/SBB



		Submitter’s Name(s) and e-mail address(es):

		Massimiliano.masi@tiani-spirit.com



		Submission Date:

		29/6/2015



		Specification numbers (IS-xxxx) affected:

		D3.A.7, EED DESIGN - epSOS TSL Profile v1.0



		Use Case Actor(s) and/or Requirement Number affected:

		epSOS Trusted Service List



		Section(s) affected:

		4.4



		Rationale for Change:

The epSOS specifications tackle the problem of the configuration of remote NCPs by means of ad hoc Trust Service Status Lists, named NCP Service Status List (NSL). By exchanging NSL files amongst NCP installations, the capabilities of the remote country's installation are listed in this signed file. 

EpSOS NCPs shall follow the ATNA Secure Node definition. In fact, being the NCP installation a data processor, Private Healthcare Information (PHI) may risk to be disclosed e.g., by a misconfiguration of the system, or by a phisical access to the machine. For instance, section 6.7 of D3.7.2 states "the MACHINE(s) hosting the audit collection processes and the audit data (logs) must be UNACCESIBLE by Technical Staff users; users allowed/entitles to access the audit system will ONLY have the right to access in READING the logs, without having access to other system functions".

These functionalities are achieved using non-standard solutions such the already mentioned NSL and the piloting solution named "syncapp". These two solutions exploited Central Configuration Services (CCS), a set of apache-and ssh-based services providing document store and retrieve functionalities. CCS were structured in two areas: a public area, and a private area. Public area contained information about routing, public certificates, endpoints, working hours, etc. While private area contained information about the configuration of the NCP (such as access control policies, trust relationships, etc). 



The OASIS-OPEN Business Document Exchange Service Metadata Publishing, BDX-SMP, offers a standard mean to achieve the abovementioned goals. In particular, SMP+SML offers a potential distributed approach to discover remote's NCP capabilities and local private configuration information by using a set of REST-based calls. 



Although a centralized SMP approach may fulfill the epSOS requirements, the experience of the SMP architects contacted suggests to architect a SMP+SML scenario.  This is to prepare the NCP implementation to run in a distributed setting without any change on the client implementation. 



It has been decided to rename most of the epSOS URLs to a new structure.









Open Issues - Changes to the SMP

· These requirements are for public information only. There is no classification of data. Removing of NSL has been indicated by the OpenNCP community as top priority for the e-SENS. As a future work, the access to classified information is a wish. But this will require to have forms of confidentiality, such as authN and authZ. Priority: LOW

· eID Authentication Plans. In order to have eID level 2, some additional information shall be located by the LAM/LARMS/DCA components (e.g., where the TRC-STS is located? Which certificate should I use to connect?). To be discussed jointly with eID task forces.

· This specification proposed new schemes for the participant id, process id. Notably, the records referenced by SMP are not documents, bu resources, e.g., endpoints.

· Section 2.3.2 of the SMP specification says that "SMP publishing services MUST NOT produce metadata that contain extensions necessary for a Client to understand in order to make use of this metadata. The ability to parse and adjust client behavior based on an extensions element MUST NOT be a prerequisite for a client to locate a service, or to make a successful request at the referenced service". However some resources, e.g., the international search mask, make use of extensions, and the ISM is somehow a prerequisite to collect the information for a patient query. This requirements clashses with the keyword "MUST NOT". Putting this value as optional, e.g., a MAY NOT would solve the problem. 

· TSL has the field "Status" that defines how a given service is acting, e.g., "in Accord", "Reconfiguring", etc. Such record does not exist in SMP, although it can be realized by using ServiceActivationDate

· Fields RequireBusinessLevelSignature and MinimumAuthenticaitonLevel are mandatory for the SMP, but they may have no meanings in other contexts.

· This specification states that the signature of the SignedServiceMetadata shall be done by the scheme operator, which probably can do a qualified electronic signature for which the remote NCP has direct trust as per 1999/93/EC and the eIDAS regulation. By this means, the XMLDSG defined in Section 1.1.2 may not be valid, and we may require to have an aDES, like, e.g., XaDES. Countries not listed in TL either may have co-signed the directives and/or there is a mutual agreement to treat their aDES equivalent.

· The scheme operator shall be able to publish the information on the SMP, without passing through the SMP "Admin". Which authentication method to use? How the security connection is established from SMP to SML, when publishing data? Is there a mutual TLS connection with certificate-level checking?

· This specification does not mandate any deployment model (e.g., single SMP, decentralized SMP, use of SML), as it will be tackled separately by e-SENS and DG DIGIT. DNSSEC is a must.



Formulate the proposed change here, if known at time of submission

Specify what exactly should be changed. When modifying existing text, paste it into this Change Proposal and DO NOT use MS Word change tracking. Manually format all changed text to bold and either underline the new text or cross out the text to be removed. 

When pasting from documents use “Paste Special…”, select “Unformatted text”, and apply the appropriate styles to the text inserted.  This avoids importing spurious paragraph formats (which are the cause of significant headaches for editors).

Proposed changes should be introduced with “editors instructions” in a “box” such as:

Replace Section X.X by the following:

or

Add section 4 to EED TSL Binding

SMP

Network addresses, web service endpoints and certificates of a country's epSOS service providers and consumers are registered in a SMP SignedServiceMetadata structure, digitally signed by a trusted authority of the respective country (see [epSOS D3.7.2] for details). SignedServiceMetadata  of all member states are obtained by a NCP using the SMP+SML protocol set and it will be cached by the NCPs (caching strategies are not tackled by this specifications). 

SignedServiceMetadata are pointed by a overarching data structure, named ServiceMetadataCollection, that holds all the services exposed by a NCP. Figure XX and XY shows the structure

[image: ]

Figure 1 ServiceMetadataCollection data structure

[image: ]

Figure 2 SignedServiceMetadata

 The following sections define the application of the BDX-SMP for encoding the NCP configuration entries.

ServiceMetadataCollection

The ServiceMetadataCollection is a file containing all the pointers for the SignedServiceMetadata, configuration repositories for the NCP's capabilities. Each entry on the service group points to a specific epSOS service (e.g., patient service, order service). 

The fields for the ServiceGroup MUST be used as folloes for encoding the epSOS services. 



		ServiceGroup Element

		Opt

		Usage Convention



		ParticipantIdentifier

		R

		MUST be the unique uri of the NCP (e.g., urn:germany:ncpeh)



		

		ServiceMetadataReferenceCollection	Comment by João Gonçalves: In the table, ServiceMetadataReferenceCollection must be at the same level as ParticipantIdentifier

		R

		Holds the pointers to the service



		

		ServiceMetadataReference

		O

		If present, it MUST contain the URL of the SignedServiceMetadata file associated for the service. The format of the URL is 

http://<server location>/ehealth-resid-qns/<service_url>	Comment by João Gonçalves: Regarding the URL to be used in each ServiceMetadataReference of ServiceGroup (see sample XML), it should follow the scheme

/{identifier scheme}::{id}/services/{docType}

which expands to

/{identifier scheme}::{id}/services/{document identifier scheme}::{document identifier}

As such, they should be like:

http://smp.location.de/ehealth-participantid-qns%3A%3Aurn%3Aehealth%3Ade%3Ancpb-idp/services/ehealth-resid-qns%3A%3Aurn%3A%3Aepsos%3Aservices%23%23epsos-11

In this case I'm assuming a ParticipantIdentifier like urn:ehealth:{country-code}:ncpb-idp










A sample mapping is shown below.



<?xml version="1.0" encoding="UTF-8"?>
<!-- This is the Service Group file for the German NCP, according with 4.5.8.1 epSOS EventIDs -->
<ServiceGroup xmlns="http://docs.oasis-open.org/bdxr/ns/SMP/2014/07"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xsi:schemaLocation="http://docs.oasis-open.org/bdxr/ns/SMP/2014/07 file:/Users/max/Downloads/bdx-smp-201407.xsd">
    <ParticipantIdentifier scheme=" ehealth-participantid-qns ">urn:germany:ncpb</ParticipantIdentifier>
    <ServiceMetadataReferenceCollection>
        <!-- epsosIdentityService::FindIdentityByTraits epsos-docid-qns::urn:epsos:services##epsos-11 -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-11"/>
        <!-- epsosPatientService::List -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-21"/>
        <!-- epsosOrderService::List -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-31"/>
        <!-- epsosDispensationService::Initialize -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-41"/>
        <!-- epsosDispensationService::Discard -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-42"/>
        <!-- epsosConsentService::Put -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-51"/>
        <!-- epsosConsentService::Discard -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-52"/>
        <!-- identityProvider::HcpAuthentication -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-91"/>
        <!-- ncp::TrcAssertion -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-92"/>
        <!-- ncpConfigurationManager::ImportNSL -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-93"/>
        <!-- ncpTransformationMgr::Translate -->
        <ServiceMetadataReference href="http://smp.location.de/epsos-docid-qns%3A%3Aurn%3Aepsos%3Aservices%23%23epsos-94"/>
    </ServiceMetadataReferenceCollection>
</ServiceGroup>

In this example the Service Group is created for the German NCP. Each MetadataReference points to the document containing the SignedServiceMetadata.



[bookmark: _Ref304801503]SignedInformation

The SignedInformation file contains the information realted to the specific eHealth resource (e.g., epSOS service). The following encoding MUST apply. 



		SignedServiceMetadata

		Opt

		Usage Convention



		ParticipantIdentifier	Comment by João Gonçalves: In the table, ParticipantIdentifier looks like the parent element of DocumentIdentifier, DocumentIdentifier/@Scheme and ProcessList, although it is correct in the XML. It should be at the same level of those three

		R

		MUST be the unique uri of the NCP (e.g., urn:germany:ncpeh)



		

		DocumentIdentifier

		R

		it MUST contain the URL of the this SignedServiceMetadata file associated for the service. The format of the URL is 

http://<server location>/ehealth-resid-qns/<service_url>	Comment by João Gonçalves: In the table, for the DocumentIdentifier, you can read: "it MUST contain the URL of the this SignedServiceMetadata file associated for the service. The format of the URL is http://<server location>/ehealth-resid-qns/<service_url>". Why should it contain the URL instead of an URI, e.g., urn::epsos:services##epsos-11, as it is used in the sample XML? In the sample XML we also have the DocumentIdentifier scheme prefix in the value ("epsos-docid-qns"), but I think it's not necessary. Also the format of that URL is not conforming to the SMP spec



		

		DocumentIdentifier/@Scheme

		R

		It MUST be ehealth-resid-qns



		

		ProcessList

		R

		It holds the processes that provide services for the specific service





Each process is encoded as follows.

		Process

		Opt

		Usage Convention



		ProcessIdentifier

		R

		MUST contain the URI of the specific service



		ProcessIdentifier/@Scheme

		R

		MUST be ehealth-procid-qns



		ServiceEndpointList

		R

		MUST contain the service information for each service endpoint served by this service. E.g., if service is Patient Service, the operation is List().



		

		Endpoint/@transportProfile

		R

		MUST contain the selected profile for this service. Available profiles are: 

· urn:ihe:iti:2013:xcpd

· urn:ihe:iti:2013:xds

· urn:ihe:iti:2013:xca

· urn:ihe:iti:2013:xcf

Applications MAY add additional protocols (e.g., for eID)



		

		

		EndpointURI

		R

		MUST contain the WSE of the specific service



		

		

		RequireBusinessLevelSignature

		R

		MUST be set to False (as it is not used by eHealth)



		

		

		MinimumAuthenticationLevel

		O

		MAY contain the minimum Level of Authentication (LoA, AAL) required to access to the service. 



		

		

		ServiceActivationDate

		R

		MUST contains the Date when the service has started



		

		

		ServiceExpirationDate

		O

		MUST contains the Date when the service will be stopped



		

		

		Certificate

		R

		MUST contain the public certificate used to run the service



		

		

		ServiceDescription

		O

		MAY contain the english description of the service



		

		

		TechnicalContactURL

		O

		MAY contain the information related to the technical contact



		

		

		TechnicalInformationURL

		O

		MAY contain the URL pointer to the remote service technical description



		

		Extension

		O

		MAY contain additional service-specific extension (processcontent = LAX)







A sample SignedInformation file for the patient service is shown below. 

<?xml version="1.0" encoding="UTF-8"?>
<SignedServiceMetadata xmlns="http://docs.oasis-open.org/bdxr/ns/SMP/2014/07"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xsi:schemaLocation="http://docs.oasis-open.org/bdxr/ns/SMP/2014/07 file:/Users/max/Downloads/bdx-smp-201407.xsd"
    xmlns:ns="urn:esens:smp">
    <ServiceMetadata>
        <ServiceInformation>
            <!-- Same as the service group -->
            <ParticipantIdentifier scheme="ehealth-participantid-qns">urn:germany:ncpb</ParticipantIdentifier>
            <DocumentIdentifier scheme="epsos-docid-qns">epsos-docid-qns::urn:epsos:services##epsos-21</DocumentIdentifier>
            <ProcessList>
                <Process>
                    <ProcessIdentifier scheme="ehealth-procid-qns">urn:germany:ncpb:epsosPatientService::List</ProcessIdentifier>
                    <ServiceEndpointList>
                        <Endpoint transportProfile="urn:ihe:iti:2013:xcpd">
                            
                            <EndpointURI>http://germany/ncp/patient/list</EndpointURI>
                            <RequireBusinessLevelSignature>false</RequireBusinessLevelSignature>
                            <MinimumAuthenticationLevel>urn:epSOS:loa:1</MinimumAuthenticationLevel>
                            <ServiceActivationDate>2015-04-29T12:55:39Z</ServiceActivationDate>
                            <ServiceExpirationDate>2015-04-29T12:55:39Z</ServiceExpirationDate>
                            <Certificate>SGksIEkgYW0gYSBuaWNlIFg1MDkgQ2VydGlmaWNhdGU=</Certificate>
                            <ServiceDescription>This is the epSOS Patient Service List for the German NCP</ServiceDescription>
                            <TechnicalContactUrl>http://germany/contact</TechnicalContactUrl>
                            <TechnicalInformationUrl>http://germany/contact</TechnicalInformationUrl>
                            
                        </Endpoint>
                    </ServiceEndpointList>
                    
                </Process>
            </ProcessList>
            
        </ServiceInformation>
    </ServiceMetadata>
    <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
        <SignedInfo>
            <CanonicalizationMethod Algorithm=""></CanonicalizationMethod>
            <SignatureMethod Algorithm=""></SignatureMethod>
            <Reference>
                <DigestMethod Algorithm=""></DigestMethod>
                <DigestValue></DigestValue>
            </Reference>
        </SignedInfo>
        <SignatureValue></SignatureValue>
    </Signature>
</SignedServiceMetadata>	Comment by João Gonçalves: XML file uses "epsos-docid-qns" as the DocumentIdentifier scheme, whereas it should be "ehealth-resid-qns"	Comment by João Gonçalves: Will we keep the "epsos" name, like in the DocumentIdentifier? What about its use in the epSOS event IDs/names? Will they be used or replaced by "ehealth*"?
	Comment by João Gonçalves: This structure wasn't defined anywhere, just that "it MUST contain the URI of the specific service". I don't know if it needs to be specified or if it should be left to the implementation



Every SignedServiceMetadata MUST be signed by its scheme operator. The XML signature MUST be applied by using the ServiceMetadata/ds:Signature element as defined below



		Signature Parameter

		Usage Convention



		CanonicalizationMethod

		SHOULD be "http://www.w3.org/2001/10/xml-exc-c14n#"



		Transformation

		Exclusive XML canonicalization SHOULD be used (http://www.w3.org/2001/10/xml-exc-c14n#, acc. [W3C XMLDSig] and [W3C XML-EXC 1.0]). As inclusive namespaces other prefixes than the ones defined in section Error! Reference source not found. of this document MUST NOT be used.



		SignatureMethod

		The signature method MUST comply with the epSOS recommendations on algorithms and key lengths (see section ...). For signing epSOS NSL the signature method "http://www.w3.org/2000/09/xmldsig#rsa-sha1" SHOULD be used.



		DigestMethod

		The hash algorithm MUST comply with the epSOS recommendations on algorithms and key lengths (see section ....). For signing epSOS NSL the digest method "http://www.w3.org/2000/09/xmldsig#sha1" SHOULD be used.



		KeyInfo

		This element MUST contain a ds:X509Data element which contains the X.509 certificate of the NSL scheme operator.





[bookmark: _Toc191022646]NCP Provider Identification

The ServiceMetadataReferenceCollection element MUST contain a single ServiceMetadataReference element for each face of the NCP (NCP-A and/or NCP-B) that is operated by the respective member state. 

The service list for each face of the NCP contains entries for the gateways and services of this NCP. The following table shows, which service entries are mandatory (M) or optional (O) for service providers (NCP-A) and service consumers (NCP-B).



		Gateway / Service

		Opt. NCP-A

		Opt. NCP-B

		Reference



		VPN Gateway

		R

		R

		



		NCP

		R

		R

		



		Patient Identification Service

		R

		X

		



		Patient Service

		O

		X

		



		Order Service

		O

		X

		



		Dispensation Service

		O

		X

		



		Consent Service

		O

		X

		



		HCP Identity Provider

		X

		O

		



		HCP Signature CA

		O

		O

		







[bookmark: _Toc191022647]VPN Gateway Status Information	Comment by João Gonçalves: Used the following documentIdentifiers in the implementation:
VPN-A: epsos-95 (not used in the spec)
VPN-B: epsos-96 (not used in the spec)


VPN Gateways status information entries are used to announce the address and digital ceritficate of a NCP’s VPN gateway. 



		Process

		Opt

		Usage Convention



		ProcessIdentifier

		R

		MUST contain "urn:ehealth:ncp:vpngateway"



		ProcessIdentifier/@Scheme

		R

		MUST be ehealth-procid-qns



		ServiceEndpointList

		R

		If multiple gateway addresses are given, NCP-B MAY select among these.



		

		Endpoint/@transportProfile

		X

		Not used for the moment. In future it MAY contain an URI defining the type of the VPN used.





		

		

		EndpointURI

		R

		Fully qualified domain names and/or IP-addresses of the VPN gateway, prefixed with the scheme "ipsec:". This field is required for NCP-A and MUST not be used for NCP-B



		

		

		RequireBusinessLevelSignature

		X

		



		

		

		ServiceActivationDate

		R

		MUST contains the Date when the service has started



		

		

		ServiceExpirationDate

		R

		MUST contains the Date when the service will be stopped



		

		

		Certificate

		R

		VPN gateway certificate (base64 encoded). Multiple gateway certificates MAY be provided. Each of these MUST comply with the epSOS VPN gateway certificate profile as defined in section ... of this document.



		

		

		ServiceDescription

		O

		MAY contain the english description of the service



		

		

		TechnicalContactURL

		O

		MAY contain the information related to the technical contact



		

		

		TechnicalInformationURL

		O

		MAY contain the URL pointer to the remote service technical description



		

		Extension

		O

		MAY contain additional service-specific extension (processcontent = LAX)





[bookmark: _Toc191022650]Use of Dedicated epSOS Identity Providers	Comment by João Gonçalves: Used the following documentIdentifier in the implementation:
IdP: epsos-91 (as per D3.4.2)


Country-B implementations MAY use dedicated Identity Providers within NCP-B for issuing HCP Identity Assertions. In this scenario the HCP Identity Assertion MUST be signed by the Identity Provider. Identity Provider status information can be used for distributing the Identity Provider certificate.

		Process

		Opt

		Usage Convention



		ProcessIdentifier

		R

		MUST contain "urn:ehealth:ncp:<country>:ncpb-idp"



		ProcessIdentifier/@Scheme

		R

		MUST be ehealth-procid-qns



		ServiceEndpointList

		R

		



		

		Endpoint/@transportProfile

		R

		The transport profile used to validate an assertion. It MAY be one of

· WS-Trust 1.3 - http://docs.oasis-open.org/ws-sx/ws-trust/200512 

· SAML Protocol v2 -  urn:oasis:names:tc:SAML:2.0:protocol 

· OAuth 2.0 - rfc6749





		

		

		EndpointURI

		R

		Fully qualified domain names and/or IP-addresses of the dedicated IDP



		

		

		RequireBusinessLevelSignature

		X

		



		

		

		ServiceActivationDate

		R

		MUST contains the Date when the service has started



		

		

		ServiceExpirationDate

		R

		MUST contains the Date when the service will be stopped



		

		

		Certificate

		R

		Certificate that this IDP is using to sign



		

		

		ServiceDescription

		O

		MAY contain the english description of the service



		

		

		TechnicalContactURL

		O

		MAY contain the information related to the technical contact



		

		

		TechnicalInformationURL

		O

		MAY contain the URL pointer to the remote service technical description



		

		Extension

		O

		MAY contain additional service-specific extension (processcontent = LAX) For instance, the list of trusted remote IdPs. 





International Search Mask	Comment by João Gonçalves: Used the following documentIdentifier in the implementation:
ISM: epsos-97 (not used in the spec)


EHealth portals use an adaptive Internation Search Mask configuration to switch the presentation of the portal for the specific patient's country. 



		Process

		Opt

		Usage Convention



		ProcessIdentifier

		R

		MUST contain "urn:ehealth:ncp:<country>:ism"



		ProcessIdentifier/@Scheme

		R

		MUST be ehealth-procid-qns



		ServiceEndpointList

		R

		



		

		Endpoint/@transportProfile

		R

		MUST be "urn:ehealth:transport:none"



		

		

		EndpointURI

		X

		



		

		

		RequireBusinessLevelSignature

		X

		



		

		

		ServiceActivationDate

		R

		MUST contains the Date when the mask has been issued



		

		

		ServiceExpirationDate

		O

		MUST contains the Date when the service will be stopped



		

		

		Certificate

		X

		



		

		

		ServiceDescription

		O

		MAY contain the english description of the search mask



		

		

		TechnicalContactURL

		O

		MAY contain the information related to the technical contact



		

		

		TechnicalInformationURL

		O

		MAY contain the URL pointer to the remote mask technical description



		

		Extension

		R

		MUST contain the international search mask XML as direct children





[bookmark: _Toc378670896]Security Audit Considerations

The service consumer MUST write an audit trail entry according to the Audit Trail Entries for Internal NCP Activities as defined in [EED-B AuditTrail]. The service provider MUST write an audit trail entry according to the Patient Privacy Audit Schema as defined in [EED-B AuditTrail].

The following table defines which categories MUST be filled (R), which MAY be filled (O) and which categories MUST NOT be used (X).

		epSOS Instance

		Opt.

		Description



		Event 

		R

		Audited event. See [EED-B AuditTrail RFC3881] section Error! Reference source not found. for the respective values.



		Requesting Point of Care

		X

		-



		Human Requestor

		X

		-



		Source Gateway

		R

		URL of the SMP server



		Target Gateway

		R

		NCP that imported the SignedServiceMetadata



		Audit Source

		R

		Legal entity that ensures the uniqueness of the identifiers that are uses to identify active participants



		Patient

		X

		-



		Event Target

		R

		See below





Table 1: epSOS NSL Import Audit Message Categories

For the event target, a reference to the SMP MUST be written.

		Field Name

		Opt.

		Value Constraints



		ParticipantObjectTypeCode

		R

		MUST be “2” (System Object)



		ParticipantObjectIDTypeCode

		R

		MUST be EV( “SMP”, “epSOS Security”, “SignedServiceMetadta”)



		ParticipantObjectID

		R

		Base64 encoded list of endpoints that has been affected by the SMP update, separated by comma.







Mapping from TSL - Non Normative

The following mapping will apply. This is the mapping from an Envelope, which does not exist in SMP. If such records are considered, they SHOULD be part of the ServiceGroup.

		@TSLTag

		n/a



		@ID

		n/a



		SchemeInformation

		n/a



		TSLVersionIdentifier

		n/a



		TSLSequenceNumber

		n/a



		TSLType

		n/a



		SchemeOperatorName, SchemeOperatorAddress

		Technical Contact and technical contact url, for each service



		SchemeName

		n/a



		SchemeInformationURI

		n/a



		StatusDeterminationApproach

		n/a



		SchemeTypeCommunityRules

		n/a



		SchemeTerritory

		n/a



		PolicyOrLegalNotice

		n/a



		HistoricalInformationPeriod

		n/a



		PointersToOtherTSL

		n/a



		ListIssueDateAndTime

		n/a



		NextUpdate

		n/a (SMP is cached)



		DistributionPoints

		n/a



		SchemeExtensions

		n/a



		Signature

		Mapped in the ServiceGroup signature	Comment by João Gonçalves: If the envelope is used then the ServiceGroup should be signed. This implies a change to the SMP specification in order to add a Signature field to the ServiceGroup structure







VPN Gateway Status Information

		ServiceTypeIdentifier

		ProcessIdentifier 



		ServiceName

		n/a



		ServiceDigitalIdentity

		Certificate



		ServiceStatus

		n/a note that this is important. The service expiration time can be used to change the status, or in the extension



		StatusStartingTime

		ServiceActivationDate



		SchemeServiceDefinitionURI

		n/a



		ServiceSupplyPoints

		Endpoint URI



		TSPServiceDefinitionURI

		n/a



		ServiceInformationExtension

		n/a



		ServiceHistory

		n/a







epSOS NCP Status Information

		ServiceInformation

		n/a



		ServiceName

		n/a 



		ServiceDigitalIdentity/X509Certificate

		Certificate 



		ServiceStatus

		n/a. In fact, to use either we use the extension, or we remove it. The spec says: "After epSOS pilot phase 1 NCPs MUST NOT connect to other NCPs with a status other than "in accordance".



		StatusStartingTime

		ServiceActivationDate



		

		



		

		





The epSOS Service Status information is encoded as per Section 1.1.2.

URL Encoding - Non Normative

The following text provides an example on how to encode an URL for the SMP.



· SML domain=ehealth.ec.europa.eu

· schemeId of participants=ehealth-ncp-ids

· participantId=urn:ehealth:de:ncpb-idp

· documentType=docScheme::docID=epsos-docid-qns::urn::epsos:services##epsos-21

·    would give, after percent encoding http://MD5Hash[urn:ehealth:de:ncpb-idp].ehealth-ncp-ids.ehealth.ec.europa.eu/urn%3Aehealth%3Ade%3Ancpb-idp/services/epsos-docid-qns%3A%3Aurn%3A%3Aepsos%3Aservice%23%23epsos-21
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_1513420968/RE  DIGIT's SMP schema.msg
RE: DIGIT's SMP schema

		From

		FERIAL Adrien (DIGIT-EXT)

		To

		'Massimiliano Masi'; João Cunha

		Recipients

		massimiliano.masi@tiani-spirit.com; joao.cunha@spms.min-saude.pt



Dear Masi, dear Joao,


 


Our DIGIT's SMP implements PEPPOL SMP specification. We'll implement OASIS BDX-SMP in 2016 in the next version of our SMP.


 


@Joao: Does the validation error generates any issue in the process of the request? If not, then I would recommend just to live with it for the moment. The current version of the SMP will soon be phased out and I prefer to solve this issue only in the next version.


 


Best regards,


 


Adrien


 


From: Massimiliano Masi [mailto:massimiliano.masi@tiani-spirit.com] 
Sent: Friday, November 27, 2015 9:02 AM
To: João Cunha
Cc: FERIAL Adrien (DIGIT-EXT)
Subject: Re: DIGIT's SMP schema




 


Hi Joao, 


 


Il giorno 26 nov 2015, alle ore 19:45, João Cunha <joao.cunha@spms.min-saude.pt> ha scritto:



 


Dear Adrien and Massi,



 



I've been trying to validate the generated SMP files either with Massi's schematrons and with DIGIT's XSD.



My first point is to Massi: Do you know which XSD is being used by Gazelle? Is it the same as DIGIT’s?








 



I think it is the one from OASIS. 



 



For the extensions: I think that the option 2 is the one, we should change the schematron. Will you do, or I do?



The spec says: 



 



26            <smp:Extension>xs:any</smp:Extension>?



 




(The fact that we have no source control, makes things very complex!)








 



Second remark: there is a problem with Extension validation, summarized in the following findings regarding files that don't have nothing to include in the Extension element (scenario 1 and 2 are possible solutions) and the search masks (ISM) which must include an XML (scenario 3):



 



1) SMP files with an empty <Extension/> element:



- Schematron validates



- XSD (strict) invalidates



- XSD (lax) invalidates



2) SMP files without <Extension> element:



- Schematron invalidates



- XSD (strict) validates



- XSD (lax) validates



3) ISM (that always have Extension):



- Schematron validates



- XSD (strict) invalidates



- XSD (lax) validates



 


With "strict/lax" I mean the processContents attribute of xs:any of the Extension.



So we must:



- make <xs:any processContents="lax"> in the XSD



- change Schematron to allow no <Extension> element.



 



What is your opinion?



Tomorrow is the day we're going to release the new OpenNCP, so it'd be great if we had all problems solved. Of course if Gazelle is using different XSD, this has to be retested.



 



-- 



Best regards, / Com os melhores cumprimentos,



João Pedro Cunha Gonçalves



International Projects and Interoperability / Projectos Internacionais e Interoperabilidade
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De: João Cunha
Enviado: 26 de novembro de 2015 17:39
Para: Adrien.FERIAL@ext.ec.europa.eu
Assunto: Re: DIGIT's SMP schema


 




Hi,



 



I managed to solve almost all the problems. I missed the Identifiers-1.0.xsd in the folder and I also missed the namespace in Address. The only problem I have now is with the endpoint Extension element: it doesn't allow an empty Extension nor does it allow any XML without providing its schema, throwing the error:



			
"The matching wildcard is strict, but no declaration can be found for element 'patientSearch'.         "








 


To solve this we need the processContents attribute to have the value "lax" (as we specified in EXPAND Change Proposal: gazelle.ihe.net/jira/browse/EPSOSMAINT-7).



http://stackoverflow.com/questions/27420156/processcontents-strict-vs-lax-vs-skip-for-xsdany



 



-- 



Best regards, / Com os melhores cumprimentos,



João Pedro Cunha Gonçalves



International Projects and Interoperability / Projectos Internacionais e Interoperabilidade
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De: João Cunha
Enviado: 26 de novembro de 2015 16:53
Para: Adrien.FERIAL@ext.ec.europa.eu
Assunto: Re: DIGIT's SMP schema


 




Hi Adrien,



 



Thanks. I have validation errors when running a generated SMP file against the XSD (attachment). I think it's related to the namespaces but I don't understand how the SMP server doesn't produce errors.



 



-- 



Best regards, / Com os melhores cumprimentos,



João Pedro Cunha Gonçalves



International Projects and Interoperability / Projectos Internacionais e Interoperabilidade
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De: Adrien.FERIAL@ext.ec.europa.eu <Adrien.FERIAL@ext.ec.europa.eu>
Enviado: 26 de novembro de 2015 16:24
Para: João Cunha
Assunto: RE: DIGIT's SMP schema


 




Hi Joao,



 


The attached XSD "ServiceMetadataPublishingTypes-1.0.xsd" is used to validate the requests.



 


Best regards,



 


Adrien



 


From: João Cunha [mailto:joao.cunha@spms.min-saude.pt] 
Sent: Thursday, November 26, 2015 5:21 PM
To: FERIAL Adrien (DIGIT-EXT)
Subject: DIGIT's SMP schema





 


Dear Adrien,



 


Is it possible that you provide me the schema that is being used by DIGIT's SMP to validate SMP files? Countries are asking me for that and since we don't have a "finished" status from UNIPI, I want to provide them something that may be closer to what they're going to test against (UNIPI still doesn't allow some empty fields in our SMP files).



 


-- 



Best regards, / Com os melhores cumprimentos,



João Pedro Cunha Gonçalves



International Projects and Interoperability / Projectos Internacionais e Interoperabilidade
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--


Massimiliano Masi,
http://www.mascanc.net

Tiani ``Spirit'' GmbH
Guglgasse 6
Gasometer A
1110 Vienna
Austria/Europe





 





