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1 Introduction
The Context Driven Entitlements (CDE) specification defines the syntax and processing semantics of entitlements applicable in a particular context. This specification defines both the structure of Entitlements, and an associated set of protocols, in addition to the processing rules involved in managing an entitlement system.
1.1 Terminology
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
1.2 Normative References

[RFC2119]
Bradner, S., “Key words for use in RFCs to Indicate Requirement Levels”, BCP 14, RFC 2119, March 1997. http://www.ietf.org/rfc/rfc2119.txt.
 MACROBUTTON  NoMacro [Reference] 
 MACROBUTTON  NoMacro [Full reference citation] 


1.3 Non-Normative References

 MACROBUTTON  NoMacro [Reference] 
 MACROBUTTON  NoMacro [Full reference citation] 
NOTE: The proper format for citation of technical work produced by an OASIS TC (whether Standards Track or Non-Standards Track) is:
[Citation Label]
Work Product title (italicized). Approval date (DD Month YYYY). OASIS Stage Identifier and Revision Number (e.g., OASIS Committee Specification Draft 01). Principal URI (version-specific URI, e.g., with filename component: somespec-v1.0-csd01.html).
For example:
[OpenDoc-1.2]
Open Document Format for Office Applications (OpenDocument) Version 1.2. 19 January 2011. OASIS Committee Specification Draft 07. http://docs.oasis-open.org/office/v1.2/csd07/OpenDocument-v1.2-csd07.html.
[CAP-1.2]
Common Alerting Protocol Version 1.2.  01 July 2010. OASIS Standard. http://docs.oasis-open.org/emergency/cap/v1.2/CAP-v1.2-os.html.
2 Glossary (non-normative)
An Entitlement is a package of information that supplies the permissions for a User or System Entity in a particular context.
2.1 Preferred Terms
Entitlement

           An Entitlement is a package of information that supplies
 the permissions
 for a User or System Entity in a particular context.

Context

           A context is the circumstances 
that form the setting for an event, statement, or idea, and in terms of which it can be fully understood and assessed. The context can be technical or business in nature.
3 Background (non-normative)

We want to call out the difference between an Enforcement Model and an Entitlement Model in access control.

Prominent access control strategies and standards involve the Enforcement model. The access control system is trying to enforce access to a resource
. This leads to a Yes/No type question.  The enforcement model does not scale in a cloud or a resource constrained environment
. 
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Figure 1: Cloud Enforcement Model

Entitlement model is where in the access control system does not perform enforcement or access checks
. Rather it answers questions such as "What permissions does this user have?" The question seeker will then use the returned answer to perform local enforcement.
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Figure 2: Cloud Entitlement Model

4 Non-normative Example – Cloud File Storage Service
Consider an example of a Cloud File Storage Service. The Files are stored as
 Directories. There is a Cloud Entitlement Manager Service that stores entitlements (permissions) for the File Storage Service at the User, Role and Group levels. Actions on the Files and Directories can be READ, WRITE or DELETE.
It is possible to query the Cloud Entitlement Manager Service for collection of entitlements 
for a particular context. In this example, the context 
can include a combination of User, Role and Group levels.
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Figure 3: Cloud File Storage Entitlement Model

Let
 us define the main systems and types in the example.

1. Define EntitlementManager

2. Define FileResource = Resource 

3. Define DirectoryResource = Collection(FileResource)

Let us now define the individual actors.

1. Define HomeDirectory = DirectoryResource(“HOME”)

2. Define DraftsDirectory = DirectoryResource(“Drafts”)

3. Define WorkDirectory = DirectoryResource(“Work”)

4. Add DraftsDirectory Into HomeDirectory

5. Define FileResourceA = FileResource(“FileResourceA”)

6. Define FileResourceB = FileResource(“FileResourceB”)

7. Define FileResourceC = FileResource(“FileResourceC”)

8. Add FileResouceA, FileResourceB,FileResourceC Into DraftsDirectory
9. Add WorkDirectory Into DraftsDirectory
10. Define ReadEntitlement = Entitlement(“Read”)
11. Define WriteEntitlemet = Entitlement(“Write”)

12. Define DeleteEntitlement = Entitlement(“Delete”)
13. Define RWX = EntitlementCollection(ReadEntitlement,WriteEntitlement,DeleteEntitlement)

14. Define RW =  EntitlementCollection(ReadEntitlement,WriteEntitlement)
15. Define R = EntitlementCollection(ReadEntitlement)

16. Define Users Alice
17. Define Roles Employee

18. Define Group AcmeCorp

19. Add
 UserEntitlement(FileResourceA,Alice,RWD)
20. Add UserEntitlement(FileResourceB,Alice,RWD)

21. Add UserEntitlement(FileResourceC,Alice,RWD)

22. Add UserEntitlement(WorkDirectory,Alice,RWD)

23. Add RoleEntitlement(FileResourceA,Employee,RW)
24. Add RoleEntitlement(FileResourceB,Employee,RW)

25. Add RoleEntitlement(FileResourceC,Employee,RW)

26. Add RoleEntitlement(WorkDirectory,Employee,RW)

27. Add GroupEntitlement(FileResourceA,AcmeCorp,R)

28. Add GroupEntitlement(FileResourceB,AcmeCorp,R)

29. Add GroupEntitlement(FileResourceC,AcmeCorp,R)

30. Add GroupEntitlement(WorkDirectory,AcmeCorp,R)

Now that the EntitlementManager 
is fully set up with the entitlements applicable for the Cloud File Storage Service, we can now make queries for Entitlements in a particular context.

1. Define Context ContextA

2. Add Role employee Into ContextA

3. Add Group AcmeCorp Into ContextA

4. Add User Alice Into ContextA

5. Get EntitlementCollection For FileResourceA Using ContextA
6. Check EntitlementCollection Contains ReadEntitlement Matches True

7. Check EntitlementCollection Contains WriteEntitlement Matches True

8. Check EntitlementCollection Contains DeleteEntitlement Matches True

9. Define Context ContextB

10. Add User Tom Into ContextB

11. Add Role Employee Into ContextB

12. Add Group AcmeCorp Into ContextB

13. Get EntitlementCollection For FileResourceA Using ContextB

14. Check EntitlementCollection Contains ReadEntitlement Matches True

15. Check EntitlementCollection Contains WriteEntitlement Matches True

16. Check EntitlementCollection Contains DeleteEntitlement Matches False

17. Define Context ContextC

18. Add Group AcmeCorp Into ContextC

19. Get EntitlementCollection For FileResourceA Using ContextC

20. Check EntitlementCollection Contains ReadEntitlement Matches True

21. Check EntitlementCollection Contains WriteEntitlement Matches False
22. Check EntitlementCollection Contains DeleteEntitlement Matches False
23. Define Context ContextD

24. Get EntitlementCollection for FileResourceA Using ContextD

25. Check EntitlementCollection Contains ReadEntitlement Matches False

5 Non-Normative Example – Stock Trading Mobile Application
Consider the example of a Stock Trading Mobile Application. Customers of a Stock Trading Agency can use the mobile application to trade stocks. The Stock Trading Agency also handles the Employee Stock Option (ESO) plans for many companies. 
When customers log in to the mobile application, they see details of their account 
including the general stocks that they can buy and ESO that they can exercise if they are 
employees of companies whose stock option plan is managed by the agency.
If the customer is not an employee of any company managed by the agency, then they 
just get to deal with the general stocks. 
An important aspect of the ESO is the black out periods when the employees cannot exercise their stock options. These black out periods vary according to the company in question.
The Stock Trading Mobile application interacts with a backend Cloud Entitlement Service hosted by the Stock Trading Agency. This is depicted in Fig.4
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Figure 4: Stock Trading Mobile Application

When a customer who is also the employee of ABCD Corporation logs into the mobile application, he 
is going to see the screen shown in Fig.5
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Figure 5: Stock Trading Application during blackout period
The context 
for the calls to the Cloud Entitlement Service will include the name of the customer, employer name (if available) and balance in cash. 

The entitlements returned by the Cloud Entitlement Service will include the general stocks that the customer can buy based on the current stock price and the cash he has.
When the same employee of ABCD Corporation logs into the mobile application on 15 April 2014
, the blackout period for his employer is past. Hence 
he sees the following screen as shown in Figure 6.
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Figure 6: Stock Trading Application without blackout
In this case, the entitlements 
returned by the Cloud Entitlement Service will include 
the general stocks that the customer can trade with the value of each stock as well as the number of shares 
he can buy. The service also returns the number of ESO the employee can exercise.
6 Non normative example – Enterprise to SaaS Entitlement Service
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Figure 7: Entitlements provided by the Enterprise to SaaS Services
In this example, employees of an Enterprise use one or more SaaS services. The Enterprise provides services for Authentication and Entitlements that the SaaS services rely on.

When an employee accesses a SaaS service, the SaaS service uses the Enterprise Authentication Service to authenticate the employee. Now that the SaaS service knows who the employee is, it needs to perform access control checks on functions the SaaS service provides.
The SaaS service has two options to choose for access control/authorization checks:

1. The SaaS service knows the roles assigned to the employee via the Enterprise Authentication Service 
(The Authentication Service provides the roles for the Employee). It uses the predefined access control rules configured at the SaaS service based on roles.
2. The SaaS service invokes the Enterprise Entitlement Service to get the entitlements for the employee.

The Entitlement Service provides an opportunity for the enterprise to turn ON or OFF certain privileges for employees, in real time. 
The Entitlement Service handles cases such as:
· Quarterly lock down periods, 
· Employee changing jobs, 
· Employee taking additional responsibilities etc.
The structure of entitlements passed to the SaaS service depends on the contracts worked out between the Enterprise Security officer and the SaaS service.

It is worth mentioning that the Entitlement Service may not be
 the all-encompassing authority for access control at the SaaS service.

7 Entitlement Protocols

Entitlement messages can be generated and exchanged using a variety of protocols.
Specific entitlement request and response messages derive from common types. The requester sends an element derived from RequestEntitlementType to an Entitlement responder, and the responder generates an element adhering to or deriving from EntitlementCollectionType, as shown in Figure 7.
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Figure 8: Entitlement Request-Response Protocol
The protocols defined by CDE achieve the following actions:
· Returning one or more requested entitlements
. This can occur in response to either a direct request for specific entitlements or a query for entitlements 
that meet particular criteria.

· Registering one or more entitlements 
for a particular context.

7.1 EntitlementType

The EntitlementType represents an entitlement.

7.2 RequestEntitlementType

The RequestEntitlementType represents a family of types that are used for requests for entitlements.
7.3 EntitlementCollectionType

The EntitlementCollectionType represents a type that is a collection of EntitlementType.
8 Conformance

The last numbered section in the specification must be the Conformance section. Conformance Statements/Clauses go here. [Remove # marker]
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�This word is a bit ambiguous – it can mean as the permission itself as some additional information, which is not a permission yet.


�This term must be defined in such a document like this. IMO, permission cannot exist without the subject/resource/artefact of its application. That is, the subject/resource/artefact is primary and permission is secondary because a subject/resource/artefact may exist without a permission.


�IMO, entitlement must include a notion of a subject/resource/artefact it relates to.


�This is a very uncertain, thus, ambiguous term. Particularly, in the Section 4 you say that “User, Role and Group levels” may form the context but none of them is a circumstance, or an event, or a statement, or an idea, or terms in English. This leads to the conclusion that your statement in the Section 4 is incorrect.





You see how sensitive these definitions. Just to help you, OASIS SOA defines the Execution Context as a set of rules, policies regulations, which an enforcement must be compliant to.  Here is an example (that should be known in BoA): if your entitlement rule/assignment sounds like “if the balance of Mr. XYZ is more than $10,000, this user may withdraw up to $2,000”; however, the Execution Context tells you that Mr. XYZ is a citizen of Singapore and, due to the Singapore law, personal financial information of its citizens may not be available outside of the Singapore territory. This means that your entitlement rule executed in the USA about “withdraw” may not be applicable to Mr. XYZ. Oups! This is the context.


�I’d recommended to define this term in this document.


�Without the definition of “resource” this statement is unclear.


�Well, entitlement does not perform enforcement, sure, but the only it does is the “access checks” – permissions to access in certain way. If we do not define this certain way, an access does not make sense. Your following text just confirms my comment.


�“as” or “in”?


�This appears a jargon now – entitlement is singular while permissions are plural; i.e. query  is for a collection of permissions.


�Please, see my previous comment about what a context is. This example, as I said before, does not fit with your own definition of “context”.


�As an example, this is OK. However, logically, here has to be a hierarchical access – first to the WorkDirectory, second – to the Files. Correct?


�I am confused: Actor is the one that acts. Are you saying that items #1 to #15 can/will act ? To me they are simple elements of entitlement system supplying permissions.


�IMO, these are the only Actors in the Model.


�I would understood a verb “define” under “Let us now define the individual actors” but “add” does not fit into this in English.


�English requires explanation – is this a service/component/application or another entitlement Actor?


�This is not a query.


�These belong to the Entitlement setup, not to a query


�Same as above – M17


�Same as above – M17


�Same as above – M17


�s


�the


�it/him/her


�or she or s/he – in American culture


�Described is not the context exactly but rather a set of the request/query parameters/attributes. 





The context in this case comprises the schedule/rule of blackouts on the provider side (regardless the reasons) and the Employer name (the condition that defines which category the User belongs to regardless his/her actions). The User of the Mobile App operates in this conditions that are constrained by the blackout rule of particular Provider for particular Employer. 





�You have not indicated in the text when the User log-in the first time.


�s/


�It is better to say “permissions”


�Sorry, permissions cannot include stock. They can include a permission to see/read the stock


�s/


�Thus, the Employees should be registered with Authentication and Entitlement Services.


�Do not forget that each SaaS service must authenticate itself against the Enterprise’s Authentication and Entitlement Services.


�This is unclear: SaaS may know up-front (but configuration) what each Role may do. However, if SaaS knows what User is assigned to the Role already, this couples SaaS with the Enterprise HR information which is considered a BAD practice (because SaaS may be under different ownership and a synchronization between SaaP and HR now becomes an additional problem).


�Still, SaaS may have predefined Roles and the request to the Entitlement Service only says what Roles particular Use may be in. 


This is another coupling but now at the level of Roles, which much more flexible than by employees.


�What else may be and why it is not a part of Entitlement? In JP Morgan we had precedents when high ranked managers requires access only based on their rank. This was pushed back – everyone regardless the rank must have an entitlement profile (restricted everything what is not explicitly permitted). 


�“permissions”?


�“the permissions”


�“permissions”?
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