	[bookmark: _GoBack]DEFENSE CYBER CRIME CENTER PORTABLE ELECTRONIC DEVICE (PED) USER AGREEMENT

	By signing this document, you agree to adhere to the following restrictions:
1. I will not use any audio recording features of this PED while in DC3 work spaces.
2. I will disable/not use any Cameras, Bluetooth, Wi-Fi, audio recording capabilities or other PED networking features while in DC3 work spaces.
3. I will not handle, process, or store any unauthorized DC3 information in this PED.
4. I will not connect this PED to any DC3 nor government-owned network, computers, or associated peripherals.
5. I will notify Physical Security, the Network Management Office (NMO) and/or the Information Assurance Manager (IAM) in the case of any security incident.
6. I consent to the monitoring and reviewing of all files on internal or external storage media [e.g., flash memory, memory "sticks" or thumb drives, multimedia cards/secure digital cards, micro-drive modules, ZIP disks, CDs, DVDs, removable disk drives, diskettes, etc.] by the IAM or NMO and will provide any peripheral equipment (charger, USB cable, etc.).
7. I will not take this PED inside of DC3 SCIFs unless authorized in writing by the Executive Director.
8. I will not take this PED within 1 m. of a SIPRNET system or other classified equipment.
9. I will not take this PED within 10 ft. of classified discussions or documents.
10. I will keep a full sized copy of this form with this PED while in DC3 work spaces.
11. I will not import any software or hardware from the PED without authorization from the Executive Director of DC3 and in accordance with the DC3 Configuration Management Program.
12. I will follow DC3 office security procedures, official regulations, and policies applicable to PEDs.
13. I will not install any modem or remote access device without first obtaining the written permission of the Executive Director of DC3.
14. I will not use the PED to gain unauthorized access, or attempt to gain unauthorized access, to other computers or computer systems, unless expressly authorized to do so by the Executive Director of DC3. Further, I will not use the PED to launch a denial of service, or attempt to launch denial of service attacks against other computers or computer systems, unless expressly authorized to do so by the Executive Director, DC3.
15. I understand this authorization is no longer valid if I upgrade, replace or alter in any way the PED specified above.

I relieve the U.S. Government of liability for this PED while in DC3 work spaces.  I have read, understood, and will comply with the information in this form and the incoming/outgoing PED & storage media authorization form.  I understand that violation of the above may result in the confiscation of this PED and administrative/disciplinary action being taken.
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