
STIX Course of Action Object 
 
Type Name: course-of-action 
 
A Course of Action is an action taken either to prevent an attack or to respond to an attack that is in 
progress. It may describe technical, automatable responses (applying patches, reconfiguring firewalls), 
manual process, but can also describe higher level actions like employee training or policy changes. For 
example, a course of action to mitigate a vulnerability could describe applying the patch that fixes it. 
 
The Course of Action SDO contains a textual description of the action and an actions property that 
supports multiple actions with temporal sequencing, but no conditional logic. For complex conditional 
logic, a future Playbook SDO will be used. The actions property also serves for the inclusion of machine 
automatable courses of action. Relationships from the Course of Action can be used to link it to the 
Vulnerabilities or behaviors (Tool, Malware, Attack Pattern) that it mitigates. 
 

Properties 

Common Properties 

TODO 

Course of Action Specific Properties 

name, description, actions 

Property Name Type Description 

type (required) string The value of this property MUST be 
course-of-action 

name (required) string A name used to identify the Course of 
Action 

description (optional) string A description that provides more 
details and context about the Course 
of Action, potentially including its 
purpose and its key characteristics. 

actions (reserved) list of type action To capture structured/automated and 
manual courses of action with 
temporal logic. 

 
 
 
 



Open Questions 

● Actions might have a TTL - if they can't be executed in this certain time window, don't execute 
them at all 

● Action branching may have a TTL - Do not proceed to action 1 unless action 0 can be run within 
X timeframe 

● Action branching may have a time delay - Do not proceed to action 1 until X time after action 0 
● Actions should only be done during certain time windows 
● Should the action respond with a status, if it can. What kind of status should it give?  

● Received?  
● Received & Understood?  
● Received & Understood & Processed? 
● Received & Understood & Not Processed? 
● Received & Understood & Rejected? 
● Received & Not Understood? 

Action Properties 

Property Name Type Description 

action_id (required) id  

name (optional) string A human readable name for this action. 

description (optional) string A human readable description for this action. 

on_success (optional) list of type 
integer 

 

on_failure (optional) list of type 
integer 

 

requires_success (optional) list of type 
integer 

 

requires_failure (optional) list of type 
integer 

 

openc2 (optional) openc2  

 
 



Use cases 

Branch COA use case 
A COA for an indicator might advise that: 

1. That a specific TCP port should be blocked 
2. That a file should be searched for across the network. 
3. Once this search is completed a specific registry key should be deleted. 
4. After the port is blocked AND registry key is deleted copies of this file should be deleted. 
5. If the deletion fails systems with this file should be taken offline. 

The individual machine readable actions could be expressed in OpenC2 as follows: 
Block TCP port (8088) 
{ 
  "action": "deny", 
  "target": { 
    "ip_connection": { "dst_port": { "number": 8088 }, 
      "layer4_protocol": "TCP" 
    } 
  } 
} 
 
Search file across network 
{ 
  "action": "locate", 
  "target": { 
    "file": { "hashes": { "hashes_type": { 
          "SHA-256": "b94d27b9934d3e08a52e52d7da7dabfac484efe37a5380ee9088f7ace2efcde9" 
    }}}, 
    "actuator": "network" 
  } 
} 
 
Response to this command will be the location of the file on the network. 
 
Delete registry key 
{ 
  "action": "delete", 
  "target": { "windows_registry_key": { "key": "xdssfwefds" } }, 
  "actuator": "endpoint" 
} 
 
Delete file 
{ 
  "action": "delete", 
  "target": { 
    "file": { "hashes": { "hashes_type": { 
          "SHA-256": "b94d27b9934d3e08a52e52d7da7dabfac484efe37a5380ee9088f7ace2efcde9" 
    }}}, 
    "actuator": "endpoint" 
  } 
} 
 
 



Take system with file offline 
 

 

 

 

 

Question 1: Using IDs or Names 
There are two fundamental ways of grouping items. The first is by ID and the second is by name. What do you 
prefer?  To illustrate these options, there are 4 ways to show this. 

 

 

Option 1: Using id to map the linkage - STIX style 
{ 
  "type": "course-of-action", 
  "id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f", 
  "created_by_ref": "identity--f431f809-377b-45e0-aa1c-6a4751cae5ff", 
  "created": "2016-04-06T20:03:48.000Z", 
  "modified": "2016-04-06T20:03:48.000Z", 
  "name": "Some top level name for the COA", 
  "description": "Some top level description for the COA". 
  "actions": [ 
    { 
      "action_id": 1, 
      "name": "name of COA action", 
      "description": "some description or human course of action", 
      "on_success": [2], 
      "on_failure": [3], 
      "requires_success": [], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 8088 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    }, 
    { 
      "action_id": 2, 
      "name": "name of COA action", 
      "description": "some description or human course of action", 
      "on_success": [4], 
      "on_failure": [3], 
      "requires_success": [1], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 9000 } }, 
          "layer4_protocol": "TCP" 
        } 



      } 
    } 
  ] 
} 
 

Option 2: using id to map the linkage - Cyber Observable style 
{ 
  "type": "course-of-action", 
  "id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f", 
  "created_by_ref": "identity--f431f809-377b-45e0-aa1c-6a4751cae5ff", 
  "created": "2016-04-06T20:03:48.000Z", 
  "modified": "2016-04-06T20:03:48.000Z", 
  "name": "Some top level name for the COA", 
  "description": "Some top level description for the COA". 
  "actions": { 
    "1": { 
      "name": "name of COA action", 
      "description": "some description or human course of action", 
      "on_success": [2], 
      "on_failure": [3], 
      "requires_success": [], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 8088 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    }, 
    "2": { 
      "name": "name of COA action", 
      "description": "some description or human course of action", 
      "on_success": [4], 
      "on_failure": [3], 
      "requires_success": [1], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 9000 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    } 
  } 
} 
 

Option 3 : Using names to map the linkage – STIX style 
{ 
  "type": "course-of-action", 
  "id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f", 
  "created_by_ref": "identity--f431f809-377b-45e0-aa1c-6a4751cae5ff", 
  "created": "2016-04-06T20:03:48.000Z", 
  "modified": "2016-04-06T20:03:48.000Z", 
  "name": "Some top level name for the COA", 
  "description": "Some top level description for the COA". 
  "actions": [ 



    { 
      "name": "some name 1", 
      "description": "some description or human course of action", 
      "on_success": ["some name 2"], 
      "on_failure": ["some name 3"], 
      "requires_success": [], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 8088 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    }, 
    { 
      "name": "some name 2", 
      "description": "some description or human course of action", 
      "on_success": ["some name 4"], 
      "on_failure": ["some name 3"], 
      "requires_success": ["some name 1"], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 9000 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    } 
  ] 
} 
 

Option 4: Using names to map the linkage - Cyber observable style 
{ 
  "type": "course-of-action", 
  "id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f", 
  "created_by_ref": "identity--f431f809-377b-45e0-aa1c-6a4751cae5ff", 
  "created": "2016-04-06T20:03:48.000Z", 
  "modified": "2016-04-06T20:03:48.000Z", 
  "name": "Some top level name for the COA", 
  "description": "Some top level description for the COA". 
  "actions": { 
    "some_name_1": { 
      "description": "some description or human course of action", 
      "on_success": ["some name 2"], 
      "on_failure": ["some name 3"], 
      "requires_success": [], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 8088 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    }, 
    "some_name_2": { 
      "description": "some description or human course of action", 
      "on_success": ["some name 4"], 



      "on_failure": ["some name 3"], 
      "requires_success": ["some name 1"], 
      "requires_failure": [], 
      "openc2": {  
        "action": "deny",  
        "target": { 
          "ip_connection": { "dst_port": { "number": 9000 } }, 
          "layer4_protocol": "TCP" 
        } 
      } 
    } 
  } 
} 
 
 
 
 


