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Introduction 
Digital Signatures are needed for STIX.  It allows organizations to share data and ensure that 
the receiving party receives the data they originally sent.  The ability to verify the source of the 
data allows receiving organizations to build trust in the sending organization, and collaborate to 
improve the intelligence. 
 
There are two parts to digital signatures, the first part is hashing STIX objects in a canonical 
JSON format down to a unique deterministic cryptographic hash.  The second is the signing of 
the hash of the objects and adding the signature to the STIX object. 
 
This signing method may be applied to either an SDO or an SRO.  As the embedded references 
are the same in both SDOs and SROs, no modifications are needed.  Being able to sign an 
SRO is necessary for things like saying a course of action mitigates a malware.  You want 
assurances that the course of action is correct and trusted (signed COA SDO) and that it really 
does mitigate (signed SRO) the malware (signed malware SDO). 

Hash 
 

Property Name Type Description 

<basepropertyref>_ref_date string Contains the modified_date 
of the reference object that is 
hashed. 

<basepropertyref>_ref_hash string Contains the base64 
encoded hash of the object 
referenced by 
<basepropertyref>.  The 
value MUST only contain the 
base64 encoded value.  It 
MUST NOT contain any 
whitespace characters. 

 
The hash MUST be calculated on the following specified JSON serialization of the object, even 
if the original serialization is in a different format.  The character encoding used for serialization 
MUST be UTF-8. 



 

 
The JSON canonical serialization MUST follow the following rules: 

● No white spaces between strings, values or the various delimiter characters (commas, 
colons, curly braces, square brackets). 

● key/value pairs for the object are sorted by key in Unicode code point order.  If two keys 
(property names) are otherwise the same, but one is longer (that is one is a prefix, 
substring of the other), then the shorter one is sorted first. 

● No duplicate names in an object. 
● For strings, use the single character escape sequence if available 
● For strings, characters U+0000 through U+001f MUST use the \u escape, all other 

characters must use the correct UTF-8 encoding for that character 
● For integers, the full value without decimal point must be used. 
● For floating point: One, non-zero digit must precede the decimal point, unless the value 

represented is zero.  The digits after the decimal place must end with a non-zero digit, or 
if only zeros, then only one zero will be present.  A lowercase e MUST be used.  The 
exponent digits must be at least two.  No leading zeros of the exponent are allowed 
unless they are required to have two digits. 

 
NOTE: JSON itself does not define a difference between integers and floating point numbers, 
but STIX does.  As magnitude and precision enters into this, this is a tricky situation.  As JSON 
cannot represent binary floats, the reading of a float and reseralizing it will introduce errors (in 
the low bits due to continuation or lack there of, e.g. .333333).  It also depends upon if the party 
used single or double floats.  Integers are separate as they will need to keep the precision. 
Current list of languages known to possibly have issues w/ this due to a unified float/int type are: 
awk, PHP and perl. 
 
NOTE: The reason a more simple serialization format is not used (such as concatenating all the 
fields together), is that the hashed data needs to be parseable to get back the original object, 
otherwise an attacker can move data around (between fields) to create a different object that as 
the same hash, and therefore the signature would be valid for this other object.  Two other well 
established formats could be used, either ASN.1 DER or XML, but I doubt the TC would like to 
adopt either.  The reason JWS or JOSE is not used, is that it does not define a canonical format 
for JSON, it only defines how to represent encrypted/signed data IN JSON, but not how sign 
JSON. 
 
NOTE: There is no standard defined for signing JSON objects.  IETF draft for JSON signing is 
expired (and does not deal w/ integer numbers, that is requires all numbers to be floating point): 
https://tools.ietf.org/html/draft-staykov-hu-json-canonical-form-00. The OLPC proposal (does not 
support floating point numbers): http://wiki.laptop.org/go/Canonical_JSON.  Stack Overflow has 
no answer: 
https://stackoverflow.com/questions/4670494/how-to-cryptographically-hash-a-json-object. 
 

http://wiki.laptop.org/go/Canonical_JSON
https://tools.ietf.org/html/draft-staykov-hu-json-canonical-form-00
https://stackoverflow.com/questions/4670494/how-to-cryptographically-hash-a-json-object


 

Open Question:  How do we handle markings on objects?  Where an object may not have all 
the properties due to marking restrictions?  We cannot simply hash marked properties and 
include that, as that would reveal what the property was.  Maybe we include a "marking level" as 
part of the signature, so if the object has fields that are TLP:Red, you can generate a TLP:Red 
signature that includes all the properties, and a TLP:White signature which does not include the 
TLP:Red properties. 
 
Open Question: Third level references, how to date them?  You sign object a which includes an 
embedded reference to b, and b includes embedded reference to c.  b's version is included in a, 
but c's is not.  If the verifier has the correct b, but a different version of c, they would have to try 
all c's, which is not ideal.  As you do not include b, which versions of c you used are lost. 
Maybe make _ref_hash into _ref_info which contains date, hash and then the respective 
_ref_info properties of c?  This should also work when c includes a reference to d. 
 
All properties including properties added here except the signature property MUST be included 
when calculating the hash, while the signature property MUST NOT be included when 
calculating the hash.  If signatureid_ref is present, it must be included.  The hash function 
used MUST be SHA-512. 
 
For each property ending with _ref on the object, two additional properties SHALL be added to 
the object.  These properties MUST be included when calculating the hash.  The first is a 
_ref_date property which contains the modified date of the referenced object, the second is a 
_ref_hash property containing a base64 encoded hash of the referenced object.  These 
additional fields MUST be included to allow for verification of the signature when the referenced 
object(s) are not present. 
 
In the case of a property ending with _refs (Report Object), an array for each of _refs_date and 
_refs_hash SHALL be used, each with the equivalent of the above, and in the same index in 
the array as the _refs property, that is _refs_date[5] and _refs_hash[5] corresponds to 
_refs[5]. 

Signature 
 

Property Name Type Description 

signature string A base64 encoded version of 
the signature of the object. 

signatureid_ref (optional) identifier The uuid of the Identity SDO 
that contains the public key 
for the signature.  This 
property MUST be present if 



 

the key used to sign does not 
belong to the Identity in the 
created_by_ref property. 
This property MUST NOT be 
present if the key used 
belongs to the Identity in the 
created_by_ref property. 

 
The signature scheme used MUST be Ed448 (https://tools.ietf.org/html/rfc8032).  The message 
to be signed is the byte representation (neither base64 nor hex encoded) of the hash calculated 
above.  The output signature MUST be base64 encoded and stored in the signature property. 
 
If a signatureid_ref property is present, then it contains a reference to an Identity object which 
has the public key for verification.  If the property is not present, then the public key belongs to 
the Identity object pointed to by created_by property. 
 
As the same object may be signed by different entities (signatureid_ref specified) it is up to an 
implementation to pick which signatures they retain if any.  If an implementation chooses to only 
retain one signature, it is recommended that the signature to keep is the one by the creator if 
available. 
 
NOTE: We do not currently handle transporting multiple signatures on a single object.  There is 
nothing preventing the same object being signed by different people from being transported.  Is 
this an issue?  It could possibly be addressed via a list of signatures or something similar, but 
will complicate the specification. 

Identity Object 
 

Property Name Type Description 

publickey string A base64 encoded public key 
that is used for signing by this 
Identity. 

 
The Identity Object will have an additional field to store the public key.  This public key may be 
changed just like any other property by creating a new version.  Implementations may choose to 
keep older versions of the public key to allow verification of older signatures.  The key MUST 
NOT be used to sign an object with a modified date before the modified date of the first time the 
key appeared on the Identity Object. When the key is changed, the previous key MUST NOT be 
used to sign any object that has a modified date that is equal to, or later than the new key's 
modified date. 

https://tools.ietf.org/html/rfc8032


 

 
NOTE: Though it is supported to modify the Identity object to have a new key, it is current not 
defined how to bind the keys together to make rotating keys easier.  If you rotate keys, and later 
the older key leaks, there is nothing that would prevent the holder from generating a new 
Identity object w/ a new key to attempt to take over the Identity.  This may be solved via a 
blockchain style construction, but is reserved for future work, and to prevent this proposal from 
being to complicated.  The addition should build upon, but not require changes to this general 
structure. 
 
It is highly recommended that the Identity object is signed with the key itself.  This ensures that 
the name and other properties of the Identity object are verified by the key holder.  As there is 
no binding from Identity UUID to public key, the true unique identifier for an Identity object is the 
public key if present (and the signed Identity Object).  The only thing that prevents someone for 
attaching a public key to another Identity Object (to attempt to pass off the intelligence as 
belonging to another Identity) is the signing of the Identity object.  If there is no signature, there 
is no assertion that the name in the Identity object is the name of the key owner. 
 
It is recommended that all signatures be kept for the Identity object.  Keeping all the signatures 
allows a web of trust to be formed.  Once entity A has verified entity B's public key, they can 
then sign entity B's Identity object.  This gives the ability of entity C, which already trusts entity 
A, import entity B's key w/o needing to do an out of band verification of the key. 

Anonymization 
As there is no requirement that the name property of the Identity Object be a real name or a 
corporate name, an entity may choose to use an anonymous Identity Object to sign STIX 
Objects.  This allows the entity to release information and make it more difficult to track back to 
the originator.  The signing is still useful in anonymous contexts as it allows there to be built up 
trust in the anonymous identity that it produces useful and actionable CTI. 


