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1 Introduction

1.1 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in Error! Reference source not found..

1.2 Namespaces

1.3 Normative References

1.4 Non Normative References

2 Overview

For many processes that incorporate a digital signature operation or a verification of a digital signature, there is a need to view displayed information that is related to the binary digital signature. 
This visual display of information can include displaying the signer’s identity, the time when the digital signature operation was performed, and additional information as well. 
The visible information comes in addition to the actual digital signature data, and is aimed at providing end users with information that closely relates to the digital signature act. By no means does this visible information replace the important element of the digital signature.

Visible signatures are strongly associated with documents. The visible signatures will normally be displayed in the document in addition to other displayed information such as text and images. 
There are several documents types and applications that already support digital signature in conjunction with visual signatures:

· Adobe Reader/Adobe Acrobat using digital signatures inside PDF documents.

· Microsoft Office 2007 using digital signatures inside OOXML documents.

· Other proprietary solutions exist that enable the use of visual signatures as well as digital signatures in other documents types such as TIFF, Office XP/2003, and other document formats.


The target of the Visual Signatures Profile is to define mechanisms that will enable clients that interact with a digital signature service, based on DSS core, to incorporate visual signatures into documents as part of a digital signature operation.
The signature operation can be applicable for any type of document and can be displayed with any tool that displays the document. 
The signature verification service should be able to validate some of the displayed information as part of the signature verification operation.

Remark: It is mandatory that the proposed profile will not impose any conflict with existing document standards such as PDF or OOXML, so that it is possible to use the profile for incorporating visual signatures into these documents types.

Digital Signature Operation

There are two types of usage scenarios that involve visual signatures as part of a digital signature operation:

· Submission of a document to be signed
In this scenario, an unsigned document is submitted to be signed by the digital signature service. As part of the submission, the client needs to provide some visual information that will be used by the signature service in order to build a visual content that relates to the digital signature. 
The visual information will also include some information for the User/CA certificates that will be extracted by the digital signature service. 
Most of this visual content will also be included in the digital signature operation, so that modifying the displayed information will invalidate the digital signature itself. 
In this type of scenario there is generally a single digital signature in the document.

· Digital Signature operations as part of a workflow 
In this scenario, the document will already contain empty locations (named “signature fields”) that are uniquely identified in the document. As part of the digital signature operation, the client will need to specify which signature field should be signed.
The signature field may already contain metadata such as the display configuration. If this is the case, the client will not need to provide information as part of the digital signature operation.
This scenario will normally involve several digital signatures in a given document.

The following specification is aimed to address both above scenarios. The resulting visible signature and digital signature are very similar in both above scenarios. 

 

Visual Signature Content

The structure of the visual signature is made of components (normally strings and images) that are displayed in a certain location inside the visible signature.
The following is information that may be included as part of the visual signature. The parameters are not listed in the order of their importance.

· Signer Information - Information of the signer that performs the digital signature operation. The information will be extracted from the signer’s certificate.
Besides the signer’s Common Name, additional information can be displayed from the signer’s certificate such as: serial number, role, organization, or any other specific information that is located inside the signer’s certificate.
Multiple elements that are retrieved from the signer’s certificate can be displayed in the visual signature.
· CA Information - Information on the Certificate Authority that produced the certificate for the signer.  The information will be extracted from the signer’s certificate or CA certificate.
In addition to the CA’s Common Name, additional information can also be displayed from the signer’s certificate or CA Certificate, such as: CA’s country, organization, or any other specific information that is located inside the CA’s certificate.
Multiple elements that are retrieved from the signer’s certificate or CA certificate can be displayed in the visual signature.
· Signature Time - The date and time of the digital signature. The format of the displayed time is also required (i.e. “dd mmm yy hh:mm”).
· Signer’s Related Image - End users and organizations appreciate the ability to view personal images such as the end user’s hand-written signature, as part of the visible signature. This will normally be a scanned image of the user’s hand-written signature.
In some cases, depending on the context of the signature, this field can also be used to contain an organizational logo.
· Additional Application Info - In certain cases, additional information should be displayed in the visual signature. For example, some applications require adding the Reason for the digital signature operation.
· Digital Signature Value - This value is a base64 encoding or other scanable representation of the binary digital signature. This value can be scanned out of the printed document and used for digital signature verification purposes. In relation to other visually displayed components, this field must not be included as part of the data to be signed.
The following information may be sent to the digital signature service as part of the digital signature information, so that the service is able to embed the visual signature into the document.


· Document Type  - This value defines the format of the provided document so that the digital signature service can embed both a visual signature and a digital signature into the document, according to the document format.
· Position - The visual signature is visually located inside the document. Therefore, the position of the visual signature needs to be specified. This parameter is essential for the Document Submission Scenario. The position may be specified according to page number and location in a page, or any other metric that determines the exact location and size of the visual signature.
· Signature Field Identification - This identification can be used in both above scenarios. Through this approach, the signature service can locate the signature field that will contain both the visual signature and digital signature.
· Visual Signature Configuration and Policy - This parameter is optional and may direct the service how to configure the visual signature. The configuration will include which components will be displayed inside the visual signature and what their position inside the visual signature will be. For a given specified configuration, all visual components must be incorporated into the visual signature.
Some of the information described in the Visual Content section should be sent to the digital signature service to be embedded into the visual signature.
Digital Signature Verification Operation

Depending on the document format, some of the visual components will be included in the digital signature, and thus be verified as part of the signature verification operation. 
Depending on the document type, it is possible to have additional validation operations such as comparing the signer’s identity in the certificate against the displayed identity.


Note:

The visual signature profile does not include signature field management operations such as signature field creation operation or clearing a signature field operation. These operations will be defined in another profile.

2.1 Profile Features

2.1.1 Scope

This document profiles the DSS signing and verifying protocols defined in [DSSCore].

2.1.2 Relationship To Other Profiles

The profile in this document is based on the [DSSCore]. The profile in this document may be implemented. 
This profile provides means for the explicit management of signature policies with [DSSCore] and other existing profiles like [AdES-DSS], and as such, it may be used in conjunction with these specifications.

2.1.3 Element <dss:SignatureObject>

This profile supports requests for generation and verification of electronic signatures under a given signature policy. 

2.2 Profile of Signing Protocol

This profile is based directly on the [DSSCore].

This profile is intended to be combined with other profiles freely.

2.2.1 Element <dss:SignRequest>

This clause profiles the <dss:SignRequest> element.

2.2.1.1 Element <dss:InputDocuments>

The document type and the document content will be provided as part of <dss:InputDocument> element where the <Base64> element contains the document content encoded in base64 format and the MimeType attribute defines the Document Type (for example application/pdf).
It is also possible to send the document using an <AttachmentReference>. In this case, the MimeType should also be defined. 
If several documents are sent to the signature service, each document should be identified with an xs:ID attribute. This ID will be used for binding a certain visual signature configuration to a specific document.


2.2.1.2 Element <dss:OptionalInputs>

This profile does not impose any restrictions on any optional input specified in the [DSSCore] or other profiles.

This profile defines a new Optional Input as indicated below.


2.2.1.2.1 New Optional Inputs 

2.2.1.2.1.1 Optional Input <VisualSignatureConfiguration>

This optional input includes several sub elements that together provide all of the required information for performing a signature operation that includes a visual signature. 
This element can occur multiple times within a signature request.
This input covers both the document submission scenario and the workflow scenario.
It is possible to use a single configuration that can apply to several documents or to all fields within a given document.

This optional input includes the following sub elements:

Document ID
Ability to attach a visual configuration request to a specific document of the general signature request.

FieldName
Ability to perform a signature operation on a specific field in the document. This parameter is more relevant to the workflow scenario. 

VisualSignaturePosition
Information that relates to the location of the visual signature in the given document. This parameter is relevant to the document submission scenario.

VisualSignatureDisplayConfiguration
Information that will enable the signature service to properly incorporate visual information into the document.

Other

Additional information related to a visual signature


The schema for this element is listed below: 

<xs:complexType name=VisualSignatureConfiguration”>


<xs:sequence>



<xs:element name=”DocumentID” type=xs:ID” use=”optional”/>



<xs:element ref=”FieldName” type=xs:string” use=”optional”/>



<xs:element ref=”VisualSignaturePosition” use=”optional”/>



<xs:element ref=”VisualSignatureDisplayConfig” use=”optional”/>



<xs:element name=”other” type=”dss:AnyType”/>


</xs:choice>

</xs:complexType>

2.2.1.2.1.1.1 Optional Input <DocumentID>

This optional input will define an identity of a specific document out of the given list of sent documents. The relevant visual signature configuration will apply to the specific document.

2.2.1.2.1.1.2 Optional Input <FieldName>

This optional input will define the identity of a signature field to be signed. This parameter will be sent when it is required to incorporate a visual signature into the given field (i.e. the workflow scenario). 
In the case of a submitted document scenario, this field is optional.
If the given field does not exist in the given document, the signature operation will fail.

2.2.1.2.1.1.3 Optional Input <VisualSignaturePosition>

This optional input will define the location of the newly generated visual signature in the document. This parameter will be provided in the case of a submitted document scenario where no existing field identification is provided.
The position can be either based on a page number, horizontal and vertical coordinates in the given page, and the dimensions (width and height) of the boundary of the visual signature field.
Other mechanisms for defining the visual signature position can be used as well. 
If both <FieldName> and <VisualSignaturePosition> are not provided, the signature operation will fail.

The schema for this element is listed below: 

<xs:element name="VisualSignaturePosition" type=”VisualSignaturePositionType”>

<xs:complexType name=VisualSignaturePositionType”>


<xs:choice>



<xs:element ref=”SimpleVisualSignaturePosition”/>



<xs:element name=”other” type=”dss:AnyType”/>


</xs:choice>

</xs:complexType>

<xs:complexType name=SimpleVisualSignaturePosition”>


<xs:sequence>



<xs:element name=”PageNumber” type=”xs:integer”/>



<xs:element name=”TopLeft-X” type=”xs:integer”/>



<xs:element name=”TopLeft-Y” type=”xs:integer”/>



<xs:element name=”Width” type=”xs:integer” use=”optional”/>



<xs:element name=”Height” type=”xs:integer” use=”optional”/>


</xs:sequence>

</xs:compelxType>

2.2.1.2.1.1.4 Optional Input <VisualSignatureDisplayConfig>

This optional input will define the display configuration of the visual signature. This element will direct the signature service on how to display the visual signature. Since this parameter is optional, the signature service can have its own definitions of how to display the content of the visual signature.
The configuration includes some general visual instructions and information of the sub-elements that build the visual signature. An example of a general configuration value is an indication of whether to display labeling information for each of the sub-elements of the visual signature.
Each sub-element in the configuration will indicate whether to include the element in the visual signature and the position of the element inside the visual signature.


There are some cases where values are provided by the signature service itself (ex. the signature time). In other cases, the client sends the values (ex. a reason for the signature operation).
The following is a list of identification strings to sub-elements that can be part of a visual signature:

· Signer’s info – All of the following values will be taken out of the signer’s certificate:

· “Subject:CommonName” – The Common Name of the signer

· “Subject:Title” – The title of the signer

· “Subject:Org” – The organization of the signer

· “CertSerialNum” – The serial number of the user certificate

· CA’s info – All following values will be taken out of the issuer fields in the signer’s certificate:

· “Issuer:CommonName” – The Common Name of the CA

· “Issuer:Country” – The country of the CA

· “Issuer:Org” – The organization of the CA

· “SignatureTime” – The time of the signature operation. This value is determined by the signature service.

· “TimeFormat” – A string representing the format of the signature time. As part of the string format it should be defined whether to display a GMT offset as well. 
[Editor: Search for a standard that defines a time format]

· “SignerImage” – An image that will be incorporated into the visual signature. The image may contain a depiction of the user’s hand-written signature or a company logo. As an example, the provided value may be a base64 encoding of a JPEG-encoded image.
Alternatively, an ID or a URL of an image can be provided so that the signature service can locate the value of the image and incorporate it into the visual signature.

· “SignatureReason” – The reason for the signature operation. This sub-element is used in PDF documents.

· “SignatureValue” – A signature value will be encoded into the visual signature. The computed digital signature of the document will be incorporated into the visual signature either by a scanable image or a base64 output.
In cases such as PDF documents, such value cannot be displayed since the digital signature itself is calculated upon the visual signature as well. If such an element is requested to be included in the visual signature, the signature operation will fail.

The  schema for this element is listed below: 

<xs:element name="VisualSignatureDisplayConfig" type=”VisualSignatureDisplayConfigType”>

<xs:complexType name=VisualSignatureDisplayConfigType”>


<xs:sequence >



<xs:element name=”ShowLabels” type=”xs:boolean” use=”optional”>


<xs:choice minOccures=”0” maxOccures=”unbounded”>




<xs:element ref=”VisualSignatureItem”/>


</xs:choice>


</xs:sequence >

</xs:complexType>

<xs:complexType name=VisualSignatureItem”>


<xs:sequence>



<xs:element name=”ItemName” type=”xs:String”/>



<xs:element name=”ItemValue” type=”dss:AnyType” use=”optional”/>



<xs:element name=”ItemFont” type=”xs:string” use=”optional”/>



<xs:element ref=”ItemPosition” />


</xs:sequence>

</xs:compelxType>

<xs:complexType name=ItemPosition”>


<xs:choice>



<xs:element ref=”SimpleVisualSignatureElementPosition”/>



<xs:element name=”other” type=”dss:AnyType”/>


</xs:choice>

</xs:compelxType>

<xs:complexType name=SimpleVisualSignatureElementPosition”>


<xs:sequence>



<xs:element name=”TopLeftX” type=”xs:integer”/>



<xs:element name=”TopLeftY” type=”xs:integer”/>


</xs:sequence>

</xs:compelxType>

2.2.2 Element <dss:SignResponse>

This profile does not impose any restrictions on any optional input specified in the [DSSCore] or other profiles.

2.2.2.1 Element <dss:DocumentWithSignature>

The document type and the updated document content will be returned to the client as part of the dss:DocumentWithSignature  element where the <Base64> element contains the document content encoded in base64 format and the MimeType attribute defines the Document Type (for example application/pdf).


2.2.3 An Example

<TBD>

2.3 Profile of Verifying Protocol

This profile is based directly on the [DSSCore].

This profile is intended to be combined with other profiles freely.

This profile can be combined with the multi-signature verification report profile to get a verification report to every signature field inside the given document. For each signed field, the report can include the verification status of the signed field.

2.3.1 Element <dss:VerifyRequest>

The input document may contain signed and unsigned fields within the given document. Each signed field may also have a visual signature. 

If a general verification request is sent to the verification service, the verification service should reply with the signature status of all signature fields, including unsigned fields.

If a verification request is sent for a specific signature field, then the service will responsd with a verification status for the requested field.

2.3.1.1 Element <dss:InputDocuments>

The document type and the document content will be provided as part of the dss:InputDocument element where the <Base64> element contains the document content encodeding base64 format and the MimeType attribute defines the Document Type (for example application/pdf).
Also it is possible to send the document using an <AttachmentReference>, in this case the MimeType should also be defined. 

2.3.1.2 Element <dss:OptionalInputs>

This profile does not impose restrictions on any optional input specified in the [DSSCore] or other profiles.
This profile defines a new Optional Input as indicated below.


2.3.1.2.1 New Optional Inputs 

2.3.1.2.1.1 Optional Input <FieldName>

This optional input will define the identity of a signature field to be verified. This parameter will be sent in a scenario where it is required to validate only a certain field.  
If the given field does not exist in the given document, the signature verification operation will fail.

The  schema for this element is listed below: 

<xs:element name="FieldName" type="xs:string"/>

2.3.2 Element <dss:VerifyResponse>

2.3.3 Described in the above sections. An Example

<TBD>

3 Conformance

<TBD – Currently a free style description…>

There are three types of conformance types:

Simple workflow signature operation – In this simple case, the document as well as a field ID will be sent to the signature service. The signature service will incorporate a visual signature depending on information that is kept inside the document. This simple case refers to scenarios where the client will not be involved in definitions of any visual aspect of the visual signature.

Simple document submission – A single document is submitted to be signed without any field identification. Position information as well as display visual signature configuration should be provided.

General visual signature request – The most detailed scenario. The client can specify both signature field identification information and a structure for the visual signature.
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