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1.1 [bookmark: _Toc478074529][bookmark: _Toc480914660][bookmark: _Toc481064851][bookmark: _Toc482893696][bookmark: _Toc85472893][bookmark: _Toc287332007]Organization of DSS Core Protocols, Elements, and Bindings
The specification is split into twelve chapters.
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The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
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For the purposes of this document, the following applies:
Term 		— meaning and maybe ref
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Acronym 	— Spelled out
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1.2 [bookmark: _Toc478074535][bookmark: _Toc480914666][bookmark: _Toc481064857][bookmark: _Toc482893702]Typographical Conventions
Keywords defined by this specification use this monospaced font.
Normative source code uses this paragraph style.
Text following the special symbol («) – an opening Guillemet (or French quotation mark) – within this specification identifies conformance statements. Every conformance statement is separated from the following text with the special end symbol (») – a closing Guillemet, and has been assigned a reference that follows that end symbol in the format [dSS-section#-local#]. 
Some sections of this specification are illustrated with non-normative examples.
Example 1: text describing an example uses this paragraph style
Non-normative examples use this paragraph style.
All examples in this document are non-normative and informative only.
Representation-specific text is indented and marked with vertical lines.
Representation-Specific Headline
Normative representation-specific text
All other text is normative unless otherwise labeled e.g. like:
Non-normative Comment:
This is a pure informative comment that may be present, because the information conveyed is deemed useful advice or common pitfalls learned from implementer or operator experience and often given including the rationale.
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2 [bookmark: _Ref476950153][bookmark: _Toc478074536][bookmark: _Toc480914667][bookmark: _Toc481064858][bookmark: _Toc482893703]Design Considerations
Blurb
2.1 [bookmark: _Toc478074537][bookmark: _Toc480914668][bookmark: _Toc481064859][bookmark: _Toc482893704]Construction Principles
2.2 [bookmark: _Toc478074542][bookmark: _Toc480914669][bookmark: _Toc481064860][bookmark: _Toc482893705][bookmark: _Ref477103266]Domain Models
2.2.1 [bookmark: _Date_and_Time_1][bookmark: _Date_and_Time_2][bookmark: _Ref477270652][bookmark: _Ref477328216][bookmark: _Toc478074543][bookmark: _Toc480914670][bookmark: _Toc481064861][bookmark: _Toc482893706]Date and Time Model
The specific concept of date and time used in this document is defined in this section and noted in subsequent usage as:
DateTime
[bookmark: confDateTimeFormat]« All date time values inside a DSS document MUST adhere to the ISO 8601 [ISO8601] basic or extended Format (as given there in section 4.3.2 “Complete representations” and with the addition of decimal fractions for seconds, similar to ibid. section 4.2.2.4 “Representations with decimal fraction” but with the full stop (.) being the preferred separator for DSS). » [DSS-2.2.1-1]. 	Comment by Juan Carlos Cruellas: I would say that all the values of dateTime are of type xsd:dateTime, 
Are we sure that the requirements expressed here fit with the xsd:dateTime XMLSchema type?

2.3 [bookmark: _Toc532467446][bookmark: _Ref532470129][bookmark: _Ref532470160][bookmark: _Toc37218176][bookmark: _Toc39658672][bookmark: _Toc39641701][bookmark: _Toc39664478][bookmark: _Toc47165200][bookmark: _Toc114309474][bookmark: _Toc157224991][bookmark: _Toc158797458][bookmark: _Toc159076026][bookmark: _Toc480914671][bookmark: _Toc481064862][bookmark: _Toc482893707]Schema Organization and Namespaces
The structures described in this specification are contained in the schema file [Core2.0-XSD].  All schema listings in the current document are excerpts from the schema file.  In the case of a disagreement between the schema file and this document, the schema file takes precedence.	Comment by Juan Carlos Cruellas: Wouldn't it be better to say: "shall take precedence"? This is a requirement.
This schema is associated with the following XML namespace:
urn:oasis:names:tc:dss:2.0:core:schema
If a future version of this specification is needed, it will use a different namespace.
Conventional XML namespace prefixes are used in the schema:
· The prefix dss2: stands for the DSS core namespace [DSS2XSD].
· The prefix ds: stands for the W3C XML Signature namespace [XMLDSIG].
· The prefix xs: stands for the W3C XML Schema namespace [Schema1].
· The prefix saml: stands for the OASIS SAML Schema namespace [SAMLCore1.1].
Applications MAY use different namespace prefixes, and MAY use whatever namespace defaulting/scoping conventions they desire, as long as they are compliant with the Namespaces in XML specification [XML-ns].
The following schema fragment defines the XML namespaces and other header information for the DSS core schema:
<xs:schema xmlns:dss2="urn:oasis:names:tc:dss:2.0:core:schema" 
           xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
           xmlns:xs="http://www.w3.org/2001/XMLSchema" 
           xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
           targetNamespace="urn:oasis:names:tc:dss:2.0:core:schema"
           elementFormDefault="qualified" 
           attributeFormDefault="unqualified">
<xs:annotation>
  <xs:documentation xml:lang="en">This Schema defines the Digital Signature Service Core Protocols, Elements, and Bindings Committee Draft 1 for Public Review</xs:documentation>
</xs:annotation>
<xs:import namespace="http://www.w3.org/2000/09/xmldsig#" schemaLocation="http://www.w3.org/TR/xmldsig-core/xmldsig-core-schema.xsd"/>
<xs:import namespace="urn:oasis:names:tc:SAML:1.0:assertion" schemaLocation="http://www.oasis-open.org/committees/download.php/3408/oasis-sstc-saml-schema-protocol-1.1.xsd"/>
<xs:import namespace="http://www.w3.org/XML/1998/namespace" schemaLocation="http://www.w3.org/2001/xml.xsd"/>

2.4 [bookmark: _Toc114309475][bookmark: _Ref114333742][bookmark: _Toc157224992][bookmark: _Toc158797459][bookmark: _Toc159076027][bookmark: _Toc480914672][bookmark: _Toc481064863][bookmark: _Toc482893708]DSS Overview (Non-normative)
This specification describes two request/response protocols:
1. a signing protocol and 
2. a verifying protocol.
Through these protocols a client can send documents (or document hashes) to a server and receive back a signature on the documents; or send documents (or document hashes) and a signature to a server, and receive back an answer on whether the signature verifies the documents. 	Comment by Juan Carlos Cruellas: Suggest: 
Using the first protocol a client can end documents (or document hashes) to a server and receive back a signature on the documents. Using the second protocol a client can end documents (or document hashes) and a signature to a server, and receive back an answer on whether the signature is valid or not.

Please note that within ETSI the term validating a signature is used, instead of verifying a signature. Verifying is left for the cryptographic check of the digital signature value (i.e. the result of encrypting the hash with the private key).
The elements in which the protocols are formulated are provided in a format agnostic language and also in JSON and XML format. Provided are additional mappings from the generic to the specific entities.
These protocol operations could be useful in a variety of contexts – for example, they could allow clients to access a single corporate key for signing press releases, with centralized access control, auditing, and archiving of signature requests.  They could also allow clients to create and verify signatures without needing complex client software and configuration.
The signing and verifying protocols are chiefly designed to support the creation and verification of XML signatures [XMLDSIG], XML timestamps (see section 5.1), binary timestamps [RFC 3161] and CMS signatures [RFC 3852].  These protocols may also be extensible to other types of signatures and timestamps, such as PGP signatures [RFC 2440].	Comment by Juan Carlos Cruellas: I guess that we have not decided yet on dropping the time-stamp protocol from here and make a different profile?	Comment by Andreas Kuehne: I’m not unhappy with timestamp processing included in the core. But if there are good reasons for a separation, I wouldn’t oppose.
It is expected that the signing and verifying protocols will be profiled to meet many different application scenarios. In anticipation of this, these protocols have only a minimal set of required elements, which deal with transferring “input documents” and signatures back and forth between client and server.  The input documents to be signed or verified can be transferred in their entirety or the client can hash the documents themselves and only send the hash values to save bandwidth and protect the confidentiality of the document content.
All functionality besides transferring input documents and signatures is relegated to a framework of “optional inputs” and “optional outputs”.  This document defines a number of optional inputs and outputs.  Profiles of these protocols can pick and choose which optional inputs and outputs to support and can introduce their own optional inputs and outputs when they need functionality not anticipated by this specification.
Examples of optional inputs to the signing protocol include: what type of signature to produce, which key to sign with, who the signature is intended for, and what signed and unsigned properties to place in the signature.  Examples of optional inputs to the verifying protocol include: the time for which the client would like to know the signature’s validity status, additional validation data necessary to verify the signature (such as certificates and CRLs), and requests for the server to return information such as the signer’s name or the signing time.
The signing and verifying protocol messages must be transferred over some underlying protocol(s) which provide message transport and security.  A binding specifies how to use the signing and verifying protocols with some underlying protocol such as HTTP POST or TLS.  Section 6 provides an initial set of bindings.
In addition to defining the signing and verifying protocols, this specification defines two elements that are related to these protocols.  First, an XML timestamp element is defined in section 5.1.  The signing and verifying protocols can be used to create and verify both XML and binary timestamps; a profile for doing so is defined in [XML-TSP].  Second, a RequesterIdentity element is defined in section 5.2.  This element can be used as a signature property in an XML signature, to give the name of the end-user who requested the signature.	Comment by Juan Carlos Cruellas: A type as such is a template for defining how its instances will look like. Consequently the requirement should be not on the type but on the type instances. Propose the following rewording:
Only one of Id or IdRef children MUST be present within one Instance of Base64DataType.	Comment by Andreas Kuehne: Despite its mislocation this is a good point! Maybe I did this type / instance glitch several times …
[bookmark: _Toc480914673][bookmark: _Toc481064864][bookmark: _Toc482893709]Version 2.0 motivation [non-normative]
The main changes of this version of the DSS/X core document compared to version 1.0 are:	Comment by Stefan Hagen: This is a good notepad for now, but I suggest we create a non-standard track committee note “What’s new in DSS 2.0” for the later stages.
1. include requirements that became known only after publication of version 1.0
2. simplify the core schema, e.g. by dropping elements seldom used. 
3. support other transport formats than SOAP. 
To guide the implementation and to ease the use of the protocol with common frameworks the following list of requirements was compiled:
· Focus on Base64 as the most versatile way to transport documents and signatures
· Avoid the use of XML specifics (like e.g. mixed content)
· Avoid xs:any by replacing it with an enumeration of possible types, and if that is not feasible, use base64 blobs as a fallback.
· Define cardinality of OptionalInputs and OptionalOutputs child elements explicitly
· Rearrange sequences and choices to produce a strongly typed object model
· The set of comments and bug reports arrived since version DSS 1.0 became standard were respected. 
[bookmark: _Toc480914674][bookmark: _Toc481064865][bookmark: _Toc482893710]Syntax variants
This version of the DSS/X core document handles the representation of requests and response elements according to the JSON and XML syntax. The general semantics of the elements is discussed in the element’s main section. Details of the JSON or XML formats are discussed in specific subsections
· JSON syntax
· XML syntax

[bookmark: _Toc480914675][bookmark: _Toc481064866][bookmark: _Toc482893711]Structure Models
To specify data models, a distinction is made between a (data) type and a (data) component.
· A type specifies the meaning and structure of some information.
· A type has a name.
· A type can consist of a combination of data components and is referred to as a composite data type.
· Base data types are: strings, integers and floats.
· « If not stated otherwise, the base type string MUST be assumed as a base representation of the type. » [DSS-3-1]
· A component specifies an instance (a value) of a type.
· A component has a name.
· One can refer to the value of the component by using the name of the component.
· « If the type of a component is not mentioned, a corresponding type MUST be assumed by appending the postfix “Type” to the name of the container. » [DSS-3-2]

[bookmark: _Type_Base64DataType][bookmark: _Ref480544609][bookmark: _Toc480914676][bookmark: _Toc481064867][bookmark: _Toc482893712]Type ContainerType
[bookmark: _Toc482893924]Type ContainerType
The ContainerType is a composite data type that can contain an arbitrary number of components. It is intended to provide arbitrary artifacts regardless of underlying transport format restrictions. This type is used to allow the transport of data not known at the design time of the schema.
« ContainerType MUST contain the elements AttRefUri, Id, IdRef, and MimeType all with the respective cardinalities [0, 1]. » [DSS-3.1-1]
« Only one of Id or IdRef children MUST be present within one Instance of ContainerType. » [DSS-3.1-2] 
[bookmark: _Toc482893925]Element AttRefUri	Comment by Stefan Hagen: These Member Headings look indented OK in the final word app, in my browser they appear rushed to the left margin - let us ignore this for now, and trust the app ;-)
The AttRefUri element holds any URI that references an attachment according to attachment transport specifications, e.g. [SOAPAtt].
[bookmark: _Toc482893926]Element Idannot assume a bilateral agreement between 
The Id element defines a unique identification for this content element.
[bookmark: _Toc482893927]Element IdRef
The IdRef element references to another instance of the ContainerType with the ID element holding the same unique identifier value. 
[bookmark: _Toc482893928]Element MimeType
The MimeType element holds a string, that describes the content type of the encoded data.
Non-normative Comment:
The (Id, IdRef) pair allows to include base64 encoded artifact just once even when it is used in different place in the protocol. 
Typical use case are where the payload may contain binary parts that cannot be represented in the used transport format directly (e.g. null bytes), or it represents content that could interfere with the transport syntax, e.g. a XML document within a XML transport envelope.
Format specific implementations including mappings to the generic terms are defined in 9.1 JSON – Type Base64DataType and 10.1 XML – Type Base64DataType respectively.
[bookmark: _RefCompd2e21]Element AnyType
Semantics
AnyType holds generic content AnyType
Below follows a list of the sub-components that MAY be present within this component:
· The Content element MUST contain 1 or more sub_components .
· The Base64Content element MUST hold base64 encoded binary data.
· The optional MimeType element MUST hold a string.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the AnyType component.
The AnyType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="AnyType">
  <xs:sequence>
    <xs:element name="Content" minOccurs="1" maxOccurs="unbounded">
      <xs:complexType>
        <xs:sequence>
          <xs:element name="Base64Content" type="xs:base64Binary"/>
          <xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
        </xs:sequence>
        <xs:attribute name="MimeType" type="xs:string" use="optional"/>
      </xs:complexType>
    </xs:element>
  </xs:sequence>
</xs:complexType>
Each child element of AnyType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The AnyType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The AnyType JSON object SHALL implement in JSON syntax the AnyType component.
The AnyType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-AnyType": {
  "type": "object"
  "properties": {
    "content": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-AnyType:Content"
      }
    }
  }
}
"dss-AnyType:Content": {
  "type": "object"
  "properties": {
    "b64Content": {
      "type": "string"
    }
    "mimeType": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Content
	content

	Base64Content
	b64Content

	MimeType
	mimeType



[bookmark: _RefCompd2e33]Element InternationalStringType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The value element MUST hold a string.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the InternationalStringType component.
The InternationalStringType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="InternationalStringType">
  <xs:simpleContent>
    <xs:extension base="xs:string">
      <xs:attribute ref="xml:lang" use="required"/>
    </xs:extension>
  </xs:simpleContent>
</xs:complexType>
Each child element of InternationalStringType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The InternationalStringType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The InternationalStringType JSON object SHALL implement in JSON syntax the InternationalStringType component.
The InternationalStringType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-InternationalStringType": {
  "type": "object"
  "properties": {
    "value": {
      "type": "string"
    }
    "lang": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	value
	value

	lang
	lang



[bookmark: _RefCompd2e54]Element DocumentBaseType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional ID element MUST hold a unique identifier.
· The optional RefURI element MUST hold an URI.
· The optional RefType element MUST hold an URI.
· The optional SchemaRefs element MUST hold a unique identifier reference.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the DocumentBaseType component.
The DocumentBaseType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="DocumentBaseType" abstract="true">
  <xs:attribute name="ID" type="xs:ID" use="optional"/>
  <xs:attribute name="RefURI" type="xs:anyURI" use="optional"/>
  <xs:attribute name="RefType" type="xs:anyURI" use="optional"/>
  <xs:attribute name="SchemaRefs" type="xs:IDREFS" use="optional"/>
</xs:complexType>
Each child element of DocumentBaseType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The DocumentBaseType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The DocumentBaseType JSON object SHALL implement in JSON syntax the DocumentBaseType component.
The DocumentBaseType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-DocumentBaseType": {
  "type": "object"
  "properties": {
    "ID": {
      "type": "string"
    }
    "refURI": {
      "type": "string"
    }
    "refType": {
      "type": "string"
    }
    "schemaRefs": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-DocumentType"
      }
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	ID
	ID

	RefURI
	refURI

	RefType
	refType

	SchemaRefs
	schemaRefs



[bookmark: _RefCompd2e68]Element DocumentType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional ID element MUST hold a unique identifier.
· The optional RefURI element MUST hold an URI.
· The optional RefType element MUST hold an URI.
· The optional SchemaRefs element MUST hold a unique identifier reference.
· The Base64Data element MUST hold a sub-component Base64DataType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the DocumentType component.
The DocumentType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="DocumentType">
  <xs:complexContent>
    <xs:extension base="dss:DocumentBaseType">
      <xs:choice>
        <xs:element name="Base64Data" type="dss:Base64DataType"/>
      </xs:choice>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of DocumentType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The DocumentType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The DocumentType JSON object SHALL implement in JSON syntax the DocumentType component.
The DocumentType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-DocumentType": {
  "type": "object"
  "properties": {
    "ID": {
      "type": "string"
    }
    "refURI": {
      "type": "string"
    }
    "refType": {
      "type": "string"
    }
    "schemaRefs": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-DocumentType"
      }
    }
    "b64Data": {
      "type": "object"
      "$ref": "#/definitions/dss-Base64DataType"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	ID
	ID

	RefURI
	refURI

	RefType
	refType

	SchemaRefs
	schemaRefs

	Base64Data
	b64Data



[bookmark: _RefCompd2e75]Element Base64DataType
Semantics
 Base64DataType does some relevant stuff! This is the best Base64DataType you can get!
Below follows a list of the sub-components that MAY be present within this component:
· The value element MUST hold base64 encoded binary data.
· The optional MimeType element MUST hold a string. The mime type of the content.
· The optional AttRefURI element MUST hold an URI. The attachment reference URI.
· The optional ID element MUST hold a unique identifier. Identifier of this blob.
· The optional IDREF element MUST hold a unique identifier reference. Identifier of the referenced blob.
Non-normative Comment:
 Non-normative comment
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the Base64DataType component.
The Base64DataType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="Base64DataType">
  <xs:simpleContent>
    <xs:extension base="xs:base64Binary">
      <xs:attribute name="MimeType" type="xs:string" use="optional"/>
      <xs:attribute name="AttRefURI" type="xs:anyURI" use="optional"/>
      <xs:attribute name="ID" type="xs:ID" use="optional"/>
      <xs:attribute name="IDREF" type="xs:IDREF" use="optional"/>
    </xs:extension>
  </xs:simpleContent>
</xs:complexType>
Each child element of Base64DataType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The Base64DataType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The Base64DataType JSON object SHALL implement in JSON syntax the Base64DataType component.
The Base64DataType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-Base64DataType": {
  "type": "object"
  "properties": {
    "ID": {
      "type": "string"
    }
    "value": {
      "type": "string"
    }
    "mimeType": {
      "type": "string"
    }
    "attRef": {
      "type": "string"
    }
    "IDREF": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	value
	value

	MimeType
	mimeType

	AttRefURI
	attRef

	ID
	ID

	IDREF
	IDREF



[bookmark: _RefCompd2e100]Element TransformedDataType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional ID element MUST hold a unique identifier.
· The optional RefURI element MUST hold an URI.
· The optional RefType element MUST hold an URI.
· The optional SchemaRefs element MUST hold a unique identifier reference.
· The Base64Data element MUST hold a sub-component Base64DataType.
· The Base64Data element MUST hold a sub-component Base64DataType.
· The optional WhichReference element MUST hold an integer.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the TransformedDataType component.
The TransformedDataType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="TransformedDataType">
  <xs:complexContent>
    <xs:extension base="dss:DocumentBaseType">
      <xs:sequence>
        <xs:element ref="ds:Transforms" minOccurs="0"/>
        <xs:element ref="dss:Base64Data"/>
      </xs:sequence>
      <xs:attribute name="WhichReference" type="xs:integer" use="optional"/>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of TransformedDataType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The TransformedDataType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The TransformedDataType JSON object SHALL implement in JSON syntax the TransformedDataType component.
The TransformedDataType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-TransformedDataType": {
  "type": "object"
  "properties": {
    "ID": {
      "type": "string"
    }
    "refURI": {
      "type": "string"
    }
    "refType": {
      "type": "string"
    }
    "schemaRefs": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-DocumentType"
      }
    }
    "transforms": {
      "type": "object"
      "$ref": "#/definitions/dsig-TransformsType"
    }
    "b64Data": {
      "type": "object"
      "$ref": "#/definitions/dss-Base64DataType"
    }
    "whichRef": {
      "type": "integer"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	ID
	ID

	RefURI
	refURI

	RefType
	refType

	SchemaRefs
	schemaRefs

	Transforms
	transforms

	Base64Data
	b64Data

	WhichReference
	whichRef



[bookmark: _RefCompd2e117]Element DocumentHashType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional ID element MUST hold a unique identifier.
· The optional RefURI element MUST hold an URI.
· The optional RefType element MUST hold an URI.
· The optional SchemaRefs element MUST hold a unique identifier reference.
· The DigestInfos element MUST contain 1 or more sub-components . Each one MUST satisfy the requirements specified in section DigestInfoType.
· The optional WhichReference element MUST hold an integer.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the DocumentHashType component.
The DocumentHashType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="DocumentHashType">
  <xs:complexContent>
    <xs:extension base="dss:DocumentBaseType">
      <xs:sequence>
        <xs:element ref="ds:Transforms" minOccurs="0"/>
        <xs:element name="DigestInfos" type="dss:DigestInfoType" minOccurs="1" maxOccurs="unbounded"/>
      </xs:sequence>
      <xs:attribute name="WhichReference" type="xs:integer" use="optional"/>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of DocumentHashType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The DocumentHashType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The DocumentHashType JSON object SHALL implement in JSON syntax the DocumentHashType component.
The DocumentHashType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-DocumentHashType": {
  "type": "object"
  "properties": {
    "ID": {
      "type": "string"
    }
    "refURI": {
      "type": "string"
    }
    "refType": {
      "type": "string"
    }
    "schemaRefs": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-DocumentType"
      }
    }
    "transforms": {
      "type": "object"
      "$ref": "#/definitions/dsig-TransformsType"
    }
    "di": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-DigestInfoType"
      }
    }
    "whichRef": {
      "type": "integer"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	ID
	ID

	RefURI
	refURI

	RefType
	refType

	SchemaRefs
	schemaRefs

	Transforms
	transforms

	DigestInfos
	di

	WhichReference
	whichRef



[bookmark: _RefCompd2e124]Element DigestInfoType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The DigestMethod element MUST hold a string.
· The DigestValue element MUST hold base64 encoded binary data.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the DigestInfoType component.
The DigestInfoType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="DigestInfoType">
  <xs:sequence>
    <xs:element name="DigestMethod" type="xs:string"/>
    <xs:element name="DigestValue" type="xs:base64Binary"/>
  </xs:sequence>
</xs:complexType>
Each child element of DigestInfoType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The DigestInfoType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The DigestInfoType JSON object SHALL implement in JSON syntax the DigestInfoType component.
The DigestInfoType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-DigestInfoType": {
  "type": "object"
  "properties": {
    "alg": {
      "type": "string"
    }
    "value": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	DigestMethod
	alg

	DigestValue
	value



[bookmark: _RefCompd2e168]Element OptionalInputsBaseType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional Profile element MUST contain zero or more URIs.
· The ServicePolicy element MUST hold an URI.
· The ClaimedIdentity element MUST hold a sub_component .
· The Language element MUST hold a language descriptor.
· The Schemas element MUST hold a sub-component SchemasType.
· The AddTimestamp element MUST hold a sub-component UpdateSignatureInstructionType.
· The optional Other element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section PropertyType.
· The optional SignatureForm element MUST contain an URI if present.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the OptionalInputsBaseType component.
The OptionalInputsBaseType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="OptionalInputsBaseType">
  <xs:sequence>
    <xs:element name="Profile" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
    <xs:element ref="dss:ServicePolicy" minOccurs="0" maxOccurs="unbounded"/>
    <xs:element ref="dss:ClaimedIdentity" minOccurs="0" maxOccurs="1"/>
    <xs:element ref="dss:Language" minOccurs="0" maxOccurs="1"/>
    <xs:element ref="dss:Schemas" minOccurs="0" maxOccurs="1"/>
    <xs:element ref="dss:AddTimestamp" minOccurs="0" maxOccurs="1"/>
    <xs:element name="Other" type="dss:PropertyType" minOccurs="0" maxOccurs="unbounded"/>
    <xs:element name="SignatureForm" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
  </xs:sequence>
</xs:complexType>
Each child element of OptionalInputsBaseType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The OptionalInputsBaseType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The OptionalInputsBaseType component has JSON schema represenation as it is not used directly.

[bookmark: _RefCompd2e178]Element OptionalInputsSignType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional Profile element MUST contain zero or more URIs.
· The ServicePolicy element MUST hold an URI.
· The ClaimedIdentity element MUST hold a sub_component .
· The Language element MUST hold a language descriptor.
· The Schemas element MUST hold a sub-component SchemasType.
· The AddTimestamp element MUST hold a sub-component UpdateSignatureInstructionType.
· The optional Other element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section PropertyType.
· The optional SignatureForm element MUST contain an URI if present.
· The SignatureType element MUST hold an URI.
· The IntendedAudience element MUST hold a sub_component .
· The KeySelector element MUST hold a sub-component KeyInfoType.
· The Properties element MUST hold a sub_component .
· The IncludeObject element MUST hold a sub_component .
· The SignaturePlacement element MUST hold a sub_component .
· The SignedReferences element MUST hold a sub_component .
· The optional Nonce element MUST contain an integer if present.
· The optional SignatureAlgorithm element MUST contain an URI if present.
· The optional SignatureActivationData element MUST contain a string if present.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the OptionalInputsSignType component.
The OptionalInputsSignType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="OptionalInputsSignType">
  <xs:complexContent>
    <xs:extension base="dss:OptionalInputsBaseType">
      <xs:sequence>
        <xs:element ref="dss:SignatureType" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:IntendedAudience" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:KeySelector" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:Properties" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:IncludeObject" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element ref="dss:SignaturePlacement" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:SignedReferences" minOccurs="0" maxOccurs="1"/>
        <xs:element name="Nonce" type="xs:integer" minOccurs="0" maxOccurs="1"/>
        <xs:element name="SignatureAlgorithm" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
        <xs:element name="SignatureActivationData" type="xs:string" minOccurs="0" maxOccurs="1"/>
      </xs:sequence>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of OptionalInputsSignType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The OptionalInputsSignType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The OptionalInputsSignType JSON object SHALL implement in JSON syntax the OptionalInputsSignType component.
The OptionalInputsSignType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-OptionalInputsSignType": {
  "type": "object"
  "properties": {
    "profile": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "policy": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "claimedIdentity": {
      "type": "object"
      "$ref": "#/definitions/dss-ClaimedIdentity"
    }
    "lang": {
      "type": "string"
    }
    "schemas": {
      "type": "object"
      "$ref": "#/definitions/dss-SchemasType"
    }
    "addTimestamp": {
      "type": "object"
      "$ref": "#/definitions/dss-UpdateSignatureInstructionType"
    }
    "other": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-PropertyType"
      }
    }
    "sigForm": {
      "type": "string"
    }
    "sigType": {
      "type": "string"
    }
    "audience": {
      "type": "object"
      "$ref": "#/definitions/dss-IntendedAudience"
    }
    "keySel": {
      "type": "object"
      "$ref": "#/definitions/dss-KeyInfoType"
    }
    "props": {
      "type": "object"
      "$ref": "#/definitions/dss-Properties"
    }
    "includeObj": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-IncludeObject"
      }
    }
    "sigPlacement": {
      "type": "object"
      "$ref": "#/definitions/dss-SignaturePlacement"
    }
    "sigRefs": {
      "type": "object"
      "$ref": "#/definitions/dss-SignedReferences"
    }
    "nonce": {
      "type": "integer"
    }
    "sigAlgo": {
      "type": "string"
    }
    "sad": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Profile
	profile

	ServicePolicy
	policy

	ClaimedIdentity
	claimedIdentity

	Language
	lang

	Schemas
	schemas

	AddTimestamp
	addTimestamp

	Other
	other

	SignatureForm
	sigForm

	SignatureType
	sigType

	IntendedAudience
	audience

	KeySelector
	keySel

	Properties
	props

	IncludeObject
	includeObj

	SignaturePlacement
	sigPlacement

	SignedReferences
	sigRefs

	Nonce
	nonce

	SignatureAlgorithm
	sigAlgo

	SignatureActivationData
	sad



[bookmark: _RefCompd2e192]Element OptionalInputsVerifyType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional Profile element MUST contain zero or more URIs.
· The ServicePolicy element MUST hold an URI.
· The ClaimedIdentity element MUST hold a sub_component .
· The Language element MUST hold a language descriptor.
· The Schemas element MUST hold a sub-component SchemasType.
· The AddTimestamp element MUST hold a sub-component UpdateSignatureInstructionType.
· The optional Other element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section PropertyType.
· The optional SignatureForm element MUST contain an URI if present.
· The optional EvidenceRecords element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section AnyType.
· The optional POE element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section AnyType.
· The optional AdditionalConstraint element MUST contain zero or more URIs.
· The optional VerificationProcess element MUST contain a sub_component  if present. If present this MUST satisfy the requirements specified in section .
· The UseVerificationTime element MUST hold a sub-component UseVerificationTimeType.
· The ReturnVerificationTimeInfo element MUST hold a boolean.
· The AdditionalKeyInfo element MUST hold a sub_component .
· The ReturnProcessingDetails element MUST hold a boolean.
· The ReturnSigningTimeInfo element MUST hold a boolean.
· The ReturnSignerIdentity element MUST hold a boolean.
· The ReturnUpdatedSignature element MUST hold a boolean.
· The ReturnTransformedDocument element MUST hold a sub_component .
· The ReturnTimestampedSignature element MUST hold a boolean.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the OptionalInputsVerifyType component.
The OptionalInputsVerifyType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="OptionalInputsVerifyType">
  <xs:complexContent>
    <xs:extension base="dss:OptionalInputsBaseType">
      <xs:sequence>
        <xs:element ref="vr:ReturnVerificationReport" minOccurs="0" maxOccurs="1"/>
        <xs:element name="EvidenceRecords" type="dss:AnyType" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element name="POE" type="dss:AnyType" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element name="AdditionalConstraint" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element name="VerificationProcess" type="vr:ValidationProcessType" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:UseVerificationTime" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ReturnVerificationTimeInfo" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:AdditionalKeyInfo" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ReturnProcessingDetails" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ReturnSigningTimeInfo" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ReturnSignerIdentity" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ReturnUpdatedSignature" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ReturnTransformedDocument" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element ref="dss:ReturnTimestampedSignature" minOccurs="0" maxOccurs="1"/>
      </xs:sequence>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of OptionalInputsVerifyType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The OptionalInputsVerifyType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The OptionalInputsVerifyType JSON object SHALL implement in JSON syntax the OptionalInputsVerifyType component.
The OptionalInputsVerifyType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-OptionalInputsVerifyType": {
  "type": "object"
  "properties": {
    "profile": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "policy": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "claimedIdentity": {
      "type": "object"
      "$ref": "#/definitions/dss-ClaimedIdentity"
    }
    "lang": {
      "type": "string"
    }
    "schemas": {
      "type": "object"
      "$ref": "#/definitions/dss-SchemasType"
    }
    "addTimestamp": {
      "type": "object"
      "$ref": "#/definitions/dss-UpdateSignatureInstructionType"
    }
    "other": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-PropertyType"
      }
    }
    "sigForm": {
      "type": "string"
    }
    "returnVerificationReport": {
      "type": "object"
      "$ref": "#/definitions/vr-ReturnVerificationReport"
    }
    "evidenceRecords": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-AnyType"
      }
    }
    "POE": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-AnyType"
      }
    }
    "addConstraint": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "verificationProcess": {
      "type": "string"
    }
    "useVerificationTime": {
      "type": "object"
      "$ref": "#/definitions/dss-UseVerificationTimeType"
    }
    "returnVerificationTime": {
      "type": "boolean"
    }
    "addKeyInfo": {
      "type": "object"
      "$ref": "#/definitions/dss-AdditionalKeyInfo"
    }
    "returnProcDetails": {
      "type": "boolean"
    }
    "returnSigningTime": {
      "type": "boolean"
    }
    "returnSigner": {
      "type": "boolean"
    }
    "returnUpdated": {
      "type": "boolean"
    }
    "returnTransformed": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-ReturnTransformedDocument"
      }
    }
    "returnTimestamped": {
      "type": "boolean"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Profile
	profile

	ServicePolicy
	policy

	ClaimedIdentity
	claimedIdentity

	Language
	lang

	Schemas
	schemas

	AddTimestamp
	addTimestamp

	Other
	other

	SignatureForm
	sigForm

	ReturnVerificationReport
	returnVerificationReport

	EvidenceRecords
	evidenceRecords

	POE
	POE

	AdditionalConstraint
	addConstraint

	VerificationProcess
	verificationProcess

	UseVerificationTime
	useVerificationTime

	ReturnVerificationTimeInfo
	returnVerificationTime

	AdditionalKeyInfo
	addKeyInfo

	ReturnProcessingDetails
	returnProcDetails

	ReturnSigningTimeInfo
	returnSigningTime

	ReturnSignerIdentity
	returnSigner

	ReturnUpdatedSignature
	returnUpdated

	ReturnTransformedDocument
	returnTransformed

	ReturnTimestampedSignature
	returnTimestamped



[bookmark: _RefCompd2e212]Element OptionalOutputsBaseType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional AppliedProfile element MUST contain zero or more URIs.
· The optional AppliedPolicy element MUST contain zero or more URIs.
· The TransformedDocument element MUST hold a sub_component .
· The Schemas element MUST hold a sub-component SchemasType.
· The DocumentWithSignature element MUST hold a sub_component .
· The optional Other element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section PropertyType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the OptionalOutputsBaseType component.
The OptionalOutputsBaseType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="OptionalOutputsBaseType">
  <xs:sequence>
    <xs:element name="AppliedProfile" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
    <xs:element name="AppliedPolicy" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
    <xs:element ref="dss:TransformedDocument" minOccurs="0" maxOccurs="1"/>
    <xs:element ref="dss:Schemas" minOccurs="0" maxOccurs="1"/>
    <xs:element ref="dss:DocumentWithSignature" minOccurs="0" maxOccurs="1"/>
    <xs:element name="Other" type="dss:PropertyType" minOccurs="0" maxOccurs="unbounded"/>
  </xs:sequence>
</xs:complexType>
Each child element of OptionalOutputsBaseType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The OptionalOutputsBaseType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The OptionalOutputsBaseType component has JSON schema represenation as it is not used directly.

[bookmark: _RefCompd2e221]Element OptionalOutputsSignType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional AppliedProfile element MUST contain zero or more URIs.
· The optional AppliedPolicy element MUST contain zero or more URIs.
· The TransformedDocument element MUST hold a sub_component .
· The Schemas element MUST hold a sub-component SchemasType.
· The DocumentWithSignature element MUST hold a sub_component .
· The optional Other element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section PropertyType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the OptionalOutputsSignType component.
The OptionalOutputsSignType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="OptionalOutputsSignType">
  <xs:complexContent>
    <xs:extension base="dss:OptionalOutputsBaseType">
      <xs:sequence/>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of OptionalOutputsSignType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The OptionalOutputsSignType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The OptionalOutputsSignType JSON object SHALL implement in JSON syntax the OptionalOutputsSignType component.
The OptionalOutputsSignType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-OptionalOutputsSignType": {
  "type": "object"
  "properties": {
    "profile": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "policy": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "transformed": {
      "type": "object"
      "$ref": "#/definitions/dss-TransformedDocument"
    }
    "schemas": {
      "type": "object"
      "$ref": "#/definitions/dss-SchemasType"
    }
    "docWithSignature": {
      "type": "object"
      "$ref": "#/definitions/dss-DocumentWithSignature"
    }
    "other": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-PropertyType"
      }
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	AppliedProfile
	profile

	AppliedPolicy
	policy

	TransformedDocument
	transformed

	Schemas
	schemas

	DocumentWithSignature
	docWithSignature

	Other
	other



[bookmark: _RefCompd2e225]Element OptionalOutputsVerifyType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional AppliedProfile element MUST contain zero or more URIs.
· The optional AppliedPolicy element MUST contain zero or more URIs.
· The TransformedDocument element MUST hold a sub_component .
· The Schemas element MUST hold a sub-component SchemasType.
· The DocumentWithSignature element MUST hold a sub_component .
· The optional Other element MUST contain zero or more sub-components . Each one MUST satisfy the requirements specified in section PropertyType.
· The VerifyManifestResults element MUST hold a sub-component VerifyManifestResultsType.
· The SigningTimeInfo element MUST hold a sub-component SigningTimeInfoType.
· The VerificationTimeInfo element MUST hold a sub-component VerificationTimeInfoType.
· The ProcessingDetails element MUST hold a sub_component .
· The SignerIdentity element MUST hold a sub_component .
· The UpdatedSignature element MUST hold a sub-component UpdatedSignatureType.
· The TimestampedSignature element MUST hold a sub-component UpdatedSignatureType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the OptionalOutputsVerifyType component.
The OptionalOutputsVerifyType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="OptionalOutputsVerifyType">
  <xs:complexContent>
    <xs:extension base="dss:OptionalOutputsBaseType">
      <xs:sequence>
        <xs:element ref="dss:VerifyManifestResults" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:SigningTimeInfo" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:VerificationTimeInfo" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:ProcessingDetails" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:SignerIdentity" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:UpdatedSignature" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="dss:TimestampedSignature" minOccurs="0" maxOccurs="1"/>
        <xs:element ref="vr:VerificationReport" minOccurs="0" maxOccurs="1"/>
      </xs:sequence>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of OptionalOutputsVerifyType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The OptionalOutputsVerifyType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The OptionalOutputsVerifyType JSON object SHALL implement in JSON syntax the OptionalOutputsVerifyType component.
The OptionalOutputsVerifyType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-OptionalOutputsVerifyType": {
  "type": "object"
  "properties": {
    "profile": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "policy": {
      "type": "array"
      "items": {
        "type": "string"
      }
    }
    "transformed": {
      "type": "object"
      "$ref": "#/definitions/dss-TransformedDocument"
    }
    "schemas": {
      "type": "object"
      "$ref": "#/definitions/dss-SchemasType"
    }
    "docWithSignature": {
      "type": "object"
      "$ref": "#/definitions/dss-DocumentWithSignature"
    }
    "other": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-PropertyType"
      }
    }
    "result": {
      "type": "object"
      "$ref": "#/definitions/dss-VerifyManifestResultsType"
    }
    "signingTimeInfo": {
      "type": "object"
      "$ref": "#/definitions/dss-SigningTimeInfoType"
    }
    "verificationTimeInfo": {
      "type": "object"
      "$ref": "#/definitions/dss-VerificationTimeInfoType"
    }
    "procDetails": {
      "type": "object"
      "$ref": "#/definitions/dss-ProcessingDetails"
    }
    "signerIdentity": {
      "type": "object"
      "$ref": "#/definitions/saml-NameIdentifierType"
    }
    "updSignature": {
      "type": "object"
      "$ref": "#/definitions/dss-UpdatedSignatureType"
    }
    "timestampedSignature": {
      "type": "object"
      "$ref": "#/definitions/dss-UpdatedSignatureType"
    }
    "verificationReport": {
      "type": "object"
      "$ref": "#/definitions/vr-VerificationReportType"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	AppliedProfile
	profile

	AppliedPolicy
	policy

	TransformedDocument
	transformed

	Schemas
	schemas

	DocumentWithSignature
	docWithSignature

	Other
	other

	VerifyManifestResults
	result

	SigningTimeInfo
	signingTimeInfo

	VerificationTimeInfo
	verificationTimeInfo

	ProcessingDetails
	procDetails

	SignerIdentity
	signerIdentity

	UpdatedSignature
	updSignature

	TimestampedSignature
	timestampedSignature

	VerificationReport
	



[bookmark: _RefCompd2e264]Element SchemasType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The Schema element MUST hold a sub-component DocumentType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the SchemasType component.
The SchemasType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="SchemasType">
  <xs:sequence>
    <xs:element ref="dss:Schema" maxOccurs="unbounded"/>
  </xs:sequence>
</xs:complexType>
Each child element of SchemasType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The SchemasType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The SchemasType JSON object SHALL implement in JSON syntax the SchemasType component.
The SchemasType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-SchemasType": {
  "type": "object"
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Schema
	



[bookmark: _RefCompd2e274]Element RequestBaseType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The InputDocuments element MUST hold a sub_component .
· The optional RequestID element MUST hold a string.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the RequestBaseType component.
The RequestBaseType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="RequestBaseType">
  <xs:sequence>
    <xs:element ref="dss:InputDocuments" minOccurs="0"/>
  </xs:sequence>
  <xs:attribute name="RequestID" type="xs:string" use="optional"/>
</xs:complexType>
Each child element of RequestBaseType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The RequestBaseType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The RequestBaseType component has JSON schema represenation as it is not used directly.

[bookmark: _RefCompd2e284]Element ResponseBaseType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The Result element MUST hold a sub_component .
· The optional RequestID element MUST hold a string.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the ResponseBaseType component.
The ResponseBaseType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="ResponseBaseType">
  <xs:sequence>
    <xs:element ref="dss:Result"/>
  </xs:sequence>
  <xs:attribute name="RequestID" type="xs:string" use="optional"/>
</xs:complexType>
Each child element of ResponseBaseType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The ResponseBaseType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The ResponseBaseType component has JSON schema represenation as it is not used directly.

[bookmark: _RefCompd2e339]Element TimeSignatureInstructionType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional Type element MUST hold an URI.
· The optional TimeStampTheGivenSignature element MUST hold a boolean.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the TimeSignatureInstructionType component.
The TimeSignatureInstructionType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="TimeSignatureInstructionType">
  <xs:complexContent>
    <xs:extension base="dss:UpdateSignatureInstructionType">
      <xs:attribute name="TimeStampTheGivenSignature" type="xs:boolean" use="optional" default="false"/>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
Each child element of TimeSignatureInstructionType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The TimeSignatureInstructionType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The TimeSignatureInstructionType component has JSON schema represenation as it is not used directly.

[bookmark: _RefCompd2e350]Element UpdateSignatureInstructionType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional Type element MUST hold an URI.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the UpdateSignatureInstructionType component.
The UpdateSignatureInstructionType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="UpdateSignatureInstructionType">
  <xs:attribute name="Type" type="xs:anyURI" use="optional"/>
</xs:complexType>
Each child element of UpdateSignatureInstructionType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The UpdateSignatureInstructionType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The UpdateSignatureInstructionType JSON object SHALL implement in JSON syntax the UpdateSignatureInstructionType component.
The UpdateSignatureInstructionType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-UpdateSignatureInstructionType": {
  "type": "object"
  "properties": {
    "type": {
      "type": "string"
      "format": "uri"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Type
	type



[bookmark: _RefCompd2e367]Element KeyInfoType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The value element MUST hold base64 encoded binary data.
· The X509Digest element MUST hold a sub_component .
· The X509SubjectName element MUST hold a string.
· The X509SKI element MUST hold base64 encoded binary data.
· The X509Certificate element MUST hold base64 encoded binary data.
· The KeyName element MUST hold a string.
· The Algorithm element MUST hold an URI.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the KeyInfoType component.
The KeyInfoType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="KeyInfoType">
  <xs:choice>
    <xs:element name="X509Digest">
      <xs:complexType>
        <xs:simpleContent>
          <xs:extension base="xs:base64Binary">
            <xs:attribute name="Algorithm" type="xs:anyURI" use="required"/>
          </xs:extension>
        </xs:simpleContent>
      </xs:complexType>
    </xs:element>
    <xs:element name="X509SubjectName" type="xs:string"/>
    <xs:element name="X509SKI" type="xs:base64Binary"/>
    <xs:element name="X509Certificate" type="xs:base64Binary"/>
    <xs:element name="KeyName" type="xs:string"/>
  </xs:choice>
</xs:complexType>
Each child element of KeyInfoType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The KeyInfoType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The KeyInfoType JSON object SHALL implement in JSON syntax the KeyInfoType component.
The KeyInfoType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-KeyInfoType": {
  "type": "object"
  "properties": {
    "x509Digest": {
      "type": "object"
      "$ref": "#/definitions/dss-KeyInfoType:X509Digest"
    }
    "subject": {
      "type": "string"
    }
    "ski": {
      "type": "string"
    }
    "cert": {
      "type": "string"
    }
    "name": {
      "type": "string"
    }
  }
  "minProperties": 1
  "maxProperties": 1
}
"dss-KeyInfoType:X509Digest": {
  "type": "object"
  "properties": {
    "value": {
      "type": "string"
    }
    "algo": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	value
	value

	X509Digest
	x509Digest

	Algorithm
	algo

	X509SubjectName
	subject

	X509SKI
	ski

	X509Certificate
	cert

	KeyName
	name



[bookmark: _RefCompd2e393]Element PropertiesType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The Property element MUST hold a sub-component PropertyType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the PropertiesType component.
The PropertiesType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="PropertiesType">
  <xs:sequence>
    <xs:element ref="dss:Property" maxOccurs="unbounded"/>
  </xs:sequence>
</xs:complexType>
Each child element of PropertiesType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The PropertiesType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The PropertiesType JSON object SHALL implement in JSON syntax the PropertiesType component.
The PropertiesType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-PropertiesType": {
  "type": "object"
  "properties": {
    "prop": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-PropertyType"
      }
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Property
	prop



[bookmark: _RefCompd2e401]Element PropertyType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The Identifier element MUST hold an URI.
· The optional Value element MUST hold a sub-component AnyType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the PropertyType component.
The PropertyType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="PropertyType">
  <xs:sequence>
    <xs:element name="Identifier" type="xs:anyURI"/>
    <xs:element name="Value" type="dss:AnyType" minOccurs="0"/>
  </xs:sequence>
</xs:complexType>
Each child element of PropertyType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The PropertyType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The PropertyType JSON object SHALL implement in JSON syntax the PropertyType component.
The PropertyType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-PropertyType": {
  "type": "object"
  "properties": {
    "id": {
      "type": "string"
    }
    "value": {
      "type": "object"
      "$ref": "#/definitions/dss-AnyType"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Identifier
	id

	Value
	value



[bookmark: _RefCompd2e502]Element VerifyManifestResultsType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The ManifestResult element MUST hold a sub_component .
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the VerifyManifestResultsType component.
The VerifyManifestResultsType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="VerifyManifestResultsType">
  <xs:sequence>
    <xs:element ref="dss:ManifestResult" maxOccurs="unbounded"/>
  </xs:sequence>
</xs:complexType>
Each child element of VerifyManifestResultsType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The VerifyManifestResultsType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The VerifyManifestResultsType JSON object SHALL implement in JSON syntax the VerifyManifestResultsType component.
The VerifyManifestResultsType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-VerifyManifestResultsType": {
  "type": "object"
  "properties": {
    "result": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-ManifestResult"
      }
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	ManifestResult
	result



[bookmark: _RefCompd2e525]Element UseVerificationTimeType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The CurrentTime element MUST hold a boolean.
· The SpecificTime element MUST hold a date/time value.
· The optional Base64Content element MUST contain base64 encoded binary data if present.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the UseVerificationTimeType component.
The UseVerificationTimeType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="UseVerificationTimeType">
  <xs:choice>
    <xs:element type="xs:boolean" name="CurrentTime" default="false"/>
    <xs:element name="SpecificTime" type="xs:dateTime"/>
    <xs:element name="Base64Content" type="xs:base64Binary" minOccurs="0" maxOccurs="1"/>
  </xs:choice>
</xs:complexType>
Each child element of UseVerificationTimeType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The UseVerificationTimeType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The UseVerificationTimeType JSON object SHALL implement in JSON syntax the UseVerificationTimeType component.
The UseVerificationTimeType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-UseVerificationTimeType": {
  "type": "object"
  "properties": {
    "currTime": {
      "type": "boolean"
    }
    "specTime": {
      "type": "integer"
      "format": "utc-millisec"
    }
    "b64Content": {
      "type": "string"
    }
  }
  "minProperties": 1
  "maxProperties": 1
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	CurrentTime
	currTime

	SpecificTime
	specTime

	Base64Content
	b64Content



[bookmark: _RefCompd2e542]Element AdditionalTimeInfoType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The value element MUST hold a date/time value.
· The Type element MUST hold an URI.
· The optional Ref element MUST hold a string.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the AdditionalTimeInfoType component.
The AdditionalTimeInfoType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="AdditionalTimeInfoType">
  <xs:simpleContent>
    <xs:extension base="xs:dateTime">
      <xs:attribute name="Type" type="xs:anyURI" use="required"/>
      <xs:attribute name="Ref" type="xs:string" use="optional"/>
    </xs:extension>
  </xs:simpleContent>
</xs:complexType>
Each child element of AdditionalTimeInfoType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The AdditionalTimeInfoType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The AdditionalTimeInfoType JSON object SHALL implement in JSON syntax the AdditionalTimeInfoType component.
The AdditionalTimeInfoType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-AdditionalTimeInfoType": {
  "type": "object"
  "properties": {
    "value": {
      "type": "integer"
      "format": "utc-millisec"
    }
    "type": {
      "type": "string"
      "format": "uri"
    }
    "ref": {
      "type": "string"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	value
	value

	Type
	type

	Ref
	ref



[bookmark: _RefCompd2e557]Element VerificationTimeInfoType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The VerificationTime element MUST hold a date/time value.
· The AdditionalTimeInfo element MUST hold a sub-component AdditionalTimeInfoType.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the VerificationTimeInfoType component.
The VerificationTimeInfoType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="VerificationTimeInfoType">
  <xs:sequence>
    <xs:element name="VerificationTime" type="xs:dateTime"/>
    <xs:element ref="dss:AdditionalTimeInfo" minOccurs="0" maxOccurs="unbounded"/>
  </xs:sequence>
</xs:complexType>
Each child element of VerificationTimeInfoType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The VerificationTimeInfoType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The VerificationTimeInfoType JSON object SHALL implement in JSON syntax the VerificationTimeInfoType component.
The VerificationTimeInfoType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-VerificationTimeInfoType": {
  "type": "object"
  "properties": {
    "verificationTime": {
      "type": "integer"
      "format": "utc-millisec"
    }
    "additionalTimeInfo": {
      "type": "array"
      "items": {
        "type": "object"
        "$ref": "#/definitions/dss-AdditionalTimeInfoType"
      }
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	VerificationTime
	verificationTime

	AdditionalTimeInfo
	additionalTimeInfo



[bookmark: _RefCompd2e592]Element DetailType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The optional Code element MUST hold an URI.
· The optional Message element MUST hold a sub-component InternationalStringType.
· The optional Base64Content element MUST contain base64 encoded binary data if present.
· The Type element MUST hold an URI.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the DetailType component.
The DetailType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="DetailType">
  <xs:sequence>
    <xs:element name="Code" type="xs:anyURI" minOccurs="0"/>
    <xs:element name="Message" type="dss:InternationalStringType" minOccurs="0"/>
    <xs:element name="Base64Content" type="xs:base64Binary" minOccurs="0" maxOccurs="1"/>
  </xs:sequence>
  <xs:attribute name="Type" type="xs:anyURI" use="required"/>
</xs:complexType>
Each child element of DetailType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The DetailType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The DetailType JSON object SHALL implement in JSON syntax the DetailType component.
The DetailType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-DetailType": {
  "type": "object"
  "properties": {
    "code": {
      "type": "string"
    }
    "msg": {
      "type": "object"
      "$ref": "#/definitions/dss-InternationalStringType"
    }
    "b64Content": {
      "type": "string"
    }
    "type": {
      "type": "string"
      "format": "uri"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	Code
	code

	Message
	msg

	Base64Content
	b64Content

	Type
	type



[bookmark: _RefCompd2e610]Element SigningTimeInfoType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The SigningTime element MUST hold a date/time value.
· The optional SigningTimeBoundaries element MUST hold a sub_component .
· The optional LowerBoundary element MUST hold a date/time value.
· The optional UpperBoundary element MUST hold a date/time value.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the SigningTimeInfoType component.
The SigningTimeInfoType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="SigningTimeInfoType">
  <xs:sequence>
    <xs:element name="SigningTime" type="xs:dateTime"/>
    <xs:element name="SigningTimeBoundaries" minOccurs="0">
      <xs:complexType>
        <xs:sequence>
          <xs:element name="LowerBoundary" type="xs:dateTime" minOccurs="0"/>
          <xs:element name="UpperBoundary" type="xs:dateTime" minOccurs="0"/>
        </xs:sequence>
      </xs:complexType>
    </xs:element>
  </xs:sequence>
</xs:complexType>
Each child element of SigningTimeInfoType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The SigningTimeInfoType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The SigningTimeInfoType JSON object SHALL implement in JSON syntax the SigningTimeInfoType component.
The SigningTimeInfoType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-SigningTimeInfoType": {
  "type": "object"
  "properties": {
    "signingTime": {
      "type": "integer"
      "format": "utc-millisec"
    }
    "signingTimeBounds": {
      "type": "object"
      "$ref": "#/definitions/dss-SigningTimeInfoType:SigningTimeBoundaries"
    }
  }
}
"dss-SigningTimeInfoType:SigningTimeBoundaries": {
  "type": "object"
  "properties": {
    "lowerBound": {
      "type": "integer"
      "format": "utc-millisec"
    }
    "upperBound": {
      "type": "integer"
      "format": "utc-millisec"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	SigningTime
	signingTime

	SigningTimeBoundaries
	signingTimeBounds

	LowerBoundary
	lowerBound

	UpperBoundary
	upperBound



[bookmark: _RefCompd2e640]Element UpdatedSignatureType
Semantics
Below follows a list of the sub-components that MAY be present within this component:
· The SignatureObject element MUST hold a sub_component .
· The optional Type element MUST hold an URI.
[bookmark: _Toc482893916][bookmark: _GoBack]XML Syntax
The XML element SHALL implement in XML syntax the UpdatedSignatureType component.
The UpdatedSignatureType XML element SHALL be defined as in XML Schema file [FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE XSD], and is copied below for information.
<xs:complexType name="UpdatedSignatureType">
  <xs:sequence>
    <xs:element ref="dss:SignatureObject"/>
  </xs:sequence>
  <xs:attribute name="Type" type="xs:anyURI" use="optional"/>
</xs:complexType>
Each child element of UpdatedSignatureType XML element SHALL implement in XML syntax the sub-component that has a name equal to its local name.
The UpdatedSignatureType XML element SHALL NOT be empty.
[bookmark: _Toc482893917]JSON Syntax
The UpdatedSignatureType JSON object SHALL implement in JSON syntax the UpdatedSignatureType component.
The UpdatedSignatureType JSON object SHALL be defined as in JSON Schema file [JSON SCHEMA FILE NAME] whose location is detailed in clause [CLAUSE FOR LINK TO THE JSON SCHEMA FILE], and is copied below for information.
"dss-UpdatedSignatureType": {
  "type": "object"
  "properties": {
    "sigObj": {
      "type": "object"
      "$ref": "#/definitions/dss-SignatureObject"
    }
    "type": {
      "type": "string"
      "format": "uri"
    }
  }
}
Each property in the JSON schema above SHALL implement in JSON syntax one sub-component of InputDocuments component as shown in the table below.
	Component
	Implementing JSON member name

	SignatureObject
	sigObj

	Type
	type



[bookmark: _Type_AnyType][bookmark: _Type_InternationalStringType][bookmark: _Type_KeyInfoType][bookmark: _Element_InputDocuments][bookmark: _Type_DocumentBaseType][bookmark: _Type_DocumentType][bookmark: _Type_TransformedDataType][bookmark: _Element_DocumentHashType][bookmark: _Type_DocumentHashType][bookmark: _Type_DocumentHashType_1][bookmark: _Toc480914754][bookmark: _Toc481065046][bookmark: _Toc482893883]Processing Model
Here we place the many processing step model variations from 1.0 as they fit …
[bookmark: _Toc480914755][bookmark: _Toc481065047][bookmark: _Toc482893884]JSON Format
Here we place the JSON extended world view on DSS AND_REMOVE_<==_WHEN_FINISHED.
JSON, as described in [RFC7159], defines a text format for serializing structured data. Objects are serialized as an unordered collection of name/value pairs.
JSON does not define any semantics around the name/value pairs that make up an object, nor does it define an extensibility mechanism for adding control information to a payload.
DSS’s JSON format extends JSON by defining general conventions for name/value pairs that annotate a JSON object, property or array. DSS defines a set of canonical annotations for control information such as ids, types, and links, and custom annotations MAY be used to add domain-specific information to the payload.
Annotations are used in JSON to capture control information that cannot be predicted as well as a mechanism to provide values where a computed value would be wrong.
[bookmark: _JSON_–_Type][bookmark: _Ref481476474][bookmark: _Toc482893885]JSON – Type Base64DataType
The generic entity Base64DataType is defined in 3.1 Type Base64DataType.
WE_INSERT_SYSTEMATIC_NUMERATED_SPEC_TABLE_CAPTIONS Element name mapping table:
	Element
	JSON Member Name

	ConceptName
	A_SIMILAR_THING



	Element
	JSON member name

	ValueOf(InstanceOf(Base64DataType))
	value

	AttRefUri
	attRef

	Id
	ID

	IdRef
	IDREF

	MimeType
	mimeType



JSON sample:
"b64Data" : {
  "value" : "VGVzdERvY3VtZW50",
  "mimeType" : "application/text",
  "ID" : "contentId-8847908085513926610"
}
The elements ID and IDREF have no special role in the JSON syntax. 
« The uniqueness of ID and the referential integrity of the ID / IDREF pair MUST be ensured by the implementation. » [DJS-9.1-1] 
[bookmark: _JSON_–_Type_1][bookmark: _JSON_–_Type_2][bookmark: _JSON_–_Type_3][bookmark: _JSON_–_Element][bookmark: _Toc480914689][bookmark: _Toc481064883][bookmark: _JSON_–_Type_4]

[bookmark: _Toc480914756][bookmark: _Toc481065048][bookmark: _Toc482893891]XML Format
Here we place the XML world view on DSS AND_REMOVE_THIS_SENTENCE_WHEN_FINISHED.
[bookmark: _XML_–_Type][bookmark: _Ref481476511][bookmark: _Toc482893892]XML – Type Base64DataType
The generic entity Base64DataType is defined in 3.1 Type Base64DataType.
 WE_INSERT_SYSTEMATIC_NUMERATED_SPEC_TABLE_CAPTIONS Element name mapping table:
	Element
	XML Entity

	ConceptName
	A_SIMILAR_THING



	Element
	XML entity

	ValueOf(InstanceOf(Base64DataType))
	TEXT(InstanceOf(Base64DataType))

	AttRefUri
	AttRefURI

	Id
	ID

	IdRef
	IDREF

	MimeType
	MimeType


XML schema snippet defining Base64DataType:
<xs:complexType name="Base64DataType">
  <xs:simpleContent>
    <xs:extension base="xs:base64Binary">
      <xs:attribute name="MimeType" type="xs:string" use="optional"/>
      <xs:attribute name="AttRefURI" type="xs:anyURI" use="optional"/>
      <xs:attribute name="ID" type="xs:ID" use="optional"/>
      <xs:attribute name="IDREF" type="xs:IDREF" use="optional"/>
    </xs:extension>
  </xs:simpleContent>
</xs:complexType>
The elements ID and IDREF take advantage of XML’s ID mechanism. 
3 [bookmark: _XML_–_Type_1][bookmark: _XML_–_Type_2][bookmark: _XML_–_Type_3][bookmark: _XML_–_Element][bookmark: _XML_–_Type_4][bookmark: _Toc481065050][bookmark: _Toc482893899]DSS-Defined Identifiers
The following sections define various URI-based identifiers.  Where possible an existing URN is used to specify a protocol.  In the case of IETF protocols the URN of the most current RFC that specifies the protocol is used (see [RFC 2648]).  URI references created specifically for DSS have the following stem: 
urn:oasis:names:tc:dss:1.0:
3.1 [bookmark: _Toc481065051][bookmark: _Toc482893900]Signature Type Identifiers
The following identifiers MAY be used as the content of the <SignatureType> optional input (see section 3.5.1).
3.1.1 [bookmark: _Toc481065052][bookmark: _Toc482893901]XML Signature
· URI: urn:ietf:rfc:3275
· This refers to an XML signature per [XMLDSIG].
3.1.2 [bookmark: _Toc481065053][bookmark: _Toc482893902]XML TimeStampToken
· URI: urn:oasis:names:tc:dss:1.0:core:schema:XMLTimeStampToken
· This refers to an XML timestamp containing an XML signature, per section 5.1.
3.1.3 [bookmark: _Toc481065054][bookmark: _Toc482893903]RFC 3161 TimeStampToken
· URI: urn:ietf:rfc:3161
· This refers to an XML timestamp containing an ASN.1 TimeStampToken, per [RFC 3161].
3.1.4 [bookmark: _Toc481065055][bookmark: _Toc482893904]CMS Signature
· URI: urn:ietf:rfc:3369
· This refers to a CMS signature per [RFC 3852] or prior versions of CMS.
3.1.5 [bookmark: _Toc481065056][bookmark: _Toc482893905]PGP Signature
· URI: urn:ietf:rfc:2440
· This refers to a PGP signature per [RFC 2440].


4 [bookmark: _Toc478074898][bookmark: _Toc480914758][bookmark: _Toc481065057][bookmark: _Toc482893906]Conformance
4.1 [bookmark: _Toc478074899][bookmark: _Toc480914759][bookmark: _Toc481065058][bookmark: _Toc482893907]Conformance as a DSS version 2.0 document
To ease communication and subsequent resolution of any specific partial conformance violation, the preceding chapters already provide minimal requirements, that a specific instance component must fulfill, to permit conformance of the complete DSS version 2.0 document.
[bookmark: _Toc480914760][bookmark: _Toc481065059][bookmark: _Toc482893908]Conformance for XML format
The following clause offers a simple three step process, to either prove or disprove the conformance of a complete XML document (formulated in terms specific to that implementation language) to this version of DSS:
∇ An XML document instance conforms to this specification as a DSS document if it meets all of the following three conditions:
1. Is well-formed XML.
2. Consists of a single dss:whatever element instance as defined in 
the namespace http://docs.oasis-open.org/dss-x/ns/dss-core/v2.0/dss.
3. Is valid XML.
[bookmark: confValidCSAFCVRFXML]∆ [DSS-5.1.1-1]

[bookmark: _Toc480914761][bookmark: _Toc481065060][bookmark: _Toc482893909]Conformance for JSON format
The following clause offers a simple COUNT_ME step process, to either prove or disprove the conformance of a complete JSON document (formulated in terms specific to that implementation language) to this version of DSS:
∇ A JSON document instance conforms to this specification as a DSS document if it meets all of the following COUNT_ME conditions:
1. Is valid JSON
2. Other COUNT_ME minus 1 criteria …
4. 
∆ [DSS-5.1.2-1]
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[bookmark: _Toc482893911]
[bookmark: _Toc158797544][bookmark: _Toc159076112][bookmark: _Toc481065061][bookmark: _Toc482893912]Use of Exclusive Canonicalization
Exclusive Canonicalization of dereferenced and transformed data can be achieved by appending exclusive canonicalization as the last transform in the <ds:Transforms> element of TransformedData or DocumentHash.
In the case of Document being used this can be done by adding exclusive canonicalization as the last transform in the ds:Transforms of a SignedReference pointing to that Document.
By doing this the resulting data produced by the chain of transforms will always be octet stream data which will be hashed without further processing on a <ds:Reference> level by the server as indicated by basic processing section 4.3.1 step 1 b. and c.
Another possibility to apply exclusive canonicalization on <ds:Reference> level is the freedom given to servers to apply additional transforms to increase robustness. This however implies that only trustworthy transformations are appended by a server.
As in section 4.3.1 step 1 b an implementation can choose to use exclusive canonicalization: "... Transforms are applied as a server implementation MAY choose to increase robustness of the Signatures created. These Transforms may reflect idiosyncrasies of different parsers or solve encoding issues or the like.  ..."
In such a case that the exclusive canonicalization is to be included in the ds:Transforms as well (cf. section 4.3.1 step 1.d.v.)
The standards default is however in line with [XMLDSIG] as indicated in the Note in section 4.3.1 step 1 b.
However after the server formed a <ds:SignedInfo> (section 4.3.1 step 3.) this information to be signed also needs to be canonicalized and digested, here [XMLDSIG] offers the necessary element <ds:CanonicalizationMethod> directly and can be used to specify exclusive canonicalization.
[bookmark: _Toc158797545][bookmark: _Toc159076113][bookmark: _Toc481065062][bookmark: _Toc482893913]More Complex Response Example
To further explain the use of the Response element which is useful in cases where the DSS server is not able to respond with a special response type a more complex example is given in the following paragraph.
Consider for example a client sends a SignRequest to a service that only supports VerifyRequests over plain HTTP (as opposed to protocols where some information could be derived from the header). As the service does not support SignRequest's it has to either generate a VerifyResponse with a "bad message" result or fail at the HTTP layer. In the former case, the client will receive a response that does not correspond semantically to the request - it got a VerifyResponse to a SignRequest. This leaves both parties thinking that the other one is at fault. 
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