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In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: _Toc529369860][bookmark: _Toc529486030][bookmark: _Toc529486597][bookmark: _Toc530492092]1	Scope
The present document specifies the semantics of a protocol for requesting to a remote server (and for receiving the corresponding response) the validation of AdES digital signatures compliant with the following ETSI deliverables: ETSI EN 319 122 [2][2], ETSI EN 319 132 [3][3], ETSI EN 319 142 [4][4], ETSI TS 101 733 [5][5], ETSI TS 102 778 [9][9], ETSI TS 101 903 [7][7], ETSI TS 103 171 [8][8], ETSI TS 103 172 [10][10], and ETSI TS 103 173 [6][6].
The present document specifies the semantics of a second protocol for requesting the augmentation of AdES digital signatures compliant with the aforementioned ETSI deliverables.
The present document also specifies the semantics of a third protocol for requesting the validation and augmentation of AdES digital signatures compliant with the aforementioned ETSI deliverables.
Finally, the present document specifies two bindings, each one in a different syntax (XML and JSON), for each of the aforementioned protocols.
As far as it has been possible and suitable, the protocols have re-used constructs DSS-X core v2.0of OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1] (also identified as DSS-X core v2.0 hereinafter).	Comment by Andreas Kuehne: Please clarify the intention of this document: Does is define profiles intended to be used within a DSS-X 2.0 context? Or does it define a new protocol borrowing just a few given structures from DSS-X?
An explicit statement would be helpful for the first-time reader.
NOTE 1:	The protocols specified in this document do not include components for submitting to the server ASiC containers compliant with ETSI EN 319 1652-1 [i.2], ETSI EN 319 162-2 [i.3], ETSI TS 102 918 [i.4]2, and ETSI TS 103 174 [i.5]. They do not include either components for reporting on the validation of signatures included within an ASiC container. However, clients may always extract individual signatures and groups of signed documents from ASiC containers and prepare and submit suitable requests to the server for these individual signatures and groups of signed documents.	Comment by Andrea Rock: References missing	Comment by  : Should we add them? I mean these are specs that are out of the scope…as much they could be informative, but not sure. 	Comment by  : Agreement: add informative references
NOTE 2:	The protocols specified in this document do not include components for submitting to the server time-stamp tokens for their verification. They do not include either components for reporting on the verification of time-stamp tokens. Protocols specified by OASIS DSS-X Technical Committees include this type of components. 
The main features supported by the ‘validation’ protocol specified in the present document, which are not supported by DSS-X core v2.0[1] are:	Comment by Andrea Rock: Add the name of the document, to avoid problems with pure number references	Comment by  : Would say that this appears quite a lot of times…do we really want to repeat the title all the times?
Agreement add acronym in all occurrences
Supports requesting the validation of one or more PAdES signatures embedded in one PDF document, if the client submits it to the server. It supports the validation of one PAdES signature if the client only submits the digest of the document.
Supports, when the request message contains more than one signature, requesting the validation of a subset of them.
Supports requesting to the server the application of a certain signature validation policy for validating the AdES signature(s). The server may notify in the response, the signature validation policy applied. The server may notify the list of signature validation policies that it supports. 
Supports requesting a signed or unsigned detailed validation report for each validated signature. The server may include one signed or unsigned validation report for each signature within the response. The server may also include one signed or unsigned validation report for several validated signatures.	Comment by Andrea Rock: Just a stupid question: The report allows to report the validation of multiple signatures, but in the protocol we have one separate report for each signature?	Comment by  : Agreement:
Allow an optional validation report as direct child of OptionalOutputs containing the report on the validation of several signatures.
Mention this in the clause that redefines the VerifyOptionalOutputs.
Mention also this in the specification of the Signature results container: the validation report of the signature can be present there but also as part of the outer multisignature validation report.
Include this aspect in the processing details of clause 8
NOTE 2:	The ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11] defines a validation report that can contain details of the validation of one or more AdES signatures. 
The server may generate one or more signature processing results containers, each one providing all the details (including the aforementioned signed or unsigned validation report) concerning to the validation of one signature.
The main features supported by the ‘validation and augmentation’ protocol specified in the present document, which are not supported byDSS-X core v2.0 [1] are:	Comment by Andrea Rock: It is safer to add the name of the document, in general.
1. Supports requesting the validation and augmentation of one or more PAdES signatures embedded in one PDF document, if the client submits it to the server. It supports the validation and augmentation of one PAdES signature if the client only submits the digest of the document.
1. Supports, when the request message contains more than one signature, requesting the validation and augmentation of a subset of them.
1. Supports requesting to the server the application of a certain signature validation policy for validating the AdES signature(s). The server may notify in the response, the signature validation policy applied. The server may notify the list of signature validation policies that it supports. 
1. Supports requesting a signed or unsigned detailed validation report for each validated signature. The server may include one signed or unsigned validation report for each signature within the response. The server may also include one signed or unsigned validation report for several validated signatures.	Comment by  : Agreement:
Allow an optional validation report as direct child of OptionalOutputs containing the report on the validation of several signatures.
Mention this in the clause that redefines the VerifyOptionalOutputs.
Mention also this in the specification of the Signature results container: the validation report of the signature can be present there but also as part of the outer multisignature validation report.
Include this aspect in the processing details of clause 8
MAKE IT FOR XML AND FOR JSON
1. The server may generate one or more signature processing results containers, each one providing all the details (including the aforementioned signed or unsigned validation report) concerning to the validation and the augmentation of one signature.
The main features supported by the ‘augmentation’ protocol specified in the present document are:	Comment by Andreas Kuehne: This section lacks an explanation of the augmentation approach and the distinction to the signing. 
From the technical point of view, the augmentation is the application of another signature on an already signed document. This functionality is covered by DSS since version 1.0 .
The three ‘protocols’ show such a big set of common components that a more detailed reasoning for the distinction would be quite useful for the newbie reader.

1. Supports requesting the augmentation of one or more XAdES signatures and of one or more of CAdES signatures. The incorporation of the signatures and the signed documents are as specified in DSS-X core v2.0 [1].
1. Supports requesting the augmentation of one or more PAdES signatures embedded in one PDF document, if the client submits it to the server. It supports the augmentation of one PAdES signature if the client only submits the digest of the document.
1. Supports, when the request message contains more than one signature, requesting the augmentation of a subset of them.
1. Supports submission of validation material required for augmenting the signatures.
1. Supports submission of the claimed identity of the client.
1. The server may generate one or more signature processing results containers, each one providing all the details concerning to the augmentation of one signature.
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 [21]	ETSI TS 119 102-2: "Electronic Signatures and Infrastructures (ESI); Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report ".
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For the purposes of the present document, the terms and definitions given in ETSI TR 119 001 [20][20], ETSI TS 119 441 [19][19], and the following apply:
attachment reference container: sub-component of input documents container for transferring a reference to an underlying protocol attachment where either the signed document or the transformed document is placed.
augment signature result container: response protocol component for transferring to the client the results of the process carried out by the server when trying to augment one signature.
NOTE 1:	This component is specified in clause 6.2.3 of the present document.
augmented signature container: response protocol container for transferring to the client an augmented non-embedded AdES signature.
NOTE 2:	document with signature container and augmented signature container are components of response messages for the augmentation protocol and for the validation and augmentation protocol.
document container: sub-component of input documents container for transferring to the server one signed document or a reference to one underlying transport protocol attachment where the signed document is placed.
document digest container: sub-component of input documents container for transferring to the server the digest of one signed document.
document with signature container: response protocol container for transferring to the client one signed document embedding its signature(s) or a reference to one underlying transport protocol attachment where the signed document embedding its signature(s) is placed.
embedded AdES signature: is an AdES signature placed within a document that it signs total or partially.
NOTE 3:	A XAdES enveloped signature (a XAdES signature that signs a data object that contains the XAdES signature itself) is an example, but there may be other situations where a non enveloped XAdES signature is an embedded XAdES signature, for example a XAdES signature that is a component of a XML file, signs only one specific part of that XML file, and this signed part does not envelope the signature.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Maybe add the definition of enveloped signature, even if it is already in 119 001, just to make things easier readable

JC: the problem is that the wording of the definition of enveloped signature in TR 119 001 uses “embedded”. Look at the wording:
enveloped (digital) signature:
digital signature embedded within the signed data object 

JC REACTION.
I would prefer a wording similar to the one in XML Signature W3C Reccomendation: 
Signature, Enveloped
The signature is over the XML content that contains the signature as an element. 

I think that a re-wording of the definition in TR 119 001 would be convenient. It could be something like:
A signature on a data object that contains the signature itself.
Instead copying the definition I prefer to put between round brackets an explanation similar to the definition that I propose.
NOTE 4:	The rationale for this definition is that the placement of the signature to be validated and the signed documents within the protocol messages depends on whether the signature is embedded or not, as specified in clause 5.1.2. 
enveloped AdES signature: is an AdES signature placed within the portion of the document that it signs.
NOTE 5:	The portion signed by the signature can be either the whole document or a part of it. What makes the signature be enveloped is that the signature is placed within the signed portion of the document. If the signature is placed within the document but not within the signed portion, then the signature is embedded but not enveloped.
global result component: response protocol component for notifying to the client a generic result of the processing performed by the server following the request submitted by the client.
NOTE 6: If the response contains one or more processing signature results containers this component instructs the client to check the signature processing results. Otherwise, the result has only processed one signature and this component provides the result this processing. 
input documents container: request protocol component for transferring to the server either the signed documents themselves, or the transformed documents, or the digest of the signed documents, or references to underlying transport protocol attachments where the signed documents or the transformed documents are placed.
NOTE 7:	For more information about transformations of signed documents, see "XML Signature Syntax and Processing. Version 1.1" [15][15].
representation of a (signed) document: either the (signed) document itself, its digest, or the result of applying to the (signed) document a certain set of known transformations.
signature object container: request protocol component for transferring to the server either one non-embedded signature, or a reference to an embedded signature.
EXAMPLE:	For instance, the client can place a reference to the signature instead the signature itself in this component when the signature is embedded within the signed document. In these situations the client can include the signed document (and its embedded signature) within the input documents container and include a reference to the signature within the signature object container.
NOTE 8:	From the definitions above, input documents container can contain signatures as long as they are embedded within documents. And signature object container can contain signed documents as long as they are fully enveloped by the signature. The basic principle for placement of signed documents and signatures is the following: a signature that in essence is a non-embedded signature (even if it envelops a signed document) is placed in the signature object container; and an object that in essence is a document (even if it embeds a signature) is placed in or is referenced from the input documents object container.	Comment by  : In reaction to sztoth suggestion	Comment by Juan Carlos Cruellas: FROM ANDREA:
I don’t really understand what is a non-embedded signature. Above, an XML enveloped signature is given as an example of an embedded signature, and here it states that enveloped is non-embedded.

REACTION FROM JUAN CARLOS:
non-embedded signatures are those signatures that are not embedded according to the definition. Usually, when there is a definition of what is something, there is no need to define the not-something 
I do not see where the text states that enveloped is non-embedded. In fact, all the enveloped signatures are embedded signatures (but not all the embedded signatures are enveloped). Please note that the text says “an object tthat in essence is a non-embedded signature (even if it envelops a signed document)..:” the round brackets do not point to an enveloped signature, but to an enveloping signature: what is enveloped is the document, not the signature. Note 5 state the rules for putting objects either in the signature object container or in the input documents object container. And I repeat nowhere is said that an enveloped signature is not an embedded signature.
NOTE 9:	Input documents container and signature object container components are implemented by specific XML and JSON types and elements in the bindings defined by the present document.
signature reference component: request and response protocol component referencing one signature.
NOTE 10:	 The XML binding of this component is specified in ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11], which is copied in clause 5.1.4.2.4.25.1.4.2.4.2 of the present document. Clause  5.1.4.2.4.3 of the present document specifies a JSON binding for this component.
signature processing results container: response protocol component including the optional outputs generated by the server when processing (validating, augmenting, or validating and augmenting) one specific signature .
NOTE 11:	 This component is specified in clause 5.2.3.2.1 of the present document. The requests of the three protocols specified in the present document can contain more than one signature. This container includes all the optional outputs generated by the server when it processes one of these signatures. The response message can, consequently, contain one or more signature results containers.
signatures-to-process-refs container: request protocol component that includes references to those signatures whose processing the client requests to the server.
NOTE 12:	 The word “processing” See clause 3.3 of the present document on terminology for an explanation of the meaning of the term “processing”.in the former definition means “validation” in the validation protocol, “augmentation” in the augmentation protocol, and “validation and augmentation” in the validation and augmentation protocol.	Comment by Sylvie Lacroix: Isn’t it also valid for the rest of the document? See also end of clause 3.3.	Comment by  : Actually, this note should just contain a reference to clause 3.3. This note was older than clause 3.3, and I forgot to make it coherent with 3.3. Consequently I have changed the text of the note for being a reference to 3.3
NOTE 13:	 A request message can include more than one signature. This component allows the client to instruct the server to process (validate, augment, or validate and augment) a selected subset of them.
transformed document container: sub-component of input documents container for transferring to the server the transformed document or a reference to one underlying transport protocol attachment where the transformed document is placed.
[bookmark: _Toc529369866][bookmark: _Toc529486036][bookmark: _Toc529486603][bookmark: _Toc530492098]3.2	Abbreviations
For the purposes of the present document, the following abbreviations apply:	Comment by Juan Carlos Cruellas: FROM ANDREA:
Correct the sentence

REACTION: Done
DSS-X	Digital Signature Services eXtended.
[bookmark: CL_TERMINOLOGY][bookmark: _Toc529369867][bookmark: _Toc529486037][bookmark: _Toc529486604][bookmark: _Toc530492099]3.3	Terminology
The term “digest of the document”, being “document” one of the documents signed by one signature submitted to a server within the request of any of the three protocols defined in the present document, shall beis understood as indicated below:
If the document is signed by a CAdES signature, it shall beis the digest of the signed document itself.	Comment by Andrea Rock: I’m not really sure if we are allowed to use “shall” in clause 3, but editHelp will probably state if this is not allowed.
If the document is signed by a XAdES signature, it shall beis the digest computed as specified in W3C Recommendation (11 April 2013): "XML Signature Syntax and Processing. Version 1.1" [22][22]. 
If the document is a PDF document signed by a PAdES signature built on CMS or CAdES, it shall beis the digest computed as specified in ISO 32000-1: "Document management — Portable document format — Part 1: PDF 1.7" [16][16].
The term “process” applied to AdES signature means either “validate”, or “augment”, or “validate and augment” depending of the protocol where the term is used. If the term is used out of the context of one protocol it does mean the action performed by the server on the signature, which is one of the three actions aforementioned.
[bookmark: _Toc529369868][bookmark: _Toc529486038][bookmark: _Toc529486605][bookmark: _Toc530492100]4	Technical approach to the specification of the protocols.
[bookmark: _Toc529369869][bookmark: _Toc529486039][bookmark: _Toc529486606][bookmark: _Toc530492101]4.1	Introduction
The protocols specified in the present document re-use, wherever it is possible, the components specified in DSS-X core v2.0"OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1]. 
Wherever the protocols defined in the present document require a certain component whose semantics and/or syntax is not offered by any of the components specified in DSS-X core v2.0 [1][1], the present document defines and fully specifies new components.
For components re-used fromDSS-X core v2.0 [1][1], and in the absence of any further requirement defined in the present document, the requirements defined in DSS-X core v2.0 [1][1], shall apply. The present document may define additional requirements for these re-used components. In case that a requirement defined in the present document contradicts any requirement defined in DSS-X core v2.0 [1][1] the requirement defined in the present document shall take precedence
For components re-used from DSS-X core v2.0 [1][1], and in the absence of a different processing model defined in the present document, the processing model (including results returned by the server) defined in DSS-X core v2.0 [1][1] shall apply. The present document may modify the processing model defined in DSS-X core v2.0 [1][1] for these components. In case that a certain aspect of the processing model defined in the present document contradicts any aspect of the processing model defined in DSS-X core v2.0 [1][1], the processing model defined in the present document shall take precedence
EXAMPLE:	This document does not specify, for instance, that the presence of a certain re-used optional component in the request message imply implies the presence of a certain re-used optional component in the response message: this is a requirement inherited from the aforementioned OASIS specifications.
NOTE:	The protocols defined in the present document on one hand restrict the degree of optionality for certain features of the verification protocol defined in DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1]. But at the same time, on the other hand, some of the protocols defined in the present document incorporate features that are not present in DSS-X core v2.0 [1][1]. 
Services implementing the protocols defined in the present document shall support all the components specified in the present document, which apply to the AdES signature type(s) that the service is able to process (i.e. to validate, to augment, or to validate-and-augment), regardless whether their incorporation in the messages is mandatory or optional. 	Comment by Andrea Rock: I wonder if there is not a word missing in this sentence
The rest of the document is organized as follows:
1. Sub-clauses 4.2 and 4.3 provide general remarks on the XML and JSON protocols relying on the protocol specified by the DSS-X Technical Committee. 
Clause 5 specifies all the components for the validation protocol in its two bindings (XML and JSON) relying on the protocol specified by the DSS-X Technical Committee.
Clause 6 specifies those specific components for the augmentation protocol in its two bindings (XML and JSON) relying on the protocol specified by the DSS-X Technical Committee.
Clause 7 specifies those specific components for the validation and augmentation protocol in its two bindings (XML and JSON) relying on the protocol specified by the DSS-X Technical Committee.
Clause 8 specifies the processing models for the three protocols.
Clause 9 specifies components for allowing asynchronous processing in the three protocols. 
For each component of the aforementioned protocols, the present document:
1. Defines requirements for the semantics of the component (i.e. its mandatory contents, its optional contents, etc). These requirements are defined in clauses "Component semantics".
1. Defines requirements for the components of the XML binding within clauses named “XML component”.
1. Defines requirements for the JSON component of the JSON binding within clauses named “JSON component”.
[bookmark: CL_GENERALISSUES_OASIS_XML][bookmark: _Toc529369870][bookmark: _Toc529486040][bookmark: _Toc529486607][bookmark: _Toc530492102]4.2	XML protocol
[bookmark: _Toc529369871][bookmark: _Toc529486041][bookmark: _Toc529486608][bookmark: _Toc530492103]4.2.1	Introduction
The new structures defined in this specification are contained in the XML schema file "[XSDFILESIGVALPROT]". This file also contains the redefinition of certain structures defined in DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1], as shown in clause 4.2.2 of the present document. The new elements and types defined in that schema are defined within the XML namespace whose URI value is shown below:
http://uri.etsi.org/19442/v1.1.1#
Table 1Table 1 shows the URI values of other XML namespaces and their corresponding prefixes used in the aforementioned schema file and within the present document.
[bookmark: TABLE_URI_PREFIXES_NS]Table 1
	URI value of the XML Namespace
	Prefix

	http://uri.etsi.org/19442/v1.1.1#
	etsival

	http://uri.etsi.org/19102/v1.1.21#	Comment by Andrea Rock: The new version will be http://uri.etsi.org/19102/v1.1.2# 
	etsivr

	http://docs.oasis-open.org/dss/ns/core
	dss2

	http://docs.oasis-open.org/dss/ns/base
	dsb

	http://www.w3.org/2000/09/xmldsig#
	ds

	urn:oasis:names:tc:SAML:2.0:assertion
	saml2

	http://www.w3.org/2001/XMLSchema
	xs


[bookmark: CL_XML_REDEFINED][bookmark: _Toc529369872][bookmark: _Toc529486042][bookmark: _Toc529486609][bookmark: _Toc530492104]4.2.2	Redefined DSS-X types
The present document redefines three types already defined by OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1] DSS-X core v2.0 [1]. These redefinitions are contained in the XML schema file ["[XSDFILESIGVALPROT]" and are copied below for information, as well as in the clauses where these types are specified:
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->	Comment by  : Major change to the XML schema that uses redefinition mechamism as suggested in latest version of the DSS-X core v2.0. Checked it and is correct.


<xs:redefine schemaLocation="foo_dss_core.xsd">
	<xs:complexType name="dss2:OptionalInputsVerifyType">
		<xs:complexContent>
			<xs:extension base="dss2:OptionalInputsVerifyType">
				<xs:sequence>
					<xs:element ref="etsival:ProcessSignatures" minOccurs="0"/>
					<xs:element ref="etsival:UseSignatureValidationPolicy" minOccurs="0"/>
					<xs:element ref="etsival:ReturnValidationReport" minOccurs="0"/>
					<xs:element ref="etsival:ReturnAugmentedSignature" minOccurs="0"/>
					<xs:element ref="etsival:ProofsOfExistence" minOccurs="0"/>
					<xs:element name="TSTokensQualityLevel" type="xs:anyURI" minOccurs="0"/>
				</xs:sequence>
			</xs:extension>
		</xs:complexContent>
	</xs:complexType>
	<xs:complexType name="dss2:OptionalOutputsVerifyType">
		<xs:complexContent>
			<xs:extension base="dss2:OptionalOutputsVerifyType">
				<xs:sequence>
					<xs:element ref="etsival:ValidationReport" minOccurs="0"/>
					<xs:element ref="etsival:ResultsForOneSignature" minOccurs="0" maxOccurs="unbounded"/>
					<xs:element ref="etsival:AppliedSignatureValidationPolicy" minOccurs="0"/>
					<xs:element ref="etsival:AvailableSignatureValidationPolicies" minOccurs="0"/>
				</xs:sequence>
			</xs:extension>
		</xs:complexContent>
	</xs:complexType>
	<xs:complexType name="dss2:DocumentHashType">
		<xs:complexContent>
		<xs:extension base="dss2:DocumentHashType">
			<xs:sequence>
				<xs:element name="PAdESFieldName" type="xs:string" minOccurs="0"/>
			</xs:sequence>
		</xs:extension>
		</xs:complexContent>
	</xs:complexType>
</xs:redefine>

Clause 5.1.3.2.2.35.1.3.2.2.3 specifies the redefined dss2:DocumentHashType.
Clause 5.1.4.1.25.1.4.1.2 specifies the redefined dss2:OptionalInputsVerifyType.
Clause 5.2.3.1.25.2.3.1.2 specifies the redefined dss2:OptionalOutputsVerifyType.
NOTE:		The present document redefines dss2:DocumentHashType because this component has to have an additional component for containing a PDF field name. This is required for allowing to submit the digest document when the client requires validation of PAdES signatures.
[bookmark: CL_GENERALISSUES_OASIS_JSON][bookmark: _Toc529369873][bookmark: _Toc529486043][bookmark: _Toc529486610][bookmark: _Toc530492105]4.3	JSON protocol
[bookmark: _Toc529369874][bookmark: _Toc529486044][bookmark: _Toc529486611][bookmark: _Toc530492106]4.3.1	Introduction
The new structures defined in present document are contained in the schema file "[JSONSCHEMAFILESIGVALPROT]". This file also contains the extensions of certain structures defined in DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1]. These structures are listed in clause 4.3.2 of the present document
[bookmark: CL_JSON_EXTENDED][bookmark: _Toc529369875][bookmark: _Toc529486045][bookmark: _Toc529486612][bookmark: _Toc530492107]4.3.2	Extension of DSS-X types
The present document extends three types defined by DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1]. These extensions are contained in the JSON schema file JSON Schema file "[JSONSCHEMAFILESIGVALPROT]". 
The extension mechanism is implemented using the keyword "allOf". 
The types that are defined as extensions of DSS-X types are listed below:
OptionalInputsVerifyType defined extending dss2-OptionalInputsVerifyType. It is defined in clause 5.1.4.1.35.1.4.1.3.
OptionalOutputsVerifyType defined extending dss2-OptionalOutputsVerifyType. It is defined in clause 5.2.3.1.35.2.3.1.3.
DocumentHashType defined extending dss2-DocumentHashType. It is defined in clause 5.1.3.3.2.35.1.3.3.2.3.
NOTE :	The present document defines this new type extending dss2-DocumentHashType because this component has to have an additional component for containing a PDF field name. This is required for allowing to submit the digest document when the client requires validation of PAdES signatures.	Comment by Sylvie Lacroix: This note is also valid for clause 4.2.2	Comment by  :  Not exactly: the text should be: 
The present document redefines dss2:DocumentHashType because…..

It is not the same extending a JSON type than redefining a XML type.
Added note in 4.2.2
The present document defines two additional new types that are built on some of the aforementioned types, namely:
InputDocumentsType, that builds on DocumentHashType. It is defined in clause 5.1.3.3.1.
VerifyRequestType, that builds on OptionalInputsType  and InputDocumentsType. It is defined in clause 5.1.1.3.
[bookmark: CL_VALIDATION_PROTOCOL][bookmark: _Toc529369876][bookmark: _Toc529486046][bookmark: _Toc529486613][bookmark: _Toc530492108]5	Protocol for validation of AdES signatures	Comment by Juan Carlos Cruellas: FROM ANDREA
A very general question, just to make sure what is an optional element. Is it optional for the user or also optional for the server to be supported?


REACTION: 
I would say that it is optional for the user, but the server should support it. I guess that we needed some text making this clear. I have added a sentence (in yellow) as the third paragraph of 4.1.
[bookmark: _Toc529369877][bookmark: _Toc529486047][bookmark: _Toc529486614][bookmark: _Toc530492109]5.1	Request message
[bookmark: _Toc529369878][bookmark: _Toc529486048][bookmark: _Toc529486615][bookmark: _Toc530492110]5.1.1	Component for requesting validation
[bookmark: CL_REQ_VAL_SEM][bookmark: _Toc529369879][bookmark: _Toc529486049][bookmark: _Toc529486616][bookmark: _Toc530492111]5.1.1.1	Component semantics
The message for requesting the validation of an AdES signature to a remote server shall contain components for:
1. Submitting either the signature to be validated or a reference to the signature to be validated when this signature is enveloped within a signed document. Clause 5.1.2 specifies semantic requirements for this component.
1. Submitting the signed document(s) or representation(s) of these signed document(s). Clause 5.1.3 specifies semantic requirements for this component.
NOTE 1:	When the signature to validate is separated from all or part of the documents it signs, the signature is placed in one component and the signed document(s) is (are) placed in another component.
NOTE 2:	When the signature to validate envelops the signed document (this is the case of a XAdES enveloping and non-separated signature or a CAdES attached structure) or it is enveloped within the signed document (this is the case of a PDF document with one or more PAdES signatures, or a XAdES enveloped and non-separated signature), signature and signed documents are placed in one component. 
1. Identifying one or more protocols and/or profiles that the response message is compliant with. The first one of such components shall have the following URI as value, identifying the request message as one that has been built using the “validation” protocol specified in the present document:
http://uri.etsi.org/19442/v1.1.1/validationprotocol#.
This message may contain a unique identifier.
This message may contain an identifier of the service policy the client requests the server to use for processing the signaturesunder which the server has processed the signatures and has built it.
This message may contain other components for requesting to the server additional features. Clause 5.1.4.15.1.4.1 lists these optional components and contain references to clauses that specify semantic requirements for each component. 
[bookmark: CL_XML_REQ_VAL][bookmark: _Toc529369880][bookmark: _Toc529486050][bookmark: _Toc529486617][bookmark: _Toc530492112]5.1.1.2	XML component
The element that shall be the component for requesting the validation of AdES signature(s) shall be the element dss2:VerifyRequest as specified in clause 4.2.10.2 of DSS-X core v2.0 [1][1].
The dss2:VerifyRequest element shall be as  specified in DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
The dss2:VerifyRequest element shall have one or more dsb:Profile children elements. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the request as a validation request compliant with the validation protocol specified in the present document.
The dss2:SignatureObject child element shall not contain any time-stamp token.
Any optional component specified in clause 5.1.4 shall appear as child of the dss2:OptionalInputs child element of the dss2:VerifyRequest element.
[bookmark: CL_REQ_VAL_JSON][bookmark: _Toc529369881][bookmark: _Toc529486051][bookmark: _Toc529486618][bookmark: _Toc530492113]5.1.1.3	JSON component
The element that shall implement the verify request message for the JSON binding of the protocol shall be the element VerifyReq element. This element shall be an instance of the VerifyRequestType, defined as in JSON  Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
"VerifyRequestType": {
  "type": "object",
  "properties": {
    "profile": {
      "type": "array",
      "items": {
        "type": "string"
      }
    },
    "reqID": {
      "type": "string"
    },
    "inDocs": {
      "$ref": "#/definitions/InputDocumentsType"
    },
    "optInp": {
      "$ref": "#/definitions/OptionalInputsVerifyType"
    },
    "sigObj": {
      "$ref": ""<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-SignatureObjectType"
    }
  }
}

The profile, reqID, and sigObj elements shall be as specified in clauses 4.2.10.1, and 4.2.8.1 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
The profile array shall have one or more items as specified in clause 4.2.10.1 of DSS-X core v2.0 [1][1]. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the request as a validation request compliant with the validation protocol specified in the present document.
The optInp shall be as specified in clause 5.1.4.1.35.1.4.1.3 of the present document.
The inDocs element shall be as specified in clause 5.1.3.35.1.3.3 of the present document.
[bookmark: CL_SEM_SIG][bookmark: _Toc529369882][bookmark: _Toc529486052][bookmark: _Toc529486619][bookmark: _Toc530492114]5.1.2	Component for submitting signature to be validated
[bookmark: _Toc529369883][bookmark: _Toc529486053][bookmark: _Toc529486620][bookmark: _Toc530492115]5.1.2.1	Component semantics
The protocol shall allow including the signature in different containers according to the following rules:
1. If the signature is an embedded AdES signature, the embedding document and the signature shall be placed either 
within one sub-component of the input documents container or 
within an underlying protocol attachment. In this case, a sub-component of the input documents container shall include a reference to the aforementioned attachment.
Additionally the signature object container shall contain a reference to the embedded signature. 
1. If the signature is a non-embedded AdES signature, it shall be placed within the signature object container.
1. If the signature is non-embedded AdES signature and the digest of the embedding document is submitted instead the document itself, then the AdES signature shall be placed within the signature object container.
NOTE 1:	This implies that the protocols defined in the present document support submitting several PAdES signatures embedded within one PDF document, if this one is submitted to the server. However, if the client submits the digest of the document, the request message can only have one PAdES signature.	Comment by Sylvie Lacroix: So this relates to case 1) above (?).	Comment by  : Yes, and the second sentence of the note refers to case 2)
Table 2Table 2 shows the cardinalities of the components required in this protocol for incorporating signature(s), for requesting the validation of AdES signatures, depending on its types (CAdES, PAdES or XAdES) and their relative position with respect the signed document(s). 
Rows in the table show information corresponding to the different types of AdES signatures whose validation is requested, as well as their relative position to the signed document(s). 
The first column shows the different types of AdES signatures that can be submitted to the server.
Column I shows the cardinalities of the signature object container.
Colum II shows the contents of the signature object container. The values appearing in the cells of this column may be the following ones:
Signature: This value indicates that the signature object container contains the non-embedded signature itself.
Reference:. This content appears when submitting an embedded signature. It indicates that the signature object container shall contain a reference to the embedded signature.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Maybe a stupid question, but I don’t understand really how the reference will be implemented. Will this be a reference to the Document Container element?

REACTION: this corresponds to mechanisms implemented in DSSX core. Sometimes the signature object container includes not the signature itself but a reference. In the case of XAdES signature this reference is an identifier of an embedding document and a XPath expression of the embedded signature. In the case of PAdES signature it may be the name of the field where the signature is present.
Column III shows the cardinalities of the input documents container that includes either a document embedding the signature or a reference to an underlying protocol attachment that contains the document embedding the signature.
Each cell in I and III columns indicates the required cardinality of the component shown in the header of the corresponding column, for the type of signature, located in a relative position to the signed document(s) as indicated in the header of the corresponding row. An integer value indicates an exact number of components, "*" stands for "0 or more", and "0..1" means "0 or 1".
[bookmark: TABLE_PLACEMENT_SIGNATURES]Table 2. Placement of signatures.

	


Component


Type of signature
	I
Signature object container
	II
Contents of signature object container
	III
Input documents container containing embedded signatures or references to attachments with signatures

	CMS structure attached
	1
	Signature 
	0

	CMS structure detached
	1
	Signature 
	0

	Non-embedded XAdES 
	1
	Signature 
	0

	Embedded XAdES
	1	Comment by Andreas Kuehne: Contradicts section 1)
	Reference
	1

	PAdES enveloped within the PDF document (embedded signature)
	1	Comment by Andreas Kuehne: Either … or,  not both required
	Reference
	1



NOTE 2:	Within one CMS structure there are as many CAdES signatures as items within the signerInfos component.
[bookmark: _Toc529369884][bookmark: _Toc529486054][bookmark: _Toc529486621][bookmark: _Toc530492116]5.1.2.2	XML components
The element that shall be the component for submitting the signature(s) to be validated shall be either:
the dss2:SignatureObject child element of the the dss2:VerifyRequest root element if the signature is not embedded within the signed document(s) or 
the dss2:InputDocument child element of the the dss2:VerifyRequest element if the signature(s) is embedded within the signed document.
The dss2:SignatureObject element shall be the XML implementation of the signature object container and the dss2:InputDocument element shall the XML implementation of the input documents container within the XML binding of the protocol.
The requirements governing the presence, cardinalities, and contents of the aforementioned elements are given in clause 5.1.3.4.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Isn’t this in clause 5.1.3.4?

REACTION: Indeed. Thanks
[bookmark: _Toc529369885][bookmark: _Toc529486055][bookmark: _Toc529486622][bookmark: _Toc530492117]5.1.2.3	JSON component
 The element that shall be the component for submitting the signature(s) to be validated shall be either:
1. the sigObj child element of the the VerifyReq root element if the signature is not embedded within the signed document(s)or
the inDocs child element of the the VerifyReq element if the signature(s) is embedded within the signed document.
The requirements governing the presence, cardinalities, and contents of the aforementioned elements are given in clause 5.1.3.4.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Similar or the same? Where are they expressed?
Isn’t it in 5.1.3.4?

REACTION: Indeed the same and wrong reference. Thanks
[bookmark: CL_SEM_DOC][bookmark: _Toc529369886][bookmark: _Toc529486056][bookmark: _Toc529486623][bookmark: _Toc530492118]5.1.3	Components for submitting signed documents or representations of the signed documents	Comment by  : In reaction to sztoth comment that requested renaming 5.1.3.3 to JSON components because this clause was named XML components.  After reviewing the situation, I have opted for using “components” also in 5.13, 5.1.3.1, 5.1º.3.2 and 5.1.3.3
[bookmark: _Toc529369887][bookmark: _Toc529486057][bookmark: _Toc529486624][bookmark: _Toc530492119]5.1.3.1	Components semantics
The protocol shall allow including the signed document in several containers depending on its relative position regarding the signature that signs it.
1. If a non-embedded signature envelops the document, then the client shall place the enveloping signature and the enveloped signed document within the signature object container.
1. If the signature is not as in item 1), then the client shall place the signed document either directly within the input documents container or within an underlying protocol attachment. Additionally, the input documents container shall contain one sub-component containing either the document or a reference to the attachment where the document is placed.
The current protocol shall also allow submitting to the server other representations of the signed documents different than the actual documents. Each type of representation shall be placed in a different sub-component of the input documents container, as indicated below.
1. If a client wants to submit the digest of the actual signed document, then the client shall place this digest within the document digest container.	Comment by  : In reaction to sztoth comment: “It is unclear what is sent to the server in this case. What does this part of the sentence refer to?”
The sentence was unclear because the “is sent to the server” was wrongly placed here. Likely a leftover of a previously proposed sentence.
If a client wants to submit the result of transforming a document, it shall place this transformed document either:
within the transformed document container OR
within an underlying transport protocol attachment. In this case, the transformed document container shall include a reference to this attachment
Table 3Table 3 shows the cardinalities of the components required in this protocol for incorporating signed documents, or signed documents representations (transformed documents and documents digests) for requesting the validation of AdES signatures, depending on the types of the signatures and their relative position with the signed document(s). 
Rows in the table show information corresponding to the different types of AdES signatures whose validation is requested, as well as their relative position to the signed document(s). 
The first column shows the different types of AdES signatures that can be submitted to the server. 
Column Document container shows the cardinalities of the document container.
Column Transformed document container shows the cardinalities of transformed document container.
Column Document digest container shows the cardinalities of document digest container.
Conventions for indicating cardinalities are as in Table 2Table 2. In addition to that, the column “Notes” contains integers identifying additional notes present below the Table 2.
[bookmark: TABLE_INPUTDOCS]Table 3. Components containing either documents or representations of documents 
in validation requests messages.

	
Component and 
subcomponents


Type of signature
	Input documents container  containing documents or documents representations

	
	Document container
	Transformed document container
	Document digest container

	CMS structure attached
	0
	0
	0

	CMS structure detached
	0..1
	0
	0..1

	Non-embedded XAdES
	*
	*
	*

	Embedded XAdES
	1..*
	*
	*

	PAdES enveloped within the PDF document
	0..1
	0
	0..1



NOTE 1:	In the case of embedded XAdES document container has a minimum cardinality of 1, as it is the only way of submitting to the server the embedded signature: within the signed document that embeds it. If the signature is not embedded, then either the document or a representation of the document can be submitted as the signature is submitted within the signature object container.
NOTE 2: The protocols defined in the present document allows sending either one PDF document enclosing one or more PAdES signatures, or one PAdES signature detached from any PDF document and the digest of the document, understood as specified in clause 3.33.3. As that clause mentioned, details on how to compute the digest for each signature of this type, can be found in ISO 32000-1: "Document management — Portable document format — Part 1: PDF 1.7" [16][16].	Comment by  : For clarifying that only ONE PDF document with one or more PAdES signatures is allowed.
[bookmark: CL_SYN_XML_SIGDOC][bookmark: _Toc529369888][bookmark: _Toc529486058][bookmark: _Toc529486625][bookmark: _Toc530492120]5.1.3.2	XML components
[bookmark: _Toc529369889][bookmark: _Toc529486059][bookmark: _Toc529486626][bookmark: _Toc530492121]5.1.3.2.1	General requirements 
The dss2:SignatureObject element shall implement the signature object container for the XML binding of the protocol.
The dss2:InputDocuments element shall implement the input documents container for the XML binding of the protocol.
The requirements governing the presence, cardinalities, and contents of the XML components are given in clause 5.1.3.4.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Isn’t this in clause 5.1.3.4?

REACTION: Indeed. Thanks
[bookmark: _Toc529369890][bookmark: _Toc529486060][bookmark: _Toc529486627][bookmark: _Toc530492122]5.1.3.2.2	Additional requirements for contents of dss2:InputDocuments 
[bookmark: _Toc529369891][bookmark: _Toc529486061][bookmark: _Toc529486628][bookmark: _Toc530492123]5.1.3.2.2.1	Element dss2:Document for sending original documents
The dss2:Document element shall implement the document container for the XML binding of the protocol.
NOTE:	dss2:Base64Data child element of the dss2:Document can contain either the signed document in its dsb:Value child element, or a reference to an underlying protocol attachment (where the signed document is placed) in its dsb:AttRef child element.
[bookmark: _Toc529369892][bookmark: _Toc529486062][bookmark: _Toc529486629][bookmark: _Toc530492124]5.1.3.2.2.2	Element dss2:TransformedData for sending transformed documents
The dss2:TransformedData element shall implement the transformed document container for the XML binding of the protocol.
If the signature(s) to be validated is(are) XAdES signature(s), and if the client wants to submit to the server not the original document, but the result of a set of transformations applied to it, then the client shall incorporate the base-64 encoding of the binary representation of the result of applying this set (which may be either the full sequence of transformations specified in their ds:Reference ancestor element, or a part of it) to the original document either into the dss2:Base64Data child element of the dss2:TransformedData child element of the dss2:InputDocuments or within an underlaying protocol attachment. 
The client shall submit one dss2:TransformedData element for each result of applying a sequence of transformations to one of the original documents. 
The dss2:TransformedData element shall incorporate the WhichReference attribute. 
NOTE:	dss2:Base64Data child element of the dss2:TransformedData can contain either the transformed document in its dsb:Value child element, or a reference to an underlying protocol attachment (where the transformed document is placed) in its dsb:AttRef child element.
[bookmark: CL_DOCUMENTHASH_XML][bookmark: _Toc529369893][bookmark: _Toc529486063][bookmark: _Toc529486630][bookmark: _Toc530492125]5.1.3.2.2.3	Element dss2:DocumentHash for sending digest of documents	Comment by Andreas Kuehne: I don’t see the need to redefine DocumentHash. As there is only one PAdES signature verification supported there can only exist a single DocumentHash. The changes in the given structure promise the ability to process multiple hash-based PAdES-verification at once.
I would recommend to define a new OptionalInput ‘FieldName’ and leave the DocumentHash unchanged.
The element that shall implement the digest document container for the XML binding of the protocol shall be the dss2:DocumentHash element, instance of the redefined dss2:DocumentHashType, redefined defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1. The redefinition of dss2:DocumentHashType, and is has been copied in clause 4.2.2 below for information.
<!—targetNamespace=http://uri.etsi.org/19442/v1.1.1# -->

<xs:redefine schemaLocation="http://docs.oasis-open.org/dss-x/dss-core/v2.0/csprd01/schema/oasis-dss-core-schema-v2.0.xsd">

<!-- In the XML Schema file, here is inserted the redefinition of dss2:OptionalInputsVerify and dss2 :OptionalOutputsVerify
--> 

		<xs:complexType name="dss2:DocumentHashType">
			<xs:complexContent>
			<xs:extension base="dss2:DocumentHashType">
				<xs:sequence>
					<xs:element name="PAdESFieldName" type="xs:string" minOccurs="0"/>
				</xs:sequence>
			</xs:extension>
			</xs:complexContent>
		</xs:complexType>

The requirements for each instance of the redefined the dss2:DocumentHashType shall be as specified in clause 4.2.5.1 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
In addition, the following requirements shall also apply:
If the signature(s) to be validated is(are) XAdES then the dss2:DocumentHash element shall incorporate the WhichReference attribute and shall not incorporate the PAdESFieldName element.
If the signature(s) to be validated is(are) CAdES or PAdES built on CMS or CAdES then the dss2:DocumentHash element shall not incorporate the WhichReference attribute.	Comment by Andreas Kuehne: Double ‘CAdES’
If the signature(s) to be validated is(are) PAdES then the PAdESFieldName element shall be present and it shall have as value the name of the PDF field where the PAdES signature is placed within the PDF signed document.
[bookmark: CL_SUB_DOC_JSON][bookmark: _Toc529369894][bookmark: _Toc529486064][bookmark: _Toc529486631][bookmark: _Toc530492126]5.1.3.3	JSON components
[bookmark: CL_REQ_VAL_JSON_SCHEMA][bookmark: CL_SUB_DOC_JSON_SCHEMA][bookmark: _Toc529369895][bookmark: _Toc529486065][bookmark: _Toc529486632][bookmark: _Toc530492127]5.1.3.3.1	General requirements 
The sigObj element shall implement the signature object container for the JSON binding of the protocol.
The inDocs element shall implement the input documents container for the JSON binding of the protocol. It shall be an instance of the InputDocumentsType, defined as in JSON  Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
"InputDocumentsType": {
  "type": "object",
  "properties": {
    "doc": {
      "type": "array",
      "items": {
        "$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-DocumentType"
      }
    },
    "transformed": {
      "type": "array",
      "items": {
        "$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-TransformedDataType"
      }
    },
    "docHash": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/dss2-DocumentHashType"
      }
    }
  }
}	Comment by Andreas Kuehne: Redefinition with the same name will cause problems

The requirements governing the presence, cardinalities, and contents of the JSON elements are given in clause 5.1.3.4.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Isn’t this in clause 5.1.3.4?

REACTION: Indeed. Thanks
The component doc shall be as specified in clause 4.2.3.1 of DSS-X core v2.0 [1][1].
The component transformed shall be as specified in clause 4.2.4.1 of DSS-X core v2.0 [1][1].
The component docHash shall be as specified in clause 5.1.3.3.2.35.1.3.3.2.3 of the present document.
[bookmark: _Toc529369896][bookmark: _Toc529486066][bookmark: _Toc529486633][bookmark: _Toc530492128]5.1.3.3.2	Additional requirements for contents of inDocs 
[bookmark: _Toc529369897][bookmark: _Toc529486067][bookmark: _Toc529486634][bookmark: _Toc530492129]5.1.3.3.2.1	Element doc for sending original documents
Each item within the doc array shall implement a document container for the JSON binding of the protocol.	Comment by Juan Carlos Cruellas: FROM ANDREA:

I suppose this should be JSON

REACTION: ooops…you are right. Thanks
NOTE:	b64Data child element of one item within the doc array can contain either the signed document in its val child element, or a reference to an underlying protocol attachment (where the signed document is placed) in its attRef child element.	Comment by  : In reaction to sztoth comment pointing out that val is the right name of this component in DSSX core v2.0
[bookmark: _Toc529369898][bookmark: _Toc529486068][bookmark: _Toc529486635][bookmark: _Toc530492130]5.1.3.3.2.2	Element transformed for sending transformed documents
Each item within the transformed array shall implement a transformed document container for the JSON binding of the protocol.	Comment by Juan Carlos Cruellas: FROM ANDREA:

I suppose this should be JSON

REACTION: ooops…you are right. Thanks

If the signature(s) to be validated is(are) XAdES signature(s), and if the client wants to submit to the server not the original document, but the result of a set of transformations applied to it, then the client shall incorporate the base-64 encoding of the binary representation of the result of applying this set (which may be either the full sequence of transformations specified in their ds:Reference ancestor element, or a part of it) to the original document either into the base64Data child element of the transformed child element of the inDocs or within an underlaying protocol attachment. 
The client shall submit one transformed element for each result of applying a sequence of transformations to one of the original documents. 
The transformed element shall incorporate the whichRef element child. 
NOTE:	b64Data component of an item within the transformed array can contain either the transformed document in its val child, or a reference to an underlying protocol attachment (where the transformed document is placed) in its attRef child element.	Comment by  : In reaction to sztoth comment as this is the right name of the component
[bookmark: CL_DOCUMENTHASH_JSON][bookmark: _Toc529369899][bookmark: _Toc529486069][bookmark: _Toc529486636][bookmark: _Toc530492131]5.1.3.3.2.3	Element docHash for sending digest of documents
The element that shall implement one digest document container for the JSON binding of the protocol shall be an instance of the DocumentHashType , resulting from extending dss2-DocumentHashType, defined as in JSON  Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
"DocumentHashType": {
  "type": "object",
  "allOf": [
    {"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-DocumentHashType"}
  ],
  "properties": {
    "pAdESSFieldName": {"type": "string"}
  }
}

The requirements for each instance of the DocumentHashType shall be as specified in clause 4.2.5.1 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
In addition, the following requirements shall also apply:
Each instance of this type shall contain the di property. 
If the signature(s) to be validated is(are) XAdES then the instance of the extended DocumentHashType shall incorporate the whichRef element and shall not incorporate the pAdESSFieldName element.
If the signature(s) to be validated is(are) CAdES or PAdES built on CMS or CAdES then the instance of the extended DocumentHashType  shall not incorporate the whichRef element.
If the signature(s) to be validated is(are) PAdES then the instance of the extended DocumentHashType shall include the pAdESFieldName element. This element shall have as value the name of the PDF field where the PAdES signature is placed within the PDF signed document.
[bookmark: _Toc529369900][bookmark: _Toc529486070][bookmark: _Toc529486637][bookmark: _Toc530492132]5.1.3.4	Cardinalities for elements used for sending signatures, signed documents and representations of signed documents	Comment by Juan Carlos Cruellas: Changed title for better matching its actual content
Table 4Table 4 shows the cardinalities of the XML and JSON elements required in this protocol for incorporating signature(s), signed documents, and signed documents representations (transformed documents and documents digests) for requesting the validation of AdES signatures, depending on the types of the signatures and their relative position with the signed document(s). 
Columns in the table show information corresponding to the different types of AdES signatures whose validation is requested, as well as their relative position to the signed document(s). 
Rows in the table show different XML and JSON elements, which in the validation request message may appear for incorporating signature(s), signed documents, or representations of the signed documents. 
Each cell in the table indicates the required cardinality of the XML element and JSON element (or the number of items within the array if the JSON element is an array) shown in the header of the corresponding row, for the type of signature, located in a relative position to the signed document(s) as indicated in the header of the corresponding column. 
Numbers within round brackets identify additional explanatory notes added after the table.	Comment by Sylvie Lacroix: There are no such notes – could delete the sentence	Comment by  : Indeed. Leftover.
[bookmark: TABLE_SIG_AND_INPUTDOCS]Table 4. Components for signatures and documents in validation requests messages 
for XML and JSON protocols based on OASIS specifications.
	 Type of signature and   relative position
XML elements
JSON elements
	CAdES atached
	CAdES detached
	Non-embedded XAdES
	Embedded XAdES
	PAdES

	dss2:SignatureObject
	1
	1
	1
	1	Comment by Andreas Kuehne: 0 !!!
	1

	sigObject
	
	
	
	
	

	dss2:Document 
	0
	0..1
	*
	1..*
	0..1

	Items in doc array
	
	
	
	
	

	dss2:DocumentHash 
	0
	0..1
	*
	*
	0..1

	Items in docHash array 
	
	
	
	
	

	dss2:TransformedData 
	0
	0
	*
	*
	0

	Items in transformed array
	
	
	
	
	



[bookmark: CL_OPTIONAL_INPUTS][bookmark: _Toc529369901][bookmark: _Toc529486071][bookmark: _Toc529486638][bookmark: _Toc530492133]5.1.4	Optional components	Comment by Juan Carlos Cruellas: FROM ANDREA:
Should we state somewhere that they apply for all signatures? I wonder if this is already clear

REACTION: Actually I do not see any other possibility of interpreting this. I mean, we stated that the document would define a set of protocols for validating, augmenting, and validating&augmenting AdES signatures. Wherever something is specific to one of the formats this has been explicitly mentioned. Wherever nothing is said it does apply to any of the formats. 
[bookmark: CL_OPT_INTRO][bookmark: CL_CONTAINER_OPTIONAL_INPUTS][bookmark: _Toc529369902][bookmark: _Toc529486072][bookmark: _Toc529486639][bookmark: _Toc530492134]5.1.4.1 Container for optional components
[bookmark: CL_VAL_OPTCONTAINER_SEM][bookmark: _Toc529369903][bookmark: _Toc529486073][bookmark: _Toc529486640][bookmark: _Toc530492135]5.1.4.1.1 Component semantics
The validation request message may also contain optional components. These components may be used for requesting validation of any type of AdES signature.	Comment by Juan Carlos Cruellas: FROM ANDREA:

What do you want to say here?

REACTION: Probably it is a left-over. Deleted
Below follows the list of the new components defined by the present document:
1. One component for identifying the signatures that the server is requested to validate in addition to the signature present or referenced within the signature object container. Clause 5.1.4.2.1.2 specifies semantic requirements for this component.
NOTE: Each signed document submitted to the server can be signed by more than one signature. This component allows the client to request to the server the validation of some of them.
1. Component for requesting validation of the signature(s) against a certain signature policy. Clause 5.1.4.2.2.1 specifies semantic requirements for this component.
1. Component for requesting detailed validation report(s) of the validation of the signature(s). Clause 5.1.4.2.3.1 specifies semantic requirements for this component.  This component shall also allow indicating whether the validation report has to be signed by the server or not.
1. One component for passing to the server one or more time values, each one being, according to client’s claim, a Proof of Existence of one signature present within the request. Clause 5.1.4.2.4.15.1.4.2.4.1 specifies semantic requirements for this component.
Below follows the list of the components already specified in DSS-X core v2.0 [1][1] that this document re-uses:
1. One component for identifying one or more service policies under which the validation shall be conducted. Clause 5.1.4.3.1.15.1.4.3.1.1 specifies semantic requirements for this component.
1. One component for requesting the server to generate notifications using a certain language. Clause 5.1.4.3.2.1 specifies semantic requirements for this component.
1. One component for claiming the client’s identity. Clause 5.1.4.3.3.1 specifies semantic requirements for this component.
1. One component for passing to the server XML schemas that it can need during the validation process. Clause 5.1.4.3.4.1 specifies semantic requirements for this component.	Comment by Sylvie Lacroix: ?	Comment by  : This is a quite XML-related stuff. The thing is that XML Schemas may define certain attributes as xsd:ID, so that they may be referenced through URIs…but for a processor being able to de-reference the URIs, it must gain access to the XML Schema, otherwise it may not know what attributes has to inspect.
1. One component for requesting to set the validation time to a certain instant different from the current time. Clause 5.1.4.3.5.1 specifies semantic requirements for this component.
1. One component for requesting the server to return information on the validation time. Clause 5.1.4.3.6.1 specifies semantic requirements for this component.
1. One component for passing to the server validation material in case this is not present within the signature(s) to be validated. Clause 5.1.4.3.7.1 specifies semantic requirements for this component.
1. One component for requesting the server to return information on the signing time(s). Clause 5.1.4.3.8.1 specifies semantic requirements for this component.
1. Component for requesting the server to return the identity of the signer(s). Clause 5.1.4.3.9.15.1.4.3.9.1 specifies semantic requirements for this component.
1. In the case of requesting validation of XAdES signatures, one component requesting to the server to return the result of applying the set of transformations indicated within a certain ds:Reference element to the input document that such ds:Reference element references. Clause 5.1.4.3.10.15.1.4.3.10.1 specifies semantic requirements for this component. 
1. In the case of requesting validation of XAdES signatures, request to return the results of the validation of any signed ds:Manifest present in these signatures. Clause 5.1.4.3.11.1 specifies semantic requirements for this component.	Comment by Juan Carlos Cruellas: FROM ANDREA:
I just wonder, is this easily reportable with the validation report?

REACTION: It should be…I do not remember by heart…but in any case this is a comment for 119 102-2
[bookmark: CL_VAL_OPTINPUTS_XML][bookmark: _Toc529369904][bookmark: _Toc529486074][bookmark: _Toc529486641][bookmark: _Toc530492136]5.1.4.1.2	XML component
The dss2:OptionalInputs child element of dss2:VerifyRequest shall be an instance of dss2:OptionalInputsVerifyType defined redefined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1. The redefinition of dss2:OptionalInputsVerifyType, and  is has been copied below in clause 4.2.2 for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

<xs:redefine schemaLocation="http://docs.oasis-open.org/dss-x/dss-core/v2.0/csprd01/schema/oasis-dss-core-schema-v2.0.xsd">
	<xs:complexType name="dss2:OptionalInputsVerifyType">
		<xs:complexContent>
			<xs:extension base="dss2:OptionalInputsVerifyType">
				<xs:sequence>
					<xs:element ref="etsival:ProcessSignatures" minOccurs="0"/>	
					<xs:element ref="etsival:UseSignatureValidationPolicy" minOccurs="0"/>	
					<xs:element ref="etsival:ReturnValidationReport" minOccurs="0"/>	
					<xs:element ref="etsival:ReturnAugmentedSignature" minOccurs="0"/>	
					<xs:element ref="etsival:ProofsOfExistence" minOccurs="0"/>
					<xs:element name="TSTokensQualityLevel" type="xs:anyURI" minOccurs="0"/>
				</xs:sequence>
			</xs:extension>
		</xs:complexContent>
	</xs:complexType>
</xs:redefine>	

The following children elements of dss2:OptionalInputsVerifyType type shall not be present:
1. The dss2:AddTimeStamp element.
39) The dss2:ReturnAugmentedSignature element.
40) The dss2:ReturnTimeStampedSignature element.
The dss2:ReturnProcessingDetails element.	Comment by Sylvie Lacroix: It’s really Retur, not Return? (also hereafter). 	Comment by  : Indeed Return. Thanks
The dsb:Other element.
NOTE 1: The three first elements in the former list are not allowed because this protocol supports validation, but not augmentation. The dss2:ReturnProcessingDetails element is not allowed because clients desiring to get detailed information on the validation process can request signed or unsigned validation report(s) using etsival:ReturnValidationReport or etsival:SignVerificationReport elements. The dsb:Other element is not allowed for keeping a low degree of optionality.
In addition to that, the etsival:ReturnAugmentedSignature and etsival:TSTokensQualityLevel elements shall not be present either. 
NOTE 2:	The optional child element etsival:ReturnAugmentedSignature is the component for requesting augmenting of the signature. The protocol specified in this clause is the “validation protocol”. The etsival:TSTokensQualityLevel requests to the server that it uses time-stamp tokens of a certain quality level during the augmentation process, if it requires them. They will certainly be used within the “augmentation protocol” and the “validation and augmentation protocol”. These elements are present in the redefinition of the dss2:OptionalInputsVerifyType type for re-using this XML schema definition in the “validation and augmentation” protocol.
[bookmark: CL_VAL_OPTINPUTS_JSON][bookmark: _Toc529369905][bookmark: _Toc529486075][bookmark: _Toc529486642][bookmark: _Toc530492137]5.1.4.1.3 JSON component
The optInp child element of VerifyReq shall be an instance of OptionalInputsVerifyType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information.	Comment by  : In reaction to sztoth comment. Fixing a typo
  "OptionalInputsVerifyType": {
    "type": "object",
    "allOf": [
      {"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-OptionalOutputsVerifyType"}
    ],
    "properties": {
      "processSigs": {
        "$ref": "#/definitions/SigsRefsType"
      },
      "useSigValPol":{
        "$ref":"#/definitions/SigValPolicyType "
      },
      "returnValReport": {
        "$ref": "#/definitions/ReturnValReportType"
      },
      "proofsOfExist": {
        "$ref": "#/definitions/ProofsOfExistenceType"
      },
      "etsiReturnAugmentedSig": {
        "level": "string",
        "format" : "uri"	Comment by  : Comment by sztoth: “In dss2 JSON it is called ‘returnAugmented’.”
Indeed, in dss2 JSON is called this way, but:
It allows an array of URIs, while here it is only one element.
The component type does not correspond to the term used in the context of AdES signatures: “level”.
If OASIS DSS-X TC accepts the comments provided by ESI, and redefines its returnAugmented component as suggested, then this will be changed.
In addition to that, it has been added the “format” property, as well as changed “type” (former version) to “level”.
      },
      "tstkQualityLevel": {
        "type": "string"
        "format": "uri"
      }
    }
  }

The following properties of dss2-OptionalInputsVerifyType type shall not be present:
1. The addTimeStamp element.
The returnAugmented element.
The returnTimestamped element.
The returProcDetails element.
The dsb:Other element.
In addition to that, the etsiReturnAugmentedSig and tstkQualityLevel elements shall not be present either. 
NOTE:	See notes 1 and 2 in clause 5.1.4.1.25.1.4.1.2 of the present document for justifications of these absences.
[bookmark: CL_NEW_OPINP_VERIFY_REQUEST][bookmark: CL_VALREQ_NEW_COMPONENTS][bookmark: _Toc529369906][bookmark: _Toc529486076][bookmark: _Toc529486643][bookmark: _Toc530492138]5.1.4.2	New components defined in the present document
[bookmark: CL_OPT_REQUEST_SIGSTOVALIDATE][bookmark: CL_OPT_REQUEST_PROFILE][bookmark: _Toc529369907][bookmark: _Toc529486077][bookmark: _Toc529486644][bookmark: _Toc530492139]5.1.4.2.1	Component for identifying the signatures to be processed (signatures-to-process-refs container)
[bookmark: _Toc529369908][bookmark: _Toc529486078][bookmark: _Toc529486645][bookmark: _Toc530492140]5.1.4.2.1.1	Introduction
A validation request message may contain more than one signature; however, certain business processes may not require all of them to be processed. Consequently, requests messages need a mechanism for allowing the client to enumerate to the server the signatures that the client requests to process (validate in the case of this validation protocol, augment in the case of the augmentation protocol, or validate and augment in the validation and augmentation protocol). This mechanism is provided by the optional input that is fully specified in clause .
[bookmark: CL_OPT_SIGTOBEVALIDATED_SEM][bookmark: _Toc529369909][bookmark: _Toc529486079][bookmark: _Toc529486646][bookmark: _Toc530492141]5.1.4.2.1.2	Component semantics
The signatures-to-process-refs component shall contain one reference per signature that the server is requested to process.
The signatures-to-process-refs component shall allow referencing any signature present in the validation request. 	Comment by  : In reaction to sztoth comment: “Please clarify this part of the sentence.”
The problem likely was the removed “either” 
This component may reference the signature, either:	Comment by Andreas Kuehne: Does this mean the three types of identification are used exclusively? That’s not represented in the schema.
1. Using the digest value of the signature computed using a specific digest algorithm. This mechanism may be used for referencing any type of signature. In this case, this component:
shall include one or more digest values (each one computed on one digital signature), 
shall include the identification of one digest algorithm: the algorithm used for computing all the digest values and 
shall include the identifier of a canonicalization algorithm, if some of the signatures to validate are XAdES signatures.
1. Using a pointer to the embedding document and a XPath expression pointing to that specific embedded XAdES signature within the embedding document. This mechanism may only be used if the signature is an embedded XAdES signature.
1. Using the name of the field where the PAdES signature is embedded within the PDF document. This mechanism may only be used if the signature is a PAdES signature
[bookmark: CL_OPT_PROCESSSIGS_XML][bookmark: CL_OPT_SIGSIDS_XML][bookmark: _Toc529369910][bookmark: _Toc529486080][bookmark: _Toc529486647][bookmark: _Toc530492142]5.1.4.2.1.3	XML component
The ProcessSignatures optional input shall be an instance of SignatureIdentifiersType defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace=http://uri.etsi.org/19442/v1.1.1# -->

	<xs:element name="ProcessSignatures" type="etsival:SignaturesReferencesType"/>

	<xs:complexType name="SignaturesReferencesType">
		<xs:sequence>
			<xs:element ref="etsival:DigestReferences" minOccurs="0"/>
			<xs:element ref="etsivr:XAdESSignaturePtr" minOccurs="0" maxOccurs="unbounded"/>
			<xs:element name="PAdESFieldName" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
		</xs:sequence>
	</xs:complexType>

	<xs:element name="DigestReferences" type="etsival:DigestReferencesType"/>
	
	<xs:complexType name="DigestReferencesType">
		<xs:sequence>
			<xs:element name="CanonicalizationMethod" type="xs:anyURI" minOccurs="0"/>
			<xs:element name="DigestMethod" type="xs:anyURI"/>
			<xs:element name="DigestValue" type="xs:base64Binary" maxOccurs="unbounded"/>
		</xs:sequence>
	</xs:complexType>

This XML Schema piece references etsivr:XAdESSignaturePtr element, which is defined in [11][11]. For the sake of completeness of the present document, below follows its definition, copied from the XML Schema of [11][11].
<!—targetNamespace=http://uri.etsi.org/19102/v1.1.1# -->

	<xs:element name="XAdESSignaturePtr" type="etsivr:XAdESSignaturePtrType"/>	Comment by Andreas Kuehne: Wouldn’t do the SignaturePtr from DSS core do the job? The JSON definition (below) agrees with me 

	<xs:complexType name="XAdESSignaturePtrType">
		<xs:sequence>
			<xs:element name="NsPrefixMapping" type="etsivr:NsPrefixMappingType" minOccurs="0" maxOccurs="unbounded"/>
		</xs:sequence>
		<xs:attribute name="WhichDocument" type="xs:IDREF" use="optional"/>
		<xs:attribute name="XPath" type="xs:string" use="optional"/>
		<xs:attribute name="SchemaRefs" type="xs:IDREFS" use="optional"/>
	</xs:complexType>
	<xs:complexType name="NsPrefixMappingType">
		<xs:sequence>
			<xs:element name="NamespaceURI" type="xs:anyURI"/>
			<xs:element name="NamespacePrefix" type="xs:string"/>
		</xs:sequence>
	</xs:complexType>


The DigestReferences child element may be used for referencing any type of signature within the request.
The value of the CanonicalizationMethod child element shall be an URI identifying a canonicalization algorithm
The value of the DigestMethod child element shall be an URI identifying a digest algorithm. 
The value of the DigestValue child element shall be the base-64 encoded value of the digest of the referenced digital signature computed using the digest algorithm identified in DigestMethod child element’s value. 
The actual computation of the digest value shall be dependent on the type of signature and shall be performed as follows:
1. In case of CAdES signatures, the input to the digest value computation shall be one of the DER-encoded instances of SignedInfo type present within the CMS structure. 
NOTE:	A CMS structure may enclose several parallel CAdES signatures (each item in the signerInfos array, which is an instance of SignedInfo type, contains the digital signature value generated by a different private key).
1. In case of XAdES signatures, the input of the digest value computation shall be the result of applying the canonicalization algorithm identified within the CanonicalizationMethod child element’s value to the corresponding ds:Signature element and its contents. The canonicalization shall be computed keeping this ds:Signature element as a descendant of the XML root element, without detaching it .
1. In case of PAdES signatures, the input of the digest value computation shall be the result of decoding the hexadecimal string present within the Contents field of the Signature PDF dictionary enclosing one PAdES digital signature.
XAdESSignaturePtr child element shall only be used for referencing XAdES signatures.
XAdESSignaturePtr child element is an instance of XAdESSignaturePtrType type, whose requirements are the same as the requirements for dss2:SignaturePtrType specified in clause 4.2.9.2 of DSS-X core v2.0DSS-X core v2.0 [1][1], with the following exceptions: 
1. The attribute WhichDocument may be absent. If this attribute is present, its value shall be as specified in 4.2.9 of DSS-X core v2.0DSS-X core v2.0 [1][1] and the XAdESSignaturePtr element shall reference a signature embedded in some input document. If this attribute is absent, the XAdESSignaturePtr element shall reference one of the signatures placed within the signature object container. 
1. The SchemaRefs attribute shall have the same semantics and usage as SchemaRefs attribute in dss2:DocumentBaseType specified in clause 4.2.2.2 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
PAdESFieldName child element shall only be used for referencing PAdES signatures.
The value of PAdESFieldName child element shall be the name of the PDF field where the referenced PAdES signature is present within the PDF signed document.	Comment by  : Comment by sztoth: “Which PDF field exactly? It should be unambiguously specified here.”

REACTION Not sure to understand the comment: each field has a name and so it has the fields where a signature is present within the PDF. 
Maybe the wording was not good enough. I have reworded it to make it clear that the field is the one where the  referenced signature is present.
[bookmark: CL_OPT_SIGSIDS_JSON][bookmark: _Toc529369911][bookmark: _Toc529486081][bookmark: _Toc529486648][bookmark: _Toc530492143]5.1.4.2.1.4	JSON component
The processSigs element shall be an instance of SigsRefsType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information.
"SigsRefsType": {
	"type": "object",
	"properties": {
		"digRefs": {
			"type": "object",
			"properties": {
				"digVals": {
					"type": "array",
					"items": {
					"type": "string"
					}
				}, 
				"digAlg": {
					"type": "string"
				},
				"canAlg": {
					"type": "string"
				}
			}
			"required": ["digVals", "digAlg"]
		},
		"padesFieldNames": {
			"type": "array",
			"items": {
				"type": "string"
			}
		},
		"xadesSigPtrs": {
			"type": "array",
			"items": {
				"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-SignaturePtrType"
			}
		}
	}
}

Below follow the requirements that apply to this element:
1. Each item within digVals array shall have the same requirements as the DigestValue element in the previous clause, including those ones that apply to the computation of their values.
1. The property digAlg shall have the same requirements as the DigestMethod element in the previous clause.
1. The property canAlg shall have the same requirements as the CanonicalizationMethod element in the previous clause.
The xadesSigPtrs element may only be used for referencing XAdES signatures.
The xadesSigPtrs element is an array of objects instance of dss2-SignaturePtrType specified in clause 4.2.9.1 of DSS-X core v2.0DSS-X core v2.0 [1][1], with the following exception: 
1. The element whichDoc may be absent. If this element is present, its value shall be as specified in 4.2.9.1 of DSS-X core v2.0DSS-X core v2.0 [1][1] and the corresponding item of the array shall reference a signature embedded in some input document. If this element is absent, the corresponding item of the array shall reference one of the signatures placed within the signature object container. 
The pAdESFieldNames array may only be used for referencing PAdES signatures.
The value of each item within the pAdESFieldNames array shall be the name of the PDF field where the referenced PAdES signature is present within the PDF signed document.	Comment by  : In reaction to sztoth comment: “Please specify which field.” Now it should be clear that it is the field that contains the referenced PAdES signature.
[bookmark: CL_VAL_REQ_USE_SIGPOL][bookmark: _Toc529369913][bookmark: _Toc529486082][bookmark: _Toc529486649][bookmark: _Toc530492144]5.1.4.2.2	Component for requesting validation against a certain signature policy
[bookmark: CL_OPT_REQUEST_SIGPOL_SEM][bookmark: _Ref528750021][bookmark: _Toc529369914][bookmark: _Toc529486083][bookmark: _Toc529486650][bookmark: _Toc530492145]5.1.4.2.2.1	Component semantics
This component shall provide means for unambiguously identifying the signature validation policy against which the client requests to validate the digital signature(s).	Comment by  : In reaction to sztoth suggestion.
This component shall also allow the client indicate locations where the signature validation policy may be downloaded from, in case the client wants to indicate them to the server. 
[bookmark: _Toc529369915][bookmark: _Toc529486084][bookmark: _Toc529486651][bookmark: _Toc530492146]5.1.4.2.2.2	XML component
The element that shall contain the signature validation policy to be used shall be the UseSignatureValidationPolicy element.
The UseSignatureValidationPolicy element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

  <xs:element name="UseSignatureValidationPolicy" type="etsival:UseSignatureValidationPolicyType"/>

  <xs:complexType name="UseSignatureValidationPolicyType">	Comment by  : In reaction to suggestion by sztoth. Thanks.
    <xs:sequence>
      <xs:element name="SignatureValidationPolicyID" type="xs:anyURI"/>
      <xs:element name="SignaturePolicyLocation" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

The SignatureValidationPolicyID child element shall have as value the unique identifier of the signature validation policy as an URI. If the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in RFC 3061 [18][18].
Every SignatureValidationPolicyLocation child element shall have as value one location where the signature validation policy document can be accessed, as an URI value.
[bookmark: _Toc529369916][bookmark: _Toc529486085][bookmark: _Toc529486652][bookmark: _Toc530492147]5.1.4.2.2.3	JSON component
The element that shall request the server to validate the signature(s) against a certain signature validation policy shall be the useSigValPol element.
The useSigValPol element shall be an instance of SigValPolicyType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT], whose location is detailed in clause A.2, and is copied below for information.
    "SigValPolicyType": {
      "type": "object",
      "properties": {
        "sigValPolID": {
          "type": "string"
        },
        "sigValPolLocs": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    } 

The SigValPolID child element shall have as value the unique identifier of the signature validation policy as an URI. If the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in RFC 3061 [18][18].
Every SigValPolLos child element shall have as value one location where the signature validation policy document can be accessed, as an URI value.
[bookmark: CL_OPT_REQ_VALREPORT][bookmark: _Toc529369917][bookmark: _Toc529486086][bookmark: _Toc529486653][bookmark: _Toc530492148]5.1.4.2.3	Component for requesting a detailed validation report (signed or unsigned)
[bookmark: CL_OPT_REQ_VALREPORT_SEM][bookmark: _Toc529369918][bookmark: _Toc529486087][bookmark: _Toc529486654][bookmark: _Toc530492149]5.1.4.2.3.1	Component semantics
This component shall provide means for requesting to the server the generation and return of a detailed validation report for each validated signature.
This component shall allow the client to identify that the validation report is conformant to a certain specification.
The identifier for requesting the generation of a validation report as specified in ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11], shall be: http://etsi.uri.org/1910202v010201.
NOTE OF THE EDITOR: TO UPDATE THE PREVIOUS URI TO THE URI OF THE NAMESPACE OF THE LATEST VERSION OF TS 119 102-2
This component shall allow requesting to the server signing the aforementioned validation report.
[bookmark: _Toc529369919][bookmark: _Toc529486088][bookmark: _Toc529486655][bookmark: _Toc530492150]5.1.4.3.2	XML component
The element that shall request to the server returning one detailed validation report for each signature validated shall be the ReturnValidationReport element.
The ReturnValidationReport element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" 

	<xs:element name="ReturnValidationReport" type="etsival:ReturnValidationReportType" />

	<xs:complexType name="ReturnValidationReportType">
		<xs:sequence>
			<xs:element name="AsSpecifiedBy" type="xs:anyURI"/>
		</xs:sequence>
		<xs:attribute name="SignIt" type="xs:boolean" default="false"/>
	</xs:complexType>

The value of the AsSpecifiedBy element shall be an URI identifying the validation report that the client is requesting.
A "true" value of the attribute SignIt shall indicate that the client is requesting that the server signs the validation report. A "false" value or absence of this attribute shall indicate that the client is not requesting that the server signs the validation report.
[bookmark: _Toc529369920][bookmark: _Toc529486089][bookmark: _Toc529486656][bookmark: _Toc530492151]5.1.4.3.3	JSON component
The returnValReport element shall be an instance of ReturnValReportType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information
  "ReturnValReportType": {
    "type": "object",
    "properties": {
      "asSpecifiedBy":{
        "type": "string",
        "format": "uri"
      },
      "signIt":{"type": "boolean"}
  }

The value of the asSpecifiedBy element shall be an URI identifying the validation report that the client is requesting.
A "true" value of the component signIt shall indicate that the client is requesting that the server signs the validation report. A "false" value or absence of this component shall indicate that the client is not requesting that the server signs the validation report.

[bookmark: _Toc529369921][bookmark: _Toc529486090][bookmark: _Toc529486657][bookmark: _Toc530492152]5.1.4.2.4	Component for passing proofs of existence of one or more signatures
[bookmark: CL_OPT_REQ_SIG_POES_SEM][bookmark: _Toc529369922][bookmark: _Toc529486091][bookmark: _Toc529486658][bookmark: _Toc530492153]5.1.4.2.4.1	Component semantics
This component shall have one or more tuples. Each tuple shall contain two components, namely:
1. One component whose value is a time instant value. This time instant shall be considered by the server as a proof of existence of the signature referenced in the other component of the tuple.
1. One component referencing one signature.
[bookmark: CL_VAL_REQ_POES_XML][bookmark: _Toc529369923][bookmark: _Toc529486092][bookmark: _Toc529486659][bookmark: _Toc530492154]5.1.4.2.4.2	XML component
The ProofsOfExistence optional input shall be an instance of ProofsOfExistenceType defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

	<xs:element name="ProofsOfExistence" type="etsival:ProofsOfExistenceType"/>
	<xs:complexType name="ProofsOfExistenceType">
		<xs:sequence>
			<xs:element ref="etsival:ProofOfExistence" maxOccurs="unbounded"/>
		</xs:sequence>
	</xs:complexType>

	<xs:element name="ProofOfExistence" type="etsival:ProofOfExistenceType"/>
	<xs:complexType name="ProofOfExistenceType">
		<xs:sequence>
			<xs:element name="Time" type="xs:dateTime"/>
			<xs:element name="SignatureReference" type="etsivr:SignatureReferenceType"/>
		</xs:sequence>
	</xs:complexType>
	<xs:element name="R eturnAugmentedSignature" type="xs:string"/>	Comment by Sylvie Lacroix: The element ReturnAugmentedSignature should be present in this protocol?	Comment by  : Ooops…no, and certainly not in this component either. I guess that it is a leftover
</xs:schema>

This XML Schema piece references etsivr:SignatureReferenceType type, which is defined in [11][11]. For the sake of completeness of the present document, below follows its definition, copied from the XML Schema of [11][11]	Comment by Andreas Kuehne: Maybe it makes sense to avoid structures that are defined in XML only. The syntactic variants are better aligned if the building blocks are not coming from different semantics.
<!—targetNamespace=http://uri.etsi.org/19102/v1.1.1# -->

	<xs:complexType name="SignatureReferenceType">
		<xs:choice>
			<xs:sequence>
				<xs:element name="CanonicalizationMethod" type="xs:anyURI" minOccurs="0"/>
				<xs:element name="DigestMethod" type="xs:anyURI"/>
				<xs:element name="DigestValue" type="xs:base64Binary"/>
			</xs:sequence>
			<xs:element ref="etsivr:XAdESSignaturePtr"/>
			<xs:element name="PAdESFieldName" type="xs:string"/>
			<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
		</xs:choice>
	</xs:complexType>

ProofsOfExistence element shall be a sequence of ProofOfExistence children elements. 
SignatureReference child element of ProofOfExistence shall be a reference to the signature whose Proof of Existence the client sends to the server. Any of the three mechanisms specified in clause 5.1.4.2.1.35.1.4.2.1.3 may be used for referencing the signature, depending on the type of the referenced signature.	Comment by Juan Carlos Cruellas: FROM ANDREA:
who’s

REACTION: Mmmm…whose is an English word meaning “cuyo” in Spanish. According to google translator this would be equal to “signature dont la prevue” in French, and “Unterschrift, deren Beweis” in German 	Comment by  : In reaction to sztoth comment.
Time child element of ProofOfExistence shall indicate the time and date when the client claims the referenced signature existed (Proof of Existence).	Comment by  : In reaction to sztoth comment: “That must be the ‘Time’ child element”
[bookmark: CL_VAL_REQ_POE_JSON][bookmark: _Toc529369924][bookmark: _Toc529486093][bookmark: _Toc529486660][bookmark: _Toc530492155] 5.1.4.2.4.3	JSON component
The proofsOfExist element shall be an instance of ProofsOfExistenceType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information
  "ProofsOfExistenceType": {
    "type": "array",
    "items": {
      "type": "object",
      "properties": {
        "time": {
          "type": "string"
        },
        "sigRef": {
          "type": "object",
          "$ref": "#/definitions/SignatureReferenceType"
        }
      }
    }
  }

  "SignatureReferenceType": {
    "type": "object",
    "properties": {
      "digRef": {
        "type": "object",
        "properties": {
          "digVal": {
            "type": "string",
            "contentEncoding": "base64"
          }, 
          "digAlg": {
            "type": "string",
            "format": "uri"
          },
          "canAlg": {
            "type": "string",
            "format": "uri"
          }
        }
        "required": ["digVal", "digAlg"]
      },
      "padesFieldName": {
        "type": "string"
      },
      "xadesSigPtr": {
        "$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-SignaturePtrType"
      }
    }
  }

Instances of ProofsOfExistenceType type shall be an array of items. Each item shall be a tuple of two components. 
sigRef component of the tuple shall be a reference to the signature whose Proof of Existence the client sends to the server. Any of the three mechanisms specified in clause 5.1.4.2.1.45.1.4.2.1.4 may be used for referencing the signature, depending of the type of the referenced signature.
time component of the tuple shall indicate the time and date when the client claims the referenced signature existed (Proof of Existence). Its value shall be an string representing an UTCTime as represented in instances of xs:dateTime type in XML schema.	Comment by  : In reaction to sztoth comment.
The client shall be fully responsible of submitting accurate Proofs of Existence to the server.
[bookmark: _Toc529369926][bookmark: _Toc529486094][bookmark: _Toc529486661][bookmark: _Toc530492156]5.1.4.3	Components re-used from DSS-X core v2.0
[bookmark: CL_OPT_SERVICE_POLICY][bookmark: _Toc529369927][bookmark: _Toc529486095][bookmark: _Toc529486662][bookmark: _Toc530492157]5.1.4.3.1	Component for identifying under which service policy the validation has to be conducted
[bookmark: CL_OPT_SERVER_POL][bookmark: _Toc529369928][bookmark: _Toc529486096][bookmark: _Toc529486663][bookmark: _Toc530492158]5.1.4.3.1.1	Component semantics
This component shall contain a non-ambiguous identifier of the service policy under which the client requests the server to validate the signature.
[bookmark: _Toc529369929][bookmark: _Toc529486097][bookmark: _Toc529486664][bookmark: _Toc530492159]5.1.4.3.1.2	XML component
The element that shall identify under which service policy the validation has to be conducted shall be the dsb:ServicePolicy element specified in clause 4.1.8.2 of DSS-X core v2.0 [1][1].
NOTE: 	The service policy is not the same as signature policy. The server defines the service policy, and one server may have different service policies offering different features to its clients.  
[bookmark: _Toc529369930][bookmark: _Toc529486098][bookmark: _Toc529486665][bookmark: _Toc530492160]5.1.4.3.1.3	JSON component
The element that shall identify under which service policy the validation has to be conducted shall be the policy element. The contents of this element shall be as specified in clause 4.1.8.1 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369931][bookmark: _Toc529486099][bookmark: _Toc529486666][bookmark: _Toc530492161]5.1.4.3.2	Component for requesting notifications in a certain language
[bookmark: CL_OP_REQ_LANG_SEM][bookmark: _Toc529369932][bookmark: _Toc529486100][bookmark: _Toc529486667][bookmark: _Toc530492162]5.1.4.3.2.1	Component semantics
This component shall identify a language by a string-valued identifier, whose value shall be one of the identifiers built and registered as specified in RFC 5646 [12][12].
[bookmark: _Toc529369933][bookmark: _Toc529486101][bookmark: _Toc529486668][bookmark: _Toc530492163]5.1.4.3.2.2	XML component
The element that shall request the server to return notifications in a certain language shall be the dsb:Language element specified in clause 4.1.8.2 of DSS-X core v2.0 [1][1].
The value of this element shall be string compliant with the values defined in RFC 5646 [12][12].
[bookmark: _Toc529369934][bookmark: _Toc529486102][bookmark: _Toc529486669][bookmark: _Toc530492164]5.1.4.3.2.3	JSON component
The element that shall request the server to return notifications in a certain language shall be the lang element. The contents of this element shall be as specified in clause 4.1.8.1 of DSS-X core v2.0 [1][1].
The value of this element shall be string compliant with the values defined in RFC 5646 [12][12].
[bookmark: CL_OPT_CLAIM_ID][bookmark: _Toc529369935][bookmark: _Toc529486103][bookmark: _Toc529486670][bookmark: _Toc530492165]5.1.4.3.3	Component for allowing the client to claim its identity	Comment by Juan Carlos Cruellas: FROM ANDREA:
Maybe “claim it’s identity”?

REACTION: accept..but its, not it’s (it’s is “it is”, not the possessive, as far as I remember)
[bookmark: CL_SEM_CLAIMID][bookmark: _Toc529369936][bookmark: _Toc529486104][bookmark: _Toc529486671][bookmark: _Toc530492166]5.1.4.3.3.1	Component semantics
This component shall provide the identity of the client as a string-valued name.
This component may include sub-components for supporting names federation.
This component may include one sub-component for identifying the format of the string-valued name representing the identity of the client.
This component may include one sub-component for integrating to the string-valued name representing the identity of the client, a different name identifier that has been established by the validation service itself for the client.	Comment by Sylvie Lacroix: I don’t see the added value and I wonder if this makes sense in the request (I mean that it’s weird that a client asks the server to re-name him).
But well, if it is defined in DSS let’s not disturb the scheme.	Comment by  : No, this component is not for asking the server to re-naming him, but to pass to the server his claimed identity so that the server may know that.
This component may also include one sub-component for incorporating any type of additional supporting information for the string-valued name representing the identity of the client.
[bookmark: _Toc529369937][bookmark: _Toc529486105][bookmark: _Toc529486672][bookmark: _Toc530492167]5.1.4.3.3.2	XML component
The element that shall allow the client claiming for an identity shall be the dss2:ClaimedIdentity element specified in clause 4.3.9.2 of DSS-X core v2.0 [1][1].
NOTE: 	The dss2:ClaimedIdentity element builds on saml2:NameID element and it incorporates all the XML descendant elements and attributes for matching the semantic requirements in 5.1.4.3.3.
[bookmark: CL_VAL_REQ_CLAIMEDID_JSON][bookmark: _Toc529369938][bookmark: _Toc529486106][bookmark: _Toc529486673][bookmark: _Toc530492168]5.1.4.3.3.3	JSON component
The element that shall allow the client claiming for an identity shall be claimedIdentity , an instance of dss2-ClaimedIdentityType. This type is specified in clause 4.3.9.1 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369939][bookmark: _Toc529486107][bookmark: _Toc529486674][bookmark: _Toc530492169]5.1.4.3.4	Component for passing schemas
[bookmark: CL_OPT_REQ_SCHEMAS_SEM][bookmark: _Toc529369940][bookmark: _Toc529486108][bookmark: _Toc529486675][bookmark: _Toc530492170]5.1.4.3.4.1	Component semantics
This component shall contain one or more documents, each one containing a schema. 
[bookmark: _Toc529369941][bookmark: _Toc529486109][bookmark: _Toc529486676][bookmark: _Toc530492171]5.1.4.3.4.2	XML component 
The element that shall request the server to return the identity of the signer shall be the dss2:Schemas element as specified in clause 4.3.10.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369942][bookmark: _Toc529486110][bookmark: _Toc529486677][bookmark: _Toc530492172]5.1.4.3.4.3	JSON component
[bookmark: CL_OPT_NOTIFICATIONS_LANGUAGE]The element that shall request the server to return the identity of the signer shall be schemas element, of type dss2-SchemasType, which is specified in clause 4.3.10.1 of DSS-X core v2.0 [1][1].
[bookmark: CL_OPT_SET_VALIDATION_TIME][bookmark: _Toc529486678][bookmark: _Toc530492173][bookmark: _Toc529369943][bookmark: _Toc529486111]5.1.4.3.5	Component for requesting to set the validation time to a certain 
[bookmark: CL_OPT_VAL_TIME][bookmark: _Toc529369944][bookmark: _Toc529486112][bookmark: _Toc529486679][bookmark: _Toc530492174]5.1.4.3.5.1	Component semantics
This component shall provide means for indicating to the server that the validation time is either the current time (the time when the server performs the signature validation) or a certain time in the past.
[bookmark: _Toc529369945][bookmark: _Toc529486113][bookmark: _Toc529486680][bookmark: _Toc530492175]5.1.4.3.5.2	XML component
The element that shall allow to set the validation time to a certain instant different from current time shall be the dss2:UseVerificationTime element instance of dss2:UseVerificationTimeType specified in clause 4.3.25.2 of DSS-X core v2.0 [1][1].
The value of dss2:SpecificTime child element shall be expressed as Coordinated Universal Time (UTC): its value shall contain year with four digits, month, day, hour, minute, second (without decimal fraction) and the UTC designator "Z". The time scale shall be based on the second.
[bookmark: _Toc529369946][bookmark: _Toc529486114][bookmark: _Toc529486681][bookmark: _Toc530492176]5.1.4.3.5.3	JSON component
The element that shall allow to set the validation time to a certain instant different from current time shall be the useVerificationTime element, instance of dss2-UseVerificationTimeType. This type is specified in clause 4.3.25.1 of DSS-X core v2.0 [1][1].
The value of specTime child element shall be expressed as Coordinated Universal Time (UTC): its value shall contain year with four digits, month, day, hour, minute, second (without decimal fraction) and the UTC designator "Z". The time scale shall be based on the second
[bookmark: CL_OPT_RETURN_VALIDATION_TIME][bookmark: _Toc529369947][bookmark: _Toc529486115][bookmark: _Toc529486682][bookmark: _Toc530492177]5.1.4.3.6	Component for requesting to return the validation time
[bookmark: CL_OPT_RETURN_VALIDATION_TIME_SEM][bookmark: _Toc529369948][bookmark: _Toc529486116][bookmark: _Toc529486683][bookmark: _Toc530492178]5.1.4.3.6.1	Component semantics
This component shall provide means for requesting to the server to return within the response an indication of the validation time.
[bookmark: _Toc529369949][bookmark: _Toc529486117][bookmark: _Toc529486684][bookmark: _Toc530492179]5.1.4.3.6.2	XML component
The element that shall allow to request to the server to return the validation time, shall be the dss2:ReturnVerificationTimeInfo element specified in clause 4.3.5.2  of DSS-X core v2.0 [1][1]	Comment by  : In reaction to sztoth comment: “I couldn’t find that type in dss2. There is a ReturnVerificationTime element of type xs:boolean directly defined within OptionalInputsVerifyType.”
[bookmark: _Toc529369950][bookmark: _Toc529486118][bookmark: _Toc529486685][bookmark: _Toc530492180]5.1.4.3.6.3	JSON component
The element that shall allow to request to the server to return the validation time, shall be the returnVerificationTime element. The contents of this element shall be as specified in clause 4.3.5.1 of DSS-X core v2.0 [1][1].
[bookmark: CL_OPT_PASSING_VAL_MATERIAL][bookmark: _Toc529369951][bookmark: _Toc529486119][bookmark: _Toc529486686][bookmark: _Toc530492181]5.1.4.3.7	Component for passing validation material to the server
[bookmark: CL_VAL_REQ_OPT_VAL_MAT_JSON][bookmark: _Toc529369952][bookmark: _Toc529486120][bookmark: _Toc529486687][bookmark: _Toc530492182]5.1.4.3.7.1	Component semantics
This element shall convey any type of validation material that the client decides to pass to the server. It shall provide mechanisms for passing to the server X509 certificates, Attribute certificates, CRLs, OCSP responses, or other type of validation data.
[bookmark: CL_VAL_REQ_VAL_MAT_XML][bookmark: _Toc529369953][bookmark: _Toc529486121][bookmark: _Toc529486688][bookmark: _Toc530492183]5.1.4.3.7.2	XML component
The element that shall allow the client to pass validation material to the server shall be the dss2:AdditionalKeyInfo element instance of dss2:AdditionalKeyInfoType as specified in clause 4.3.28.2 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth coment asking how an OCSP response could be included in AdditionalKeyInfo: the DSS-X v2.0 core document seems to include an out of date version of the XML schema. The XML and the JSON schema files at http://docs.oasis-open.org/dss-x/dss-core/v2.0/csprd01/schema/oasis-dss-core-schema-v2.0.xsd and schema.json respectively seem to contain new definitions that include capability for including OCSP responses.
[bookmark: _Toc529369954][bookmark: _Toc529486122][bookmark: _Toc529486689][bookmark: _Toc530492184]5.1.4.3.7.3	JSON component
The element that shall allow the client to pass validation material to the server shall be the addKeyInfo element, instance of dss2-AdditionalKeyInfoType. This type is specified in clause 4.3.28.1 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369955][bookmark: _Toc529486123][bookmark: _Toc529486690][bookmark: _Toc530492185]5.1.4.3.8	Component for requesting return of the signing time
[bookmark: CL_OPT_REQ_SIGTIME_SEM][bookmark: _Toc529369956][bookmark: _Toc529486124][bookmark: _Toc529486691][bookmark: _Toc530492186]5.1.4.3.8.1	Component semantics
This component shall provide means for requesting to the server to return within the response an indication of the signing time for each validated signature.
[bookmark: _Toc529369957][bookmark: _Toc529486125][bookmark: _Toc529486692][bookmark: _Toc530492187]5.1.4.3.8.2	XML component
The element that shall allow to request to the server to return an indication of the signing time shall be the dss2:ReturnSigningTimeInfo element specified in clause 4.3.5.2 of DSS-X core v2.0 [1][1]
[bookmark: _Toc529369958][bookmark: _Toc529486126][bookmark: _Toc529486693][bookmark: _Toc530492188]5.1.4.3.8.3	JSON component
The element that shall allow to request to the server to return an indication of the signing time shall be the returnSigningTime element. The contents of this element shall be as specified in clause 4.3.5.1 of DSS-X core v2.0 [1][1].
[bookmark: CL_TOT_REQ_ID_SIGNER][bookmark: _Toc529369959][bookmark: _Toc529486127][bookmark: _Toc529486694][bookmark: _Toc530492189]5.1.4.3.9	Component for requesting the server to return the identity of the signer
[bookmark: CL_OPT_SIGNER_ID][bookmark: _Toc529369960][bookmark: _Toc529486128][bookmark: _Toc529486695][bookmark: _Toc530492190]5.1.4.3.9.1	Component semantics
This element shall convey an indication to the server for returning the identity of the signer(s) for each validated signature.
[bookmark: _Toc529369961][bookmark: _Toc529486129][bookmark: _Toc529486696][bookmark: _Toc530492191]5.1.4.3.9.2	XML component
The element that shall request the server to return the identity of the signer shall be the dss2:ReturnSignerIdentity element specified in clause 4.3.5.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369962][bookmark: _Toc529486130][bookmark: _Toc529486697][bookmark: _Toc530492192]5.1.4.3.9.3	JSON component
The element that shall request the server to return the identity of the signer shall be the returnSigner element. The contents of this element shall be as specified in clause 4.3.5.1 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369963][bookmark: _Toc529486131][bookmark: _Toc529486698][bookmark: _Toc530492193]5.1.4.3.10	Component for requesting the server to return the result of transforming the input document
[bookmark: CL_OPT_REQ_TRANSFDOC_SEM][bookmark: _Toc529369964][bookmark: _Toc529486132][bookmark: _Toc529486699][bookmark: _Toc530492194]5.1.4.3.10.1	Component semantics
This component shall not be present when requesting validation of CAdES or PAdES signatures.
This component shall request to the server to return the result of applying the set of transformations indicated within a certain ds:Reference element of a XAdES signature to the input document that such ds:Reference element references. 
This component shall provide means for identifying one or more signed documents whose transformed versions the client requests that the server incorporates into the validation response.
[bookmark: _Toc529369965][bookmark: _Toc529486133][bookmark: _Toc529486700][bookmark: _Toc530492195]5.1.4.3.10.2	XML component
The element that shall request the server to return the result of transforming one input document shall be the dss2-ReturnTransformedDocument element instance of dss2:ReturnTransformedDocumentType specified in clause 4.3.33.2 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth comment: “dss2:ReturnTransformedDocumentType”
[bookmark: _Toc529369966][bookmark: _Toc529486134][bookmark: _Toc529486701][bookmark: _Toc530492196]5.1.4.3.10.3	JSON component
The element that shall request the server to return the result of transforming one input document shall be the returnTransformed element, instance of dss2-ReturnTransformedDocumentType. This type is specified in clause 4.3.33.1 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369967][bookmark: _Toc529486135][bookmark: _Toc529486702][bookmark: _Toc530492197]5.1.4.3.11	Component for requesting to return the validation of signed ds:Manifest in XAdES signatures
[bookmark: CL_OPT_REQ_SIGMANIF_SEM][bookmark: _Toc529369968][bookmark: _Toc529486136][bookmark: _Toc529486703][bookmark: _Toc530492198]5.1.4.3.11.1	Component semantics
This component shall not be present when requesting validation of CAdES or PAdES signatures.
This component shall notify that the client requests that the server verifies all the ds:Manifest elements present within the al the validated XAdES signatures.
The server shall interpret the absence of this component or its presence set to value "false" as absence of this request.
[bookmark: _Toc529369969][bookmark: _Toc529486137][bookmark: _Toc529486704][bookmark: _Toc530492199]5.1.4.3.11.2	XML component
The element that shall request the server to return the result of transforming one input document shall be the dss2:VerifyManifests element specified in clause 4.3.5.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529369970][bookmark: _Toc529486138][bookmark: _Toc529486705][bookmark: _Toc530492200]5.1.4.3.11.3	JSON component
The element that shall request the server to return the result of transforming one input document shall be verifyManifests, set to value "true".	Comment by  : In reaction to sztoth comment: “In dss2, the corresponding JSON element is called ‘verifyManifests’”
[bookmark: CL_SIGVAL_RESPONSEMSSG][bookmark: _Toc529369971][bookmark: _Toc529486139][bookmark: _Toc529486706][bookmark: _Toc530492201]5.2	Response message
[bookmark: _Toc529369972][bookmark: _Toc529486140][bookmark: _Toc529486707][bookmark: _Toc530492202]5.2.1	Component for responding to a validation request
[bookmark: CL_VAL_RESPONSE_SEM][bookmark: _Toc529369973][bookmark: _Toc529486141][bookmark: _Toc529486708][bookmark: _Toc530492203]5.2.1.1	Component semantics
The validation response message resulting from one request of validation of AdES signature(s), shall contain one component for notifying the global validation result.
The validation response message may contain one or more signature results containers. Clause 5.2.3.15.2.3.1 specifies this component and contains references to clauses that specify requirements for its sub-components.
NOTE:	The response message to a minimum signature validation request with only one signature and without any optional input, unless otherwise stated by the service policy applied, is a response message with a global result component and the component identifying the response as compliant with the “validation” protocol defined in the present document.
The validation response message shall contain one or more components identifying protocols and/or profiles that the response message is compliant with. The first one of such components shall have the following URI as value, identifying the response as one that has been built using the “validation” protocol specified in the present document:	Comment by Andreas Kuehne: Avoid to introduce an order in the profiles sequence
http://uri.etsi.org/19442/v1.1.1/validationprotocol#.
This message may contain a component whose value is an identifier of the message itself.
This message may contain component whose value is the identifier of the request message that this message is the response of.
[bookmark: CL_VAL_RESPONSE_XML][bookmark: _Toc529369974][bookmark: _Toc529486142][bookmark: _Toc529486709][bookmark: _Toc530492204]5.2.1.2	XML component
The element that shall be the component for responding to the validation request of AdES signature(s) shall be the root element of the message dss2:VerifyResponse as specified in clause 4.2.11.2 of DSS-X core v2.0 [1][1], where the optOutp container of optional outputs may also include the additional components specified in clause 5.2.3.1.35.2.3.1.3 of the present document.
The dsb:AppliedProfile array shall have one or more items. The first one  shall have the value http://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the response as a validation response compliant with the validation protocol specified in the present document. 	Comment by Sylvie Lacroix: This is probably not the end of the sentence => I copied a proposal from JSON below	Comment by  : Ooops…thank you: copy and paste problems, I guess.
[bookmark: CL_VAL_RESPONSE_JSON][bookmark: _Toc529369975][bookmark: _Toc529486143][bookmark: _Toc529486710][bookmark: _Toc530492205]5.2.1.3	JSON component
The element that shall implement the verify response message for the JSON binding of the protocol shall be the element VerifyResp element. This element shall be an instance of the VerifyResponseType, defined as in JSON  Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
"VerifyResponseType": {
  "type": "object",
  "properties": {
    "result": {
      "$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dsb-ResultType"
    },
    "profile": {
      "type": "array",
      "items": {
        "type": "string"
      }
    },
    "reqID": {
      "type": "string"
    },
    "respID": {
      "type": "string"
    },
    "optOutp": {
      "$ref": "#/definitions/OptionalOutputsVerifyType"
    }
  }
}

The profile, reqID, and respID elements shall be as specified in clause 4.1.11.1 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
The profile array shall have one or more items as specified in clause 4.2.10.1 of DSS-X core v2.0 [1][1]. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the response as a validation response compliant with the validation protocol specified in the present document.
The optOut shall be as specified in clause 5.2.3.1.35.2.3.1.3 of the present document.
The result element shall be as specified in clauses 5.2.2.1 and 5.2.2.2.45.2.2.2.4 of the present document.
[bookmark: CL_VAL_RESULT_GLOBAL][bookmark: _Toc529369976][bookmark: _Toc529486144][bookmark: _Toc529486711][bookmark: _Toc530492206]5.2.2	Component for the global validation result
[bookmark: CL_REQ_VAL_RESULT_SEM][bookmark: _Toc529369977][bookmark: _Toc529486145][bookmark: _Toc529486712][bookmark: _Toc530492207]5.2.2.1	Component semantics
This component shall contain a major result, which shall report whether the server has been able to perform its task, regardless the results obtained. This component may also contain a minor result providing additional information on the task performed by the server.
For details of the values of its result major and result minor, see clause 8.4.3.1 of the present document.
[bookmark: CL_VAL_RESULT_GLOBAL_JXML][bookmark: CL_VAL_RESULT_GLOBAL_XML][bookmark: _Toc529369979][bookmark: _Toc529486146][bookmark: _Toc529486713][bookmark: _Toc530492208]5.2.2.1	XML component 
The element that within the response shall notify the validation result shall be the dsb:Result element specified in clause 4.1.7.2 of DSS-X core v2.0 [1][1].
[bookmark: CL_VAL_RESULT_GLOBAL_JSON][bookmark: _Toc529369980][bookmark: _Toc529486147][bookmark: _Toc529486714][bookmark: _Toc530492209]5.2.2.2.4	JSON component
The element that within the response shall notify the validation result shall be an instance of the dsb-ResultType type specified in clause 4.1.7.2 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth comment: “In dss2 the name is also specified as ‘result’.”
The ‘result’ is the name of the element; the name of the type is dsb-ResultType.
[bookmark: CL_RESP_OPT_COMPONENTS][bookmark: _Toc529369981][bookmark: _Toc529486148][bookmark: _Toc529486715][bookmark: _Toc530492210]5.2.3	Optional components
[bookmark: CL_RESP_OPT_COMPS][bookmark: _Toc529369982][bookmark: _Toc529486149][bookmark: _Toc529486716][bookmark: _Toc530492211]5.2.3.1	Container for optional components
[bookmark: CL_RESP_OPT_COMPS_SEM][bookmark: _Toc529369983][bookmark: _Toc529486150][bookmark: _Toc529486717][bookmark: _Toc530492212]5.2.3.1.1	Component semantics
The validation response message may also include one or more signature results containers. 
Each signature result container shall include one or more optional outputs resulting from the validation of the corresponding signature. 
Below follows the list of the new components defined by the present document:
1. The processing signature results container.
1. One component for referencing the signature that the rest of optional outputs within the signature results container correspond to.
1. 
1. One component for notifying the signature policy applied during the validation. Clause 5.2.3.2.3 specifies requirements for this component.
1. One component for notifying the set of signature policies supported by the server. Cause 5.2.3.2.4 specifies requirements for this component.
1. One component for returning the signed or unsigned detailed validation report. Clause 5.2.3.2.5 specifies requirements for this component.
Below follows the list of the components already specified inDSS-X core v2.0 [1][1] that this document re-uses:
1. One component for identifying the service policy under which the validation was conducted. Clause 5.2.3.3.15.2.3.3.1 specifies requirements for this component.
1. One component for returning the result of transforming the input document. Clause 5.2.3.5.3 specifies requirements for this component.
1. One component for returning the results of validating any signed ds:Manifest present in the signature(s). Clause 5.2.3.3.6 specifies requirements for this component.
1. One component for indicating the signing time. Clause 5.2.3.3.35.2.3.3.3 specifies requirements for this component.	Comment by Juan Carlos Cruellas: FROM ANDREA:
Is this specified somewhere?

REACTION: oops..you are right…thanks
1. One component for indicating the time when the validation was conducted (validation time). Clause 5.2.3.3.25.2.3.3.2 specifies requirements for this component.
1. One component for indicating the identity of the signer(s). Clause 5.2.3.3.4 specifies requirements for this component.
Some of the optional components affect to all the signatures validated, namely:
The component for notifying the signature policy applied during the validation.
The component for notifying the set of signature policies supported by the server.
The component for identifying the service policy under which the validations was conducted.
The component for indicating the time when the validations were conducted (validation time).
The rest of the optional components affect to one of the signatures validated, and may also be included within the component providing details that correspond to the validation of the validated signature. 
[bookmark: CL_RESP_OPT_COMPS_XML][bookmark: _Toc529369984][bookmark: _Toc529486151][bookmark: _Toc529486718][bookmark: _Toc530492213]5.2.3.1.2	XML component
The dss2:OptionalOutputs child element of dss2:VerifyResponse shall be an instance of dss2:OptionalOutputsVerifyType defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1. The redefinition of dss2:OptionalOutputsVerifyType, and is has been copied below in clause 4.2.2 for information. 
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

<xs:redefine schemaLocation="http://docs.oasis-open.org/dss-x/dss-core/v2.0/csprd01/schema/oasis-dss-core-schema-v2.0.xsd">

<!-- In the XML Schema file, here is inserted the redefinition of dss2:OptionalInputsVerify
--> 
    <xs:complexType name="dss2:OptionalOutputsVerifyType">
      <xs:complexContent>
        <xs:extension base="dss2:OptionalOutputsVerifyType">
          <xs:sequence>
            <xs:element ref="etsival:ResultsForOneSignature" minOccurs="0" maxOccurs="unbounded"/>
            <xs:element ref="etsival:AppliedSignatureValidationPolicy" minOccurs="0"/>
            <xs:element ref="etsival:AvailableSignatureValidationPolicies" minOccurs="0"/>
          </xs:sequence>
        </xs:extension>
      </xs:complexContent>
    </xs:complexType>

The following elements shall not appear within the response message of this protocol:
dss2:DocumentWithSignature element.
dss2:AugmentedSignature element.
dss2:Schemas element.
dss2:ProcessingDetails element.
NOTE:  The optional children elements dss2:DocumentWithSignature and AugmentedSignature are containers for augmented signatures. The protocol specified in this clause is the “validation protocol”, and consequently it does not manage augmented signatures. These elements will certainly be used within the “augmentation” protocol and the “validation and augmentation” protocol.
[bookmark: CL_RESP_OPT_COMPS_JSON][bookmark: _Toc529369985][bookmark: _Toc529486152][bookmark: _Toc529486719][bookmark: _Toc530492214]5.2.3.1.3	JSON component
The optOutp child element of VerifyReq shall be an instance of OptionalOutputsVerifyType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information.	Comment by  : In reaction to suggestion by sztoth
"OptionalOutputsVerifyType": {
  "type":"object",
  "allOf": [
    {"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-OptionalOutputsVerifyType"}
  ],
  {"properties": 
    "validationReport": {
      "$ref": "#/definitions/ValReportContainerType"
    },
    "resForEachSignature": {
      "type": "array",
      "items": {
        "$ref": "#/definitions/ResultsForOneSignatureType"
      }
    },
    "appliedSigValPolicy": {
      "type": "string",
      "format": "uri"
    },
    "availableSigValPols":{
      "type": "array",
      "items": {
        "type": "string",
        "format": "uri"
      }
    }
  }
}

The following elements shall not appear within the response message of this protocol:
docWithSignature element.
augSig element.
schemas element.
procDetails element.
NOTE:  The optional children elements docWithSignature and augSig are containers for augmented signatures. The protocol specified in this clause is the “validation protocol”, and consequently it does not manage augmented signatures. These elements will certainly be used within the “augmentation” protocol and the “validation and augmentation” protocol.
Each item of the resultsForEachSignature array shall be an instance of ResultsForOneSignatureType type as specified in clause 5.2.3.2.1.3 of the present document.
The appliedSigValPolicy is specified in clause 5.2.3.2.3.35.2.3.2.3.3 of the present document.
The availableSigValPols is specified in clause 5.2.3.2.4.35.2.3.2.4.3 of the present document.
[bookmark: _Toc529369986][bookmark: _Toc529486153][bookmark: _Toc529486720][bookmark: _Toc530492215]5.2.3.2	New components defined in the present document
[bookmark: CL_VAL_RESP_DETAILS_FOR_ONE_SIG][bookmark: _Toc529369987][bookmark: _Toc529486154][bookmark: _Toc529486721][bookmark: _Toc530492216]5.2.3.2.1	Signature processing results container
[bookmark: CL_REQ_VAL_RESULT_SIG_COMPONENT_SEM][bookmark: _Toc529369988][bookmark: _Toc529486155][bookmark: _Toc529486722][bookmark: _Toc530492217]5.2.3.2.1.1	Component semantics
This component shall have one child summarizing the result of the validation of one signature. Its contents shall be as specified in clause 8.4.3.1 of the present document . 
This component shall have one child for referencing the signature whose validation details it includes.
This component may have one child indicating the signer identity.
This component may have one child indicating the signing time of the validated signature.
This component may have one child may have one child containing one detailed validation report.
This component may have one child may have one child containing one signed detailed validation report.
If the validated signature is a XAdES signature, this component may have one or more children each one providing information on the validation of ds:Manifest children.
If the validated signature is a XAdES signature, this component may have one or more children each one containing one transformed document.
[bookmark: CL_VAL_RESP_DETAILS_FOR_ONE_SIG_XML][bookmark: _Toc529369989][bookmark: _Toc529486156][bookmark: _Toc529486723][bookmark: _Toc530492218]5.2.3.2.1.2	XML component
The new etsival:ResultsForOneSignature element shall include elements providing details on the validation of one signature. It shall be an instance of ResultsForOneSignatureType defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<xs:element name="ResultsForOneSignature" type="etsival:ResultsForOneSignatureType"/>

<xs:complexType name="ResultsForOneSignatureType">
      <xs:sequence>
        <xs:element ref="dsb:Result"/>
        <xs:element name="SignatureReference" type="etsivr:SignatureReferenceType" minOccurs="0"/>
        <xs:element ref="dss2:SignerIdentity" minOccurs="0"/>
        <xs:element ref="dss2:SigningTimeInfo" minOccurs="0"/>
        <xs:element ref="etsival:ValidationReport" minOccurs="0"/>
        <xs:element ref="dss2:VerifyManifestResults" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element ref="dss2:TransformedDocument" minOccurs="0" maxOccurs="unbounded"/>
        <xs:element ref="etsival:AugmentSignatureResult" minOccurs="0" />
      </xs:sequence>
</xs:complexType>

The etsival:ResultsForOneSignature element shall not be empty.
The SignatureReference child element shall be present when the response contains more than one etsival:ResultsForOneSignature elements.
The element etsival:AugmentSignatureResult shall not be present in this protocol.
NOTE:	The etsival:AugmentSignatureResult element is present in the definition of ResultsForOneSignatureType because it is used in the “augmentation” and the “validation and augmentation” protocols.
[bookmark: CL_VAL_RESPONSE_ONESIG_JSON][bookmark: _Toc529369990][bookmark: _Toc529486157][bookmark: _Toc529486724][bookmark: _Toc530492219]5.2.3.2.1.3	JSON component
Each item of the resForEachSignature array shall include elements providing details on the validation of one signature. Each item shall be an instance of ResultsForOneSignatureType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information.
"ResultsForOneSignatureType":{
	"type": "object",
	"properties": {
 		"result": {
			"$ref": "<DSSXBASESCHEMAFILELOCATION>#/definitions/dsb-ResultType"
		},
		"sigRef" : {
 			"$ref": "#/definitions/SignatureReferenceType"
		},
		"signerIdentity" : {
			"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/saml2rw-NameIDType"
		},
		"signingTimeInfo": {
			"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-SigningTimeInfoType"
		},
		"validationReport": {
			"$ref": "#/definitions/ValReportContainerType"
		},
		"manifestValResults":{
			"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-VerifyManifestResultsType"
		},
		"transformed":{
			"type": "array",
			"items": {"$ref:" "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-TransformedDocumentType"}
		},
	"augmentSigResult": {
 			"$ref": "#definitions/AugmentSigResultType"
 		},
	},
	"required": ["result"]
}

The sigRef component shall be present when the resForEachSignature array contains more than one items.
The augmentSigResult property shall not be present in this protocol.
NOTE:	The augmentSigResult element is present in the definition of ResultsForOneSignatureType because it is used in the “augmentation” and the “validation and augmentation” protocols.
[bookmark: CL_VAL_RESP_REF_TO_ONE_SIG][bookmark: _Toc529369991][bookmark: _Toc529486158][bookmark: _Toc529486725][bookmark: _Toc530492220]5.2.3.2.2	Component for referencing the validated signature
[bookmark: _Toc529369992][bookmark: _Toc529486159][bookmark: _Toc529486726][bookmark: _Toc530492221]5.2.3.2.2.1	Component semantics
This component shall be able to identify one of the signatures present in the request message, and consequently shall contain one reference to one signature.
[bookmark: _Toc529369993][bookmark: _Toc529486160][bookmark: _Toc529486727][bookmark: _Toc530492222]5.2.3.2.2.2	XML component
The SignatureReference component shall be an instance of etsivr:SignatureReferenceType defined in XML Schema file of ETSI TS 119 102-2 [11].	Comment by Sylvie Lacroix: Why not the higher level one defined here in 5.1.4.2.1.3?	Comment by  : Actually, as stated in 5.1.4.2.1.3, that clause only copies the definition in TS 119 102-2 in the document for the sake of completeness, but the XML Schema file associated to the present document does not include such definition, as imports the XML Schema associated to TS 119 102-2
[bookmark: _Toc529369994][bookmark: _Toc529486161][bookmark: _Toc529486728][bookmark: _Toc530492223]5.2.3.2.2.3	JSON component
The sigRef component shall be an instance of SignatureReferenceType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and has been copied in clause  5.1.4.2.4.3.	Comment by Sylvie Lacroix: Shouldn’t it be 5.1.4.2.1.4?
[bookmark: CL_VAL_RESP_NOT_SIGPOL][bookmark: _Toc529369995][bookmark: _Toc529486162][bookmark: _Toc529486729][bookmark: _Toc530492224]5.2.3.2.3	Component for notifying the signature policy applied during the validation
[bookmark: _Toc529369996][bookmark: _Toc529486163][bookmark: _Toc529486730][bookmark: _Toc530492225]5.2.3.2.3.1	Component semantics
This component shall provide means for returning to the client the identifier of the signature validation policy applied by the server for validating the signature(s).
This component shall appear in the response to requests of validation of digital signatures that incorporate the component requesting the server to validate the signature(s) using a certain signature validation policy, specified in clause 5.1.4.2.2.1 of the present document, if the server has been able to check all the constraints defined in the signature validation policy identified in the present component, on all the validated signatures. It may also appear in responses to requests that do not incorporate the aforementioned component.	Comment by Andreas Kuehne: Does the applied policy is available here only in case of ‘everything passed OK’?
I would it expect here also in the cases of failed checks.
What is the semantic of not returning a policy identifier? 
[bookmark: _Toc529369997][bookmark: _Toc529486164][bookmark: _Toc529486731][bookmark: _Toc530492226]5.2.3.2.3.2	XML component 
The element that shall notify to the client the signature validation policy against which the signature has been validated shall be the AppliedSignatureValidationPolicy element.
The AppliedSignatureValidationPolicy element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

<xs:element name="AppliedSignatureValidationPolicy" type="xs:anyURI"/>

The AppliedSignatureValidationPolicy element shall be a direct child of the dss2:OptionalOutputs optional child of dss2:VerifyResponse.
NOTE:	When a dss2:VerifyRequest includes the UseSignatureValidationPolicy optional input, it is instructing the server to use the same signature validation policy for validating all the signatures whose validation is requested. The server applies the same signature validation policy for all the signatures whose validation is requested. Consequently one single instance of AppliedSignatureValidationPolicy is enough to notify its identifier, and this value is always placed out of all the ResultsForOneSignature children.
The AppliedSignatureValidationPolicy element shall have as value the unique identifier of the signature validation policy used by the server for validating the signature as an URI. If the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in RFC 3061 [18][18].
[bookmark: CL_VAL_RESP_APPLIEDSIGPOL_JSON][bookmark: _Toc529369998][bookmark: _Toc529486165][bookmark: _Toc529486732][bookmark: _Toc530492227]5.2.3.2.3.3	JSON component 
The element that shall notify to the client the signature validation policy against which the signature has been validated shall be the appliedSigValPol.
The value of this element shall be the unique identifier of the signature validation policy used by the server for validating the signature as an URI. If the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in RFC 3061 [18][18].
[bookmark: CL_VAL_RESP_NOT_SIGPOL_REPERTOIR][bookmark: _Toc529369999][bookmark: _Toc529486166][bookmark: _Toc529486733][bookmark: _Toc530492228]5.2.3.2.4	Component for notifying the signature policies under which the server can conduct validation
[bookmark: _Toc529370000][bookmark: _Toc529486167][bookmark: _Toc529486734][bookmark: _Toc530492229]5.2.3.2.4.1	Component semantics
This component shall provide means for returning to the client the identifiers of the signature validation policies under which the server can validate signatures.
This component shall appear in the response to requests of validation of digital signatures that incorporate the component requesting the server to validate the signature(s) using a certain signature validation policy, specified in clause 5.1.4.2.2.1 of the present document. It may also appear in responses to requests that do not incorporate the aforementioned component.
This component shall only appear if the server is not able to validate the signature under the signature validation policy requested by the client in the aforementioned component of the validation request.	Comment by Andreas Kuehne: What does this mean? Any failure of signature validation? Or just if the requested policy is unknown to the server?	Comment by Andreas Kuehne: This is contradictory to the last sentence of the last paragraph. There it is possible to get a response back without requesting a policy.
[bookmark: _Toc529370001][bookmark: _Toc529486168][bookmark: _Toc529486735][bookmark: _Toc530492230]5.2.3.2.4.2	XML component
The element that shall notify to the client the signature validation policies under which the server can conduct validation of digital signatures shall be the AvailableSignatureValidationPolicies element.
The AvailableSignatureValidationPolicies element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" 

  <xs:element name="AvailableSignatureValidationPolicies" type="AvailableSignatureValidationPoliciesType"/>
  <xs:complexType name="AvailableSignatureValidationPoliciesType">
    <xs:sequence>
      <xs:element name="AvailableSignatureValidationPolicyID" type="xs:anyURI" minOccurs="1" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

The AvailableSignatureValidationPolicies element shall be a direct child of the dss2:OptionalOutputs optional child of dss2:VerifyResponse.
NOTE:	The information of the signature validation policies against which the server may validate signatures is independent of the validated signatures. Consequently one single instance of AvailableSignatureValidationPolicies is enough to notify its identifier, and this value is always placed outside of all the ResultsForOneSignature children.
Each AvailableSignatureValidationPolicyID child element shall have as value the unique identifier of one signature validation policy against which the server is able to validate digital signatures, as an URI. If the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in RFC 3061 [18][18].
[bookmark: CL_VAL_RESP_AVAILABLE_SIGPOL_JSON][bookmark: _Toc529370002][bookmark: _Toc529486169][bookmark: _Toc529486736][bookmark: _Toc530492231]5.2.3.2.4.3	JSON component 
In the JSON protocol derived from OASIS specifications the element that shall notify to the client the signature validation policies under which the server can conduct validation of digital signatures shall be the availableSigValPols element.
Each item of the array shall have as value the unique identifier of one signature validation policy against which the server is able to validate digital signatures, as an URI. If the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in RFC 3061 [18][18].
[bookmark: CL_VAL_RESP_VAL_REPORT][bookmark: _Toc529370003][bookmark: _Toc529486170][bookmark: _Toc529486737][bookmark: _Toc530492232]5.2.3.2.5	Component for returning the detailed validation report (signed or unsigned)
[bookmark: _Toc529370004][bookmark: _Toc529486171][bookmark: _Toc529486738][bookmark: _Toc530492233]5.2.3.2.5.1	Component semantics
This component shall contain either the signed or the unsigned detailed validation report for each one or more digital signatures that the server has validated in response to one request that requested its generation (incorporating the component specified in clause 5.1.4.2.35.1.4.2.3 of the present document) .
If this element is child of the signature processing results container it shall contain the validation report of one signature (the one that the signature processing results container provides details of).
If this element is child of the optional outputs component, it may contain the validation report on more than one signatures.
Clause 8.4.3.3 provides details on what the server may decide regarding the generation of this component when building the validation response message. 
When the validation report is used for reporting on the validation of more than one signature, its contents shall contain mechanisms for identifying each one of the validated and reported signatures.
NOTE:	The format defined in ETSI TS 119 102-2 [11] for the validation report allows reporting on the validation of several signatures and includes mechanisms for identifying the reported signatures.
[bookmark: _Toc529370005][bookmark: _Toc529486172][bookmark: _Toc529486739][bookmark: _Toc530492234]5.2.3.2.5.2	XML component
The element that shall contain the detailed validation report for one or more digital signatures shall be the ValidationReport, which shall be an instance of etsival:ValidationReportContainerType defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace=http://uri.etsi.org/19442/v1.1.1# -->

<xs:element name="ValidationReport" type="etsival:ValidationReportContainerType"/>
	
<xs:complexType name="ValidationReportContainerType">
	<xs:choice>
		<xs:element name="ETSITS11910202XMLReport" type="etsivr:ValidationReportType" minOccurs="0"/>
		<xs:element name="other" type="xs:base64Binary" minOccurs="0"/>
	</xs:choice>
	<xs:attribute name="isSigned" type="xs:boolean" use="required"/>
	<xs:attribute name="Encoding" type="xs:string" use="optional"/>
	<xs:attribute name="SpecificationId" type="xs:anyURI" use="optional"/>
</xs:complexType>

The ETSITS11910202XMLReport element shall contain an instance of the XML validation report specified in ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11].
The isSigned attribute shall indicate whether the validation report is signed or not.
The other element is a container for validation reports different than the XML validation report specified in ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11]. 	Comment by Andreas Kuehne: Base64Data would be a good replacement for ‘other’, ‘Encoding’ and ‘SpecificationId’
Attributes Encoding and SpecificationId shall not be present if the ETSITS11910202XMLReport element is present. They may be present only if the other element is present.
Attribute Encoding shall indicate the encoding used for the validation report present in other element.
The value of attribute SpecificationId shall be an URI identifying the specification where the validation report present in other is defined.
[bookmark: _Toc529370006][bookmark: _Toc529486173][bookmark: _Toc529486740][bookmark: _Toc530492235]5.2.3.2.5.3	JSON component
The element that shall contain the detailed validation report for all theone or more digital signatures shall be the validationReport. This value of this element is the base-64 encoding of a signed or unsigned etsivr:ValidationReport XML element as specified in the XML Schema of ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11].
The validationReport element shall be an instance of ValReportContainerType defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied below for information.
"ValReportContainerType":{
  "type": "object",
  "properties": {
    "etsiTS11910202XMLReport":{
      "type": "string",
      "contentEncoding": "base64"
    },
    "other":{
      "type": "object",
      "properties": {
        "content": {
          "type": "string",
          "contentEncoding": "base64"
        },
        "specId": {"type": "string"},
        "encoding": {"type": "string"}
      }
    },
    "isSigned": {"type": "boolean"}
  }
}
The etsiTS11910202XMLReport element shall contain the base-64 encoding of an instance of the XML validation report specified in ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11].
The isSigned component shall indicate whether the validation report is signed or not.
The other component is a container for validation reports different than the XML validation report specified in ETSI TS 119 102-2: "Procedures for Creation and Validation of AdES Digital Signatures; Part 2: Signature Validation Report" [11][11]. 
Component encoding shall indicate the encoding used for the validation report present in the other element.
The value of attribute specId shall be an URI identifying the specification where the validation report present in other is defined.
[bookmark: _Toc529370007][bookmark: _Toc529486174][bookmark: _Toc529486741][bookmark: _Toc530492236]5.2.3.3	Components re-used from DSS-X core v2.0
[bookmark: CL_RESP_SERV_POLICY][bookmark: _Toc529370008][bookmark: _Toc529486175][bookmark: _Toc529486742][bookmark: _Toc530492237]5.2.3.3.1	Component for indicating the applied service policy
[bookmark: _Toc529370009][bookmark: _Toc529486176][bookmark: _Toc529486743][bookmark: _Toc530492238]5.2.3.3.1.1	Component semantics
This component shall contain a non-ambiguous identifier of the service policy under which the client requests the server to validate the signature.
[bookmark: _Toc529370010][bookmark: _Toc529486177][bookmark: _Toc529486744][bookmark: _Toc530492239]5.2.3.3.1.2 	XML component
The element that shall identify under which service policy the validation has to be conducted shall be the dsb:AppliedPolicy element specified in clause 4.1.9.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529370011][bookmark: _Toc529486178][bookmark: _Toc529486745][bookmark: _Toc530492240]5.2.3.3.1.3	JSON component
The element that shall identify under which service policy the validation has to be conducted shall be the policy element. The contents of this element shall be as specified in clause 4.1.9.1 of DSS-X core v2.0 [1][1]
[bookmark: CL_RESP_VALIDATION_TIME][bookmark: _Toc529370012][bookmark: _Toc529486179][bookmark: _Toc529486746][bookmark: _Toc530492241]5.2.3.3.2	Component for indicating validation time
[bookmark: _Toc529370013][bookmark: _Toc529486180][bookmark: _Toc529486747][bookmark: _Toc530492242]5.2.3.3.2.1  Component semantics
This component shall provide means for indicating to the client the validation time set by the server, which may be the current time or a certain time in the past.
This component shall appear in the response to requests of validation of signatures that incorporate the component requesting the server to set the validation time at a certain time instant, specified in clause 5.1.4.3.5.1 of the present document.	Comment by  : In reaction to sztoth comment: “Why XAdES only?”
[bookmark: _Toc529370014][bookmark: _Toc529486181][bookmark: _Toc529486748][bookmark: _Toc530492243]5.2.3.3.2.2	XML component
The element that shall report the validation time used by the server shall be the dss2:VerificationTimeInfo element specified in clause 4.3.27.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529370015][bookmark: _Toc529486182][bookmark: _Toc529486749][bookmark: _Toc530492244]5.2.3.3.2.3	JSON component
The element that shall report the validation time used by the server shall be the element verificationTimeInfo an instance of dss2-VerificationTimeInfoType type specified in clause 4.3.27.1 of DSS-X core v2.0 [1][1].
[bookmark: CL_RESP_SIGNING_TIME][bookmark: _Toc529370016][bookmark: _Toc529486183][bookmark: _Toc529486750][bookmark: _Toc530492245]5.2.3.3.3	Component for returning the signing time of one signature
[bookmark: _Toc529370017][bookmark: _Toc529486184][bookmark: _Toc529486751][bookmark: _Toc530492246]5.2.3.3.3.1	Component semantics
This component shall provide means for indicating to the client information on the signing time.
This component shall appear in the response to requests of validation of signatures that incorporate the component requesting the server to return information of signing time, specified in clause  5.1.4.3.8.1 of the present document.	Comment by  : In reaction to sztoth comment: “Why XAdES only?”
[bookmark: _Toc529370018][bookmark: _Toc529486185][bookmark: _Toc529486752][bookmark: _Toc530492247]5.2.3.3.3.2	XML component
The element that shall convey information on signing time shall be the dss2:SigningTimeInfo element specified in clause 4.3.31.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529370019][bookmark: _Toc529486186][bookmark: _Toc529486753][bookmark: _Toc530492248]5.2.3.3.3.3	JSON component
The element that shall convey information on signing time shall be the element signingTimeInfo an instance of dss2-SigningTimeInfoType type specified in clause 4.3.31.1 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth comment: “I think SigningTimeBoundaries is not necessary. The type is dss2-SigningTypeInfoType.”
[bookmark: CL_RESP_SIGNER_ID][bookmark: _Toc529370020][bookmark: _Toc529486187][bookmark: _Toc529486754][bookmark: _Toc530492249]5.2.3.3.4	Component for returning signer’s identity
[bookmark: _Toc529370021][bookmark: _Toc529486188][bookmark: _Toc529486755][bookmark: _Toc530492250]5.2.3.3.4.1	Component semantics
This component of a response to a validation request shall return information on the signer’s identity.
This component shall appear in the response to requests that incorporate the component requesting the server to return these details, specified in clause 5.1.4.3.9.15.1.4.3.9.1 of the present document. 
[bookmark: _Toc529370022][bookmark: _Toc529486189][bookmark: _Toc529486756][bookmark: _Toc530492251]5.2.3.3.4.2	XML component
The element that shall contain the identity of the signer shall be the dss2:SignerIdentity element, specified in clause 4.3.8.2 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to suggestion by sztoth.
[bookmark: _Toc529370023][bookmark: _Toc529486190][bookmark: _Toc529486757][bookmark: _Toc530492252]5.2.3.3.4.3	JSON component 
The element that shall contain the identity of the signer shall be the signerIdentity element, whose contents shall be as specified in clause 4.3.8.1 and 4.4.1.1 of DSS-X core v2.0 [1][1].
[bookmark: CL_RESP_TRANSF_DOC][bookmark: _Toc529370024][bookmark: _Toc529486191][bookmark: _Toc529486758][bookmark: _Toc530492253]5.2.3.5.3	Component for returning the result of transforming the input document
[bookmark: _Toc529370025][bookmark: _Toc529486192][bookmark: _Toc529486759][bookmark: _Toc530492254]5.2.3.3.5.1	Component semantics
This component shall appear only in the response to requests of validation of XAdES signatures that incorporate the component requesting the server to return one or more transformed input documents, specified in clause 5.1.4.3.10.15.1.4.3.10.1 of the present document.
This component shall provide means for returning to the client the result obtained by the server after applying to one input document signed by a XAdES signature, the sequence of transformations indicated in a certain ds:Reference element of that signature referencing such input document.
[bookmark: _Toc529370026][bookmark: _Toc529486193][bookmark: _Toc529486760][bookmark: _Toc530492255]5.2.3.3.5.2	XML component
The element that shall return the the result obtained by the server after applying a sequence of transformations to one input document shall be the dss2:TransformedDocument of type dss2:TransformedDocumentType specified in clause 4.3.34.2 of DSS-X core v2.0 [1][1].	Comment by  : Paragraph deleted and added this new one in reaction to sztoth comment: “I miss the XML specification. Only JSON can be found.”
[bookmark: _Toc529370027][bookmark: _Toc529486194][bookmark: _Toc529486761][bookmark: _Toc530492256]5.2.3.3.5.3	JSON component
The element that shall return the result obtained by the server after applying a sequence of transformations to one input document shall be the transformed element of type of dss2-TransformedDocumentType specified in clause 4.3.34.1 of DSS-X core v2.0 [1][1].
[bookmark: CL_RESP_MANIF_VAL_RES][bookmark: _Toc529370028][bookmark: _Toc529486195][bookmark: _Toc529486762][bookmark: _Toc530492257]5.2.3.3.6	Component for returning the result of validating ds:Manifest elements in XAdES signatures	Comment by  : In reaction to sztoth comment
[bookmark: _Toc529370029][bookmark: _Toc529486196][bookmark: _Toc529486763][bookmark: _Toc530492258]5.2.3.3.6.1	Component semantics
This component shall appear only in the response to requests of validation of XAdES signatures that incorporate the component requesting the server to validate signed ds:Manifest elements.
This component shall contain the result of the validation(s) performed by the server on the signed ds:Manifest elements present within a XAdES signature.	Comment by  : In reaction to sztoth comment.
[bookmark: _Toc529370030][bookmark: _Toc529486197][bookmark: _Toc529486764][bookmark: _Toc530492259]5.2.3.3.6.2	XML component
The element that shall contain the result of the validation(s) performed by the server on signed the ds:Manifest elements present within the XAdES signature(s) shall be the dss2:VerifyManifestResults element, specified in clause 4.3.23.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529370031][bookmark: _Toc529486198][bookmark: _Toc529486765][bookmark: _Toc530492260]5.2.3.3.6.3	JSON component 
The element that shall contain the result of the validation(s) performed by the server on the signed ds:Manifest elements present within the XAdES signature(s) shall be the manifestValResult element. This element shall be an instance of dss2-VerifyManifestResultsType type specified in clause 4.3.23.1 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth comment	Comment by  : In reaction to sztoth comment
[bookmark: CL_AUGMENTATION_PROTOCOL][bookmark: _Toc529370032][bookmark: _Toc529486199][bookmark: _Toc529486766][bookmark: _Toc530492261]6	Protocol for augmentation of AdES signatures.
[bookmark: _Toc529370033][bookmark: _Toc529486200][bookmark: _Toc529486767][bookmark: _Toc530492262]6.1	Request message
[bookmark: _Toc529370034][bookmark: _Toc529486201][bookmark: _Toc529486768][bookmark: _Toc530492263]6.1.1	Component for requesting augmentation of signatures 
[bookmark: _Toc529370035][bookmark: _Toc529486202][bookmark: _Toc529486769][bookmark: _Toc530492264]6.1.1.1	Component semantics 
The signature augmentation request message shall allow requesting to the server the augmentation of one or more AdES signatures. 
The request message shall be able to submit the signatures to be augmented, following the same principles as in the validation request message, either:
1.  within the signature object container (if the signature is a non-embedded signature) or
1. within the input documents container (if the signature is an embedded signature) or
1. within an underlying protocol attachment (if the signature is an embedded signature), in which case this attachment shall be referenced within the input documents container.
The request message shall not include neither transformed documents nor digests of signed documents.
The request message may incorporate documents, as long as they contain embedded signatures.
The request message shall include a set of additional input components for detailing what is actually requested to the server.
The request message shall allow to request augmenting different signatures to the same level. It shall not support requesting to augment different signatures to different levels.
NOTE:	In essence, an augmentation request message needs to submit only the AdES signatures to be augmented. However if these are embedded signatures, the message may submit the signed document(s) with the embedded signatures. Obviously, the server does not need the embedding documents during the augmentation process.
The request message may contain a component whose value is an identifier of the message itself.
The augmentation request message shall contain one or more components identifying protocols and/or profiles that the response message is compliant with. The first one of such components shall have the following URI as value, identifying the response as one that has been built using the “augmentation” protocol specified in the present document: http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#.
[bookmark: CL_REQ_AUGM_XML][bookmark: _Toc529370036][bookmark: _Toc529486203][bookmark: _Toc529486770][bookmark: _Toc530492265]6.1.1.2	XML component 
The element that shall be the component for requesting the augmentation of AdES signature(s) shall be the root element of the message AugmentRequest as specified in the present clause.
The AugmentRequest element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" 

	<xs:element name="AugmentRequest" type="etsival:AugmentRequestType"/>

	<xs:complexType name="AugmentRequestType">
		<xs:complexContent>
			<xs:extension base="dss2:RequestBaseType">
				<xs:sequence>
					<xs:element ref="dss2:InputDocuments" minOccurs="0"/>
					<xs:element name="AdditionalInputs" type="dss2:OptionalInputsVerifyType"/>
					<xs:element ref="dss2:SignatureObject" minOccurs="0"/>
				</xs:sequence>
			</xs:extension>
		</xs:complexContent>
	</xs:complexType>

The AugmentRequest element shall have one or more dsb:Profile children elements. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#, identifying the request as a validation request compliant with the validation protocol specified in the present document.
The dss2:InputDocuments element shall only contain one or more dss2:Document children elements. These children elements shall contain one or more embedded AdES signatures or references to underlying protocol attachments where the documents with embedded AdES signatures.
The dss2:SignatureObject child element shall not contain any time-stamp token.
[bookmark: CL_REQ_AUGM_JSON][bookmark: _Toc529370037][bookmark: _Toc529486204][bookmark: _Toc529486771][bookmark: _Toc530492266]6.1.1.3	JSON component 
The element that shall be the component for requesting the validation of AdES signature(s) shall be the root element of the message AugmentRequest as specified in the present clause.
The AugmentRequest element shall be defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT], whose location is detailed in clause A.2, and is copied below for information.
"AugmentRequest": {
	"type": "object",
	"properties": {
		"inDocs": {"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-InputDocumentsType"},
		"reqID": {
			"type": "string"
		},
		"profile": {
			"type": "array",
			"items": {
				"type": "string",
				"format": "uri"
			}
		},
		"claimedIdentity": {
			"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-ClaimedIdentityType"
		},
		"returnAugmentedSig": {
			"type": "string"
			"format": "uri"
		},
		"processSigs": {
			"$ref": "#/definitions/SigsRefsType"
		},
		"sigObj": {
			"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-SignatureObjectType"
		},
		"addKeyInfo": {
			"type": "array",
			"items": {"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-AdditionalKeyInfoType"}
		},
		"tstksQualityLevel": {
			"type": "string"
			"format": "uri"
		}
	},
	"required": ["profile","returnAugmentedSig"]
}

The profile array shall have one or more items. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#, identifying the request as an augmentation request compliant with this augmentation protocol.
The inDocs element shall only contain one or more doc children elements. These children elements shall contain one or more embedded AdES signatures or references to underlying protocol attachments where the documents with embedded AdES signatures.
The claimedIdentity element shall contain details of the identity claimed by the client. The requirements specified in clause 5.1.4.3.3.3 of the present document shall apply to this element. 
The returnAugmentedSig element shall indicate the level to which the client requests to augment the signatures. The requirements specified in clause 6.1.2.2.36.1.2.2.3 of the present document shall apply to this element. 
The sigObj child element shall not contain any time-stamp token.
The processSigs element shall reference the signatures to be augmented. The requirements specified in clause 5.1.4.2.1.45.1.4.2.1.4 of the present document shall apply to this element.
The addKeyInfo child element shall contain validation material for the signatures to be augmented. The requirements specified in clause 5.1.4.3.7.1 of the present document shall apply to this element.
The tstksQualityLevel element shall identify the level of quality of the time-stamp tokens used for augmenting the signatures, if time-stamp tokens are used. The requirements specified in clause 6.1.2.2.36.1.2.2.3 of the present document shall apply to this element.
[bookmark: CL_AUG_REQ_ADD_INPUTS][bookmark: _Toc529370039][bookmark: _Toc529486205][bookmark: _Toc529486772][bookmark: _Toc530492267]6.1.2	Additional inputs
[bookmark: _Toc529370040][bookmark: _Toc529486206][bookmark: _Toc529486773][bookmark: _Toc530492268]6.1.2.1	Container for additional inputs
[bookmark: _Toc529370041][bookmark: _Toc529486207][bookmark: _Toc529486774][bookmark: _Toc530492269]6.1.2.1.1	Semantics
This container shall include:
1. One component for indicating the level that the submitted signature(s) has(have) to be augmented to. Clause 6.1.2.26.1.2.2 defines requirements for this component.
In addition, this container may also include:
1. One component for identifying the signatures that the server is requested to augment. Its requirements are as specified in clause 5.1.4.2.15.1.4.2.1.
1. One component for for allowing the client to claim its identity. Its requirements are as specified in clause 5.1.4.3.3.
1.  One component for passing to the server validation material for the submitted signature(s). Its requirements are as specified in clause 5.1.4.3.7.
1. One component for requesting a certain level of quality for time-stamp tokens if the augmentation of the signature(s) require time-stamp tokens. Clause 6.1.2.36.1.2.3 defines requirements for this component.
[bookmark: _Toc529370042][bookmark: _Toc529486208][bookmark: _Toc529486775][bookmark: _Toc530492270]6.1.2.1.2	XML component
The AdditionalInputs element shall be the container for additional inputs submitted to the server. It shall be an instance of dss2:OptionalInputsVerifyType type, suitably redefined in clause 5.1.4.1.25.1.4.1.2 of the present document. 
This element shall not contain the following children:
dsb:Other.
dss2:AddTimeStamp.
dss2:UseVerificationTime.
dss2:ReturVerificationTimeInfo.
dss2:ReturnProcessingDetails.
dss2:ReturnSigningTimeInfo.
dss2:ReturnSignerIdentity.
dss2:ReturnTransformedDocument.
dss2:ReturnTimeStampedSignature.
dss2:VerifyManifests.
UseSignatureValidationPolicy.
ReturnValidationReport.
ProofsOfExistence.
The ReturnAugmentedSignature element shall always be present. It shall indicate the level to which the client requests to augment the signatures. The requirements for this component are given in clause 6.1.2.2.26.1.2.2.2 of the present document.
The ProcessSignatures element may be present. It shall reference the signatures to be augmented. The requirements specified in clause 5.1.4.2.1.35.1.4.2.1.3 of the present document shall apply to this element.
The dss2:ClaimedIdentity child element may be present. It shall contain validation material for the signatures to be augmented. The requirements specified in in clause 4.3.9.2 of DSS-X core v2.0 [1][1] shall apply to this element. 
The dss2:AdditionalKeyInfo child element may be present. It shall contain validation material for the signatures to be augmented. The requirements specified in clause 5.1.4.3.7.2 of the present document shall apply to this element. 
The TSTokensQualityLevel element may be present. It shall identify the level of quality of the time-stamp tokens used for augmenting the signatures, if time-stamp tokens are used. The requirements for this component are given in clause 6.1.2.3.26.1.2.3.2 of the present document.
[bookmark: _Toc529370043][bookmark: _Toc529486209][bookmark: _Toc529486776][bookmark: _Toc530492271]6.1.2.1.3	JSON component
In the JSON protocol the additional components appear as direct children of the root node of the message as shown in clause 6.1.1.3 of the present document. 
[bookmark: CL_AUG_PROT_REQ_AUG_TO_LEVEL][bookmark: _Toc529370044][bookmark: _Toc529486210][bookmark: _Toc529486777][bookmark: _Toc530492272]6.1.2.2	Component for identifying the level the signatures are requested to be augmented to
[bookmark: CL_AUG_PROT_REQ_AUG_TO_LEVEL_SEM][bookmark: _Ref528749518][bookmark: _Toc529370045][bookmark: _Toc529486211][bookmark: _Toc529486778][bookmark: _Toc530492273]6.1.2.2.1	Component semantics
This component shall have as value a URI reference identifying the pre-defined level to which the server is requested to augment the signature.
The value of this component shall take one of the values in Table 5Table 5 and Table 6Table 6 except the URIs identifying levels AdES-B-B, AdES-E-BES, AdES-E-EPES, AdES-B, AdES-BES, and AdES-EPES.
NOTE 1:	The levels mentioned in the former paragraph are not the result of an augmentation operation, but the result of the actual generation of the AdES signature.
Table 5Table 5 lists the URIs for the levels specified for AdES signatures in ETSI EN 319 122, ETSI EN 319 132, and ETSI EN 319 142. Numbers in column Notes correspond to the numbers of the notes that follow the table. 
[bookmark: TABLE_LEVELS_URIS]Table 5 : AdES signature levels in ETSI EN 319 1X2 and URIs
	Signature level
	URI
	Notes

	AdES-B-B
	http://www.etsi.org/ades/191x2/level/baseline/B-B#
	2

	AdES-B-T
	http://www.etsi.org/ades/191x2/level/baseline/B-T#
	2

	AdES-B-LT
	http://www.etsi.org/ades/191x2/level/baseline/B-LT#
	2

	AdES-B-LTA
	http://www.etsi.org/ades/191x2/level/baseline/B-LTA#
	2

	AdES-E-BES
	http://www.etsi.org/ades/191x2/level/extended/E-BES#
	2

	AdES-E-EPES
	http://www.etsi.org/ades/191x2/level/extended/E-EPES#
	2

	AdES-E-T
	http://www.etsi.org/ades/191x2/level/extended/E-T#
	2

	AdES-E-C
	http://www.etsi.org/ades/191x2/level/extended/E-C#
	3

	AdES-E-X
	http://www.etsi.org/ades/191x2/level/extended/E-X#
	3

	AdES-E-X-Long
	http://www.etsi.org/ades/191x2/level/extended/E-X-Long#
	3

	AdES-E-X-L
	http://www.etsi.org/ades/191x2/level/extended/E-X-L#
	3

	AdES-E-A
	http://www.etsi.org/ades/191x2/level/extended/E-A#
	3

	AdES-E-LTV
	http://www.etsi.org/ades/191x2/level/extended/E-LTV#
	4

	CAdES-E-ERS
	http://www.etsi.org/ades/191x2/level/extended/E-ERS
	5



NOTE 2:	The levels identified in these rows are levels that CAdES, PAdES, and XAdES signatures can reach.
NOTE 3:	The levels identified in these rows are levels that CAdES and XAdES signatures can reach, but not PAdES signatures.
NOTE 4:	The levels identified in these rows are levels that only PAdES signatures can reach.
NOTE 5:	At the moment of producing the present document, only CAdES signatures defined levels with Evidence Records. 
Table 6Table 6 lists the URIs for the levels specified for AdES signatures in the different ETSI TSs, namely ETSI TS 101 733, ETSI TS 102 778, ETSI TS 101 903, ETSI TS 103 171, ETSI TS 103 172, and ETSI TS 103 173. Numbers in column Notes correspond to the numbers of the notes that follow the table. 
[bookmark: TABLE_LEVELS_TS_URIS]Table 6: AdES signature levels in ETSI TSs and URIs	Comment by  : In reaction to sztoth comment: “TS?”

Indeed, thanks.
	Signature level
	URI
	Notes

	AdES-B
	http://www.etsi.org/ades/etsits/level/baseline/B-B#
	5

	AdES-T
	http://www.etsi.org/ades/etsits/level/baseline/B-T#
	5

	AdES-LT
	http://www.etsi.org/ades/etsits/level/baseline/B-LT#
	5

	AdES-LTA
	http://www.etsi.org/ades/etsits/level/baseline/B-LTA#
	5

	AdES-BES
	http://www.etsi.org/ades/etsits/level/BES#
	5

	AdES-EPES
	http://www.etsi.org/ades/etsits/level/EPES#
	5

	AdES-T
	http://www.etsi.org/ades/etsits/level/T#
	5

	AdES-C
	http://www.etsi.org/ades/etsits/level/C#
	6

	AdES-X
	http://www.etsi.org/ades/etsits/level/X#
	6

	AdES-X-Long
	http://www.etsi.org/ades/etsits/level/X-Long#
	6

	AdES-X-L
	http://www.etsi.org/ades/etsits/level/X-L#
	6

	AdES-A
	http://www.etsi.org/ades/etsits/level/A#
	6

	AdES-LTV
	http://www.etsi.org/ades/etsits/level/LTV#
	7



NOTE 5:	The levels identified in these rows are levels that CAdES, PAdES, and XAdES signatures can reach.
NOTE 6:	The levels identified in these rows are levels that CAdES and XAdES signatures can reach, but not PAdES signatures.
NOTE 7:	The levels identified in these rows are levels that only PAdES signatures can reach.
[bookmark: CL_REQ_AUG_LEVEL_XML][bookmark: _Toc529370046][bookmark: _Toc529486212][bookmark: _Toc529486779][bookmark: _Toc530492274]6.1.2.2.2	XML component
The element that shall request the augmenting of the signature shall be the ReturnAugmentedSignature element.
The ReturnAugmentedSignature element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" 

	<xs:element name="ReturnAugmentedSignature" type="etsival:ReturnAugmentedSignatureType"/>

	<xs:complexType name="ReturnAugmentedSignatureType">
		<xs:attribute name="Level" type="xs:anyURI" use="required"/>
	</xs:complexType>

 The Level attribute of the aforementioned element shall have the value indicating the level to which the server is requested to augment the signatures. This attribute shall take one of the values in Table 5Table 5 and Table 6Table 6 except the URIs identifying levels AdES-B-B, AdES-E-BES, AdES-E-EPES, AdES-B, AdES-BES, and AdES-EPES.
[bookmark: CL_REQ_AUG_LEVEL_JSON][bookmark: _Toc529370047][bookmark: _Toc529486213][bookmark: _Toc529486780][bookmark: _Toc530492275]6.1.2.2.3	JSON component
The element that shall request the augmenting of the signature after its validation shall be the returnAugmentedSig component. 
This component shall have the value indicating the level to which the server is requested to augment the signatures.
This component shall take one of the values in Table 5Table 5 and Table 6Table 6 except the URIs identifying levels AdES-B-B, AdES-E-BES, AdES-E-EPES, AdES-B, AdES-BES, and AdES-EPES.
[bookmark: CL_AUG_REQ_TSTKQUAL][bookmark: _Toc529370048][bookmark: _Toc529486214][bookmark: _Toc529486781][bookmark: _Toc530492276]6.1.2.3	Component for identifying the quality level of the time-stamp tokens used in the augmentation process
[bookmark: _Toc529370049][bookmark: _Toc529486215][bookmark: _Toc529486782][bookmark: _Toc530492277]6.1.2.3.1	Component semantics
This component shall allow to identify the quality level that time-stamp tokens participating in the augmentation of the signature shall have.
[bookmark: CL_REQ_AUG_TSTK_QUAL_XML][bookmark: _Toc529370050][bookmark: _Toc529486216][bookmark: _Toc529486783][bookmark: _Toc530492278]6.1.2.3.2	XML component
The element that shall request the quality level of the time-stamp tokens used for augmenting the signature shall be the TSTokensQualityLevel element.
The TSTokensQualityLevel element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied in clause 4.2.26.1.1.2  of the present document.	Comment by  : Reaction to comment by Sylvie: the reference is now to the clause where TSTokensQualityLevel is defined.
[bookmark: CL_REQ_AUG_TSTK_QUAL_JSON][bookmark: _Toc529370051][bookmark: _Toc529486217][bookmark: _Toc529486784][bookmark: _Toc530492279]6.1.2.3.3	JSON component 
The element that shall request the quality level of the time-stamp tokens used for augmenting the signature shall be the tstksQualityLevel element.
The tstkQualityLevel element shall be defined as in in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.2, and is copied in clause 6.1.1.3 of the present document.
[bookmark: _Toc529370052][bookmark: _Toc529486218][bookmark: _Toc529486785][bookmark: _Toc530492280]6.2	Response message 
[bookmark: _Toc529370053][bookmark: _Toc529486219][bookmark: _Toc529486786][bookmark: _Toc530492281]6.2.1	Component for responding to augmentation request
[bookmark: _Toc529370054][bookmark: _Toc529486220][bookmark: _Toc529486787][bookmark: _Toc530492282]6.2.1.1	Component semantics
The signature augmentation response message shall allow to the server return to the client one or more AdES signatures, which shall be the result of augmenting the AdES signatures submitted by the client to the requested level. 
The signature augmentation response message shall have one or more signature result containers for returning either:
1. the augmented signature or
1. an indication of error while trying to augment the signature and a reference to the non augmented signature.
The response message shall be able to return the augmented signatures either:
1. within the signature object container (if the signature is a non-embedded signature) or
1. within the document with signature container (if the signature is an embedded signature) or
1. within an underlying protocol attachment (if the signature is an embedded signature), in which case this attachment shall be referenced within the document with signature container.
NOTE:	In essence, an augmentation response message needs to submit only the augmented AdES signatures. However, if these are embedded signatures, the message may submit the signed document(s) with the embedded signatures.
This message shall contain one or more components identifying protocols and/or profiles that the response message is compliant with. The first one of such components shall have the following URI as value, identifying the response as one that has been built using the “validation” protocol specified in the present document: http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#
This message may contain a component whose value is an identifier of the message itself.
This message may contain component whose value is the identifier of the request message that this message is the response of.
[bookmark: _Toc529370055][bookmark: _Toc529486221][bookmark: _Toc529486788][bookmark: _Toc530492283]6.2.1.2	XML component
The element that shall be the component for responding to a request of augmentation of AdES signature(s) shall be the root element of the message AugmentResponse as specified in the present clause.
The AugmentResponse element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" 

	<xs:element name="AugmentResponse" type="etsival:AugmentResponseType"/>

	<xs:complexType name="AugmentResponseType">
		<xs:complexContent>
			<xs:extension base="dsb:ResponseBaseType">
				<xs:sequence>
					<xs:element ref="etsival:AugmentSignatureResult" maxOccurs="unbounded"/>
					<xs:element ref="dss2:DocumentWithSignature"minOccurs="0" maxOccurs="unbounded"/>
				</xs:sequence>
			</xs:extension>
		</xs:complexContent>
	</xs:complexType>
</xs:schema>

The AugmentResponse element shall have one or more dsb:AppliedProfile children. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#, identifying the request as an augmentation request compliant with the augmentation protocol specified in the present document.
There shall be as many AugmentSignatureResult elements as signatures the client requested to augment.
Each AugmentSignatureResult element shall contain the details of the process performed by the server for augmenting one AdES signature present in the request. Among other children, this element shall include either the augmented signature, if this is not embedded, or a pointer to one signature embedded in one of the documents encapsulated by one dss2:DocumentWithSignature element.
There shall be as many dss2:DocumentWithSignature elements as input documents embedding the signatures that the client requested to augment.
Each dss2:DocumentWithSignature element shall contain one document enveloping one or more augmented signatures. More than one AugmentedSignatureResult elements may reference different augmented signatures embedded within one dss2:DocumentWithSignature element.
[bookmark: _Toc529370056][bookmark: _Toc529486222][bookmark: _Toc529486789][bookmark: _Toc530492284]6.2.1.3	JSON component
The element that shall be the component for responding to the validation request of AdES signature(s) shall be the root element of the message AugmentResponse as specified in the present clause.
The AugmentResponse element shall be an instance of AugmentResponseType, defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT], whose location is detailed in clause A.2, and is copied below for information.
"AugmentResponseType": {
	"type": "object",
	"properties": {
		"result": {
			"$ref": "<DSSXBASESCHEMAFILELOCATION>#/definitions/dsb-ResultType"
		},
		"reqID": {
			"type": "string"
		},
		"profile": {
			"type": "array",
			"items": {
				"type": "string"
			}
		},
		"augmentSigsResults": {
			"type": "array",
			"items": {
				"$ref": "#/definitions/AugmentSigResultType"	Comment by  : In reaction to sztoth comment: “I miss the definition”.

The definition is I clause 6.2.2.1.3
			}
		}
		"docsWithSignatures": {
			"type": "array",
			"items": {
				"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-DocumentWithSignatureType"
			}
		}
	},
	"required": ["result", "profile"]
}
The profile array shall have one or more items. The value of the first one shall be http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#, identifying the response as a validation response compliant with the validation protocol specified in the present document.
There shall be as many items within augmentSigsResult array as signatures the client requested to augment.
Each item in augmentSigsResult array shall contain the details of the process performed by the server for augmenting one AdES signature present in the request. Among other components, this element shall include either the augmented signature, if this is not embedded, or a pointer to one signature embedded in one of the documents encapsulated by one of the items in docsWithSignatures element.
There shall be as many items within docsWithSignatures element as input documents embedding the signatures that the client requested to augment.
Each item in docsWithSignatures element shall contain one document enveloping one or more augmented signatures. More than one item in augmentSigsResult element may reference different augmented signatures embedded within one item in docsWithSignatures element.
[bookmark: _Toc529370057][bookmark: _Toc529486223][bookmark: _Toc529486790][bookmark: _Toc530492285]6.2.2	Component for the global augmentation result
[bookmark: _Toc529370058][bookmark: _Toc529486224][bookmark: _Toc529486791][bookmark: _Toc530492286]6.2.2.1	Component semantics
This component shall contain a major result, which shall report whether the protocol has been successfully executed, regardless all, or only some, or none of the signatures whose augmentation was requested, have actually been augmented or not.
For details of the values of its result major and result minor, see clause 8.4.3.1 of the present document.
[bookmark: _Toc529370060][bookmark: _Toc529486225][bookmark: _Toc529486792][bookmark: _Toc530492287]6.2.2.2	XML component 
The element that within the response shall notify the validation result shall be the dsb:Result element specified in clause 4.1.7.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529370061][bookmark: _Toc529486226][bookmark: _Toc529486793][bookmark: _Toc530492288]6.2.2.3	JSON component
The element that shall notify the global result shall be the result component of type dsb-ResultType specified in clause 4.1.7.1 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth comment: “I think the name should be specified”
[bookmark: CL_AUGSIG_RESULT_CONT_SEM][bookmark: _Toc529370062][bookmark: _Toc529486227][bookmark: _Toc529486794][bookmark: _Toc530492289]6.2.3	Augmented signature result container 
[bookmark: CL_AUG_RESP_AUGMENT_SIG_SEM][bookmark: _Toc529370063][bookmark: _Toc529486228][bookmark: _Toc529486795][bookmark: _Toc530492290]6.2.3.1	Component semantics	Comment by  : Major refactoring of this clause. Now it clearly says that this element contains an element defined in DSS-X corev2, including the reference (whose absence was pointed out in a comment by sztoth). 
This component shall include an element referencing the signature within the AugmentRequest message whose augmentation process details it reports.
This component shall include an element for notifying the result of the augmentation process of the aforementioned referenced signature. Its contents shall be as specified in clause 8.4.3.6 of the present document . 
This component may also include an element that allows to contain either: 
the augmented signature if it is a non-embedded signature (in this case the component shall meet the requirements specified in clause 4.3.32 of DSS-X core v2.0 [1][1], or
a reference to the augmented signature if it is an embedded signature. If the embedded and augmented signature is a PAdES signature, the reference shall include the name of the PDF field where the signature is placed within the PDF file. 
See clause 8.4.3.6 for details of the processing model for building this component.
[bookmark: CL_AUG_RESP_AUGSIGCONTAINER_XML][bookmark: CL_AUG_RESP_AUGMENT_SIG_XML][bookmark: _Toc529370064][bookmark: _Toc529486229][bookmark: _Toc529486796][bookmark: _Toc530492291]6.2.3.2	XML component
The component for reporting on the augmentation of one AdES signature shall be an the element AugmentSignatureResult as specified in the present clause.	Comment by  : In reaction to sztoth comment: “Please clarify this. I think it is a typo.”
Indeed it was a typo.
The AugmentSignatureResult element shall be defined as in XML Schema file "[XSDFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" 

	<xs:element name="AugmentSignatureResult" type="etsival:AugmentSignatureResultType"/>

	<xs:complexType name="AugmentSignatureResultType">
		<xs:sequence>
			<xs:element ref="dsb:Result" />
			<xs:element name="SignatureRefInRequest" type="etsivr:SignatureReferenceType" minOccurs="0" />
			<xs:element ref="dss2:AugmentedSignature" minOccurs="0"/>
			<xs:element name="PAdESFieldName" type="xs:string" minOccurs="0"/>
		</xs:sequence>
	</xs:complexType>

The SignatureRefInRequest element shall be present in this protocol.
The dss2:AugmentedSignature contains either the augmented signature if it is non-embedded, or a pointer to an augmented XAdES signature embedded within a XML document enclosed within a DocumentWithSignature element.
The PAdESFieldName element shall indicate the PDF field name within the PDF document enclosed in a dss2:DocumentWithSignature element where the PAdES signature is placed.
[bookmark: CL_AUG_RESP_AUGMENT_SIG_JON][bookmark: _Toc529370065][bookmark: _Toc529486230][bookmark: _Toc529486797][bookmark: _Toc530492292]6.2.3.3	JSON component
The component for reporting on the augmentation of one AdES signature shall be each of the items of augmentSigsResults array. Each item shall be an instance of AugmentSigResultType type.
The AugmentSigResultType type shall be defined as in JSON Schema file "[JSONSCHEMAFILESIGVALPROT]", whose location is detailed in clause A.1, and is copied below for information.
"AugmentSigResultType": {
	"type": "object",
	"properties": {
		"result": {
 			"$ref": "<DSSXBASESCHEMAFILELOCATION>#/definitions/dsb-ResultType"
		},
		"augmentedSig": {
			"$ref": "<DSSXCORESCHEMAFILELOCATION>#/definitions/dss2-AugmentedSignatureType"
		},
		"sigRefInReq": {
			"$ref": "#/definitions/SignatureReferenceType"
		}
	},
	"required": ["result", "sigRef"]
}

The sigRefInReq component shall be present in this protocol. It shall be an instance of the SignatureReferenceType type defined in clause  5.1.4.2.4.3 of the present document.
The augmentedSig contains either the augmented signature if it is non-embedded, or a pointer to an augmented XAdES signature embedded within a XML document enclosed within one of the items of the docsWithSignatures array. It shall be an instance of dss2-AugmentedSignatureType type as specified in clause 4.3.32.1 of DSS-X core v2.0 [1][1].
The PAdESFieldName element shall indicate the PDF field name within the PDF document enclosed in the first and unique item within docsWithSignatures array where the PAdES signature is placed.
[bookmark: CL_PROT_VAL_AND_AUGM][bookmark: _Toc529370066][bookmark: _Toc529486231][bookmark: _Toc529486798][bookmark: _Toc530492293]7	Protocol for validation and augmentation of AdES signatures.
[bookmark: _Toc529370067][bookmark: _Toc529486232][bookmark: _Toc529486799][bookmark: _Toc530492294]7.1	Request message
[bookmark: _Toc529370068][bookmark: _Toc529486233][bookmark: _Toc529486800][bookmark: _Toc530492295]7.1.1	Component for requesting validation and augmentation
[bookmark: _Toc529370069][bookmark: _Toc529486234][bookmark: _Toc529486801][bookmark: _Toc530492296]7.1.1.1	Component semantics
The requirements for this component shall be the requirements specified in clauses 5.1.1.1 except for the following difference:
This component shall have a component identifying one or more protocols and/or profiles that the response message is compliant with. The first one of such components shall have the following URI as value, identifying the request message as one that has been built using the “validation” protocol specified in the present document: http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#.
[bookmark: _Toc529370070][bookmark: _Toc529486235][bookmark: _Toc529486802][bookmark: _Toc530492297]7.1.1.2	XML component
The element that shall be the component for requesting the validation and augmentation of AdES signature(s) shall be the root element of the message dss2:VerifyRequest as specified in 5.1.1.2 with the following difference: 
1. the dss2:VerifyRequest element shall have one or more dsb:Profile children elements. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifying the request as a validation and augmentation request compliant with the validation and augmentation protocol specified in the present document.
[bookmark: _Toc529370071][bookmark: _Toc529486236][bookmark: _Toc529486803][bookmark: _Toc530492298]7.1.1.3	JSON component
The element that shall be the component for requesting the validation and augmentation of AdES signature(s) shall be the root element of the message VerifyReq as specified in 5.1.1.3 of the present document with the following difference: 
1. the profile array shall have one or more items. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifying the request as a validation and augmentation request compliant with the validation and augmentation protocol specified in the present document.
[bookmark: _Toc529370072][bookmark: _Toc529486237][bookmark: _Toc529486804][bookmark: _Toc530492299]7.1.2	Components for submitting signatures and signed documents
The components for submitting signatures and signed documents shall be the same as the components used for submitting signatures and signed documents in the request messages of the validation protocol. 
Requirements in clause 5.1.2.1 apply for submitting the signatures to be validated and augmented. The XML elements used for submitting the signatures shall be the ones specified in clause 5.1.2.2. The JSON elements for submitting the signatures shall be the ones specified in clause 5.1.2.3.
Requirements in clause 5.1.3.1 apply for submitting the documents signed by the signatures. The XML elements used for submitting the documents shall be the ones specified in clause 5.1.3.25.1.3.2. The JSON elements used for submitting the documents shall be the ones specified in clause 5.1.3.35.1.3.3.
[bookmark: _Toc529370073][bookmark: _Toc529486238][bookmark: _Toc529486805][bookmark: _Toc530492300]7.1.3	Optional components
[bookmark: _Toc529370074][bookmark: _Toc529486239][bookmark: _Toc529486806][bookmark: _Toc530492301]7.1.3.1 Container for optional components
[bookmark: _Toc529370075][bookmark: _Toc529486240][bookmark: _Toc529486807][bookmark: _Toc530492302]7.1.3.1.1	Component semantics
The requirements in clause 5.1.4.1.15.1.4.1.1 apply to this component, except for the following difference:
1. This component shall include a component for requesting the augmentation of the signatures to a certain level.
NOTE:	Despite the fact that this component is mandatory for the validation and augmentation protocol, it appears within the group of optional inputs, which are not optional any more, for keeping as much alignment with DSS-X OASIS protocol, which does not make the separation between “validation” protocol and “validation and augmentation” protocol.
[bookmark: _Toc529370076][bookmark: _Toc529486241][bookmark: _Toc529486808][bookmark: _Toc530492303]7.1.3.1.2	XML component
The container for the optional components shall be an instance of the OptionalInputsVerifyType type specified in clause 5.1.4.1.25.1.4.1.2.
All the requirements of clause 5.1.4.1.25.1.4.1.2 shall apply in the validation and augmentation request message with the following differences: 
1. The ReturnAugmentedSignature element shall be present.
1. The TSTokensQualityLevel element may be present.
[bookmark: _Toc529370077][bookmark: _Toc529486242][bookmark: _Toc529486809][bookmark: _Toc530492304]7.1.3.1.2	JSON component
The container for the optional components shall be an instance of the OptionalInputsVerifyType type specified in clause 5.1.4.1.35.1.4.1.3.
All the requirements of clause 5.1.4.1.35.1.4.1.3 shall apply in the validation and augmentation request message with the following differences: 
1. The returnAugmentedSig element shall be present.
1. The tstkQualityLevel element may be present.
[bookmark: _Toc529370079][bookmark: _Toc529486243][bookmark: _Toc529486810][bookmark: _Toc530492305]7.2	Response message
[bookmark: _Toc529370080][bookmark: _Toc529486244][bookmark: _Toc529486811][bookmark: _Toc530492306]7.2.1	Component for responding to validation and augmentation request
[bookmark: _Toc529370081][bookmark: _Toc529486245][bookmark: _Toc529486812][bookmark: _Toc530492307]7.2.1.1	Component semantics
The requirements for this component shall be the requirements specified in clause 5.2.1.1, except by the following differences:
1. This component shall have a profile identifier that shall identify the message as compliant with the “validation and augmentation” protocol specified in the present document.
[bookmark: _Toc529370082][bookmark: _Toc529486246][bookmark: _Toc529486813][bookmark: _Toc530492308]7.2.1.2	XML component 
The element that shall be the component for responding to a request of validation and augmentation of AdES signature(s) shall be the root element of the message dss2:VerifyResponse as specified in clause 5.2.1.2 with the following difference:
1. the dss2:VerifyResponse element shall have one or more dsb:Profile children elements. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifying the response as a validation and augmentation response compliant with the augmentation and validation protocol specified in the present document.
[bookmark: _Toc529370083][bookmark: _Toc529486247][bookmark: _Toc529486814][bookmark: _Toc530492309]7.2.1.3	JSON component 
The element that shall be the component for responding to a request of validation and augmentation of AdES signature(s) shall be an instance of VerifyResp as specified in 5.2.1.3 of the present document with the following difference:
1. the profile array shall have one or more items. The first one shall have the value http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifying the response as a validation and augmentation response compliant with the validation and augmentation protocol specified in the present document.
[bookmark: _Toc529370085][bookmark: _Toc529486248][bookmark: _Toc529486815][bookmark: _Toc530492310]7.2.2	Component for the global validation and augmentation result
[bookmark: _Toc529370086][bookmark: _Toc529486249][bookmark: _Toc529486816][bookmark: _Toc530492311]7.2.2.1	Component semantics
This component shall contain a major result, which shall report whether the server has been able to perform its task, regardless the results obtained. This component may also contain a minor result providing additional information on the task performed by the server.
For details of the values of its result major and result minor, see clause 8.4.3.1 of the present document.
[bookmark: _Toc529370088][bookmark: _Toc529486250][bookmark: _Toc529486817][bookmark: _Toc530492312]7.2.2.3	XML component 
The element that shall notify the global validation and augmentation result shall be the dsb:Result element specified in clause 4.1.7.2 of DSS-X core v2.0 [1][1].
[bookmark: _Toc529370089][bookmark: _Toc529486251][bookmark: _Toc529486818][bookmark: _Toc530492313]7.2.2.4	JSON component
The element that shall notify the global validation and augmentation result shall be result of type dsb-ResultType type specified in clause 4.1.7.1 of DSS-X core v2.0 [1][1].	Comment by  : In reaction to sztoth comment: “The name should be specified here, not only the type”
[bookmark: _Toc529370090][bookmark: _Toc529486252][bookmark: _Toc529486819][bookmark: _Toc530492314]7.2.3	Optional components
[bookmark: _Toc529370091][bookmark: _Toc529486253][bookmark: _Toc529486820][bookmark: _Toc530492315]7.2.3.1	Container for optional components
[bookmark: _Toc529370092][bookmark: _Toc529486254][bookmark: _Toc529486821][bookmark: _Toc530492316]7.2.3.1.1	Component semantics
The requirements in clause 5.2.3.1.15.2.3.1.1 apply to the component consisting in a sequence of signature results container.
[bookmark: _Toc529370093][bookmark: _Toc529486255][bookmark: _Toc529486822][bookmark: _Toc530492317]7.2.3.1.2	XML component
The element for incorporating the sequence of signature result containers shall be an instance of OptionalOutputsVerifyType type specified in clause 5.2.3.1.25.2.3.1.2. The requirements specified in clause 5.2.3.1.25.2.3.1.2 shall apply for this element.
[bookmark: _Toc529370094][bookmark: _Toc529486256][bookmark: _Toc529486823][bookmark: _Toc530492318]7.2.3.1.3	JSON component
The element for incorporating the sequence of signature result containers shall be the oplOutp property, instance of OptionalOutputsVerifyType type as specified in clause 5.2.3.1.35.2.3.1.3. The requirements specified in clause 5.2.3.1.35.2.3.1.3 shall apply for this element.
[bookmark: CL_AUG_RESP_AUG_SIG_RESULT][bookmark: _Toc529370095][bookmark: _Toc529486257][bookmark: _Toc529486824][bookmark: _Toc530492319]7.2.3.2	Signature processing results container
[bookmark: _Toc529370096][bookmark: _Toc529486258][bookmark: _Toc529486825][bookmark: _Toc530492320]7.2.3.2.1	Component semantics
The requirements in clause 5.2.3.2.1 shall apply to this component with the following difference.
1. The signature result containerIt shall include the augmented signature result container.	Comment by Sylvie Lacroix: I’m not sure, but I think it should be the augment signature result container (seen definitions)	Comment by  : Actually, I would say that this signature processing results container shall include the augmented signature result container, as we are specifying the validation and augmentation protocol. Thanks for the remark.
[bookmark: _Toc529370097][bookmark: _Toc529486259][bookmark: _Toc529486826][bookmark: _Toc530492321]7.2.3.2.2	XML component
The element for implementing the signature results container shall be the ResultsForOneSignature element as specified in clause 5.2.3.2.1.2. The requirements specified in clause 5.2.3.2.1.2 shall apply for this element with the following differences:
1. This element shall include the AugmentSignatureResult element. 
1. The AugmentSignatureResult element shall not include the SignatureRefInRequest element, as the SignatureReference child element of ResultsForOneSignature element already contains the reference to the validated and augmented signature.
[bookmark: _Toc529370098][bookmark: _Toc529486260][bookmark: _Toc529486827][bookmark: _Toc530492322]7.2.3.2.3	JSON component
The element for implementing the signature results container shall be the resForOneSig property as specified in clause 5.2.3.2.1.3. The requirements specified in clause  shall apply for this element with the following difference:
1. This element shall include the augmentSigResult child. 
1. The augmentSigResult element shall not include the SigRefInReq child, as the SignatureReference child element of resForOneSig element already contains the reference to the validated and augmented signature.
[bookmark: _Toc529370099][bookmark: _Toc529486261][bookmark: _Toc529486828][bookmark: _Toc530492323]7.2.4	Reporting results
[bookmark: _Toc529370100][bookmark: _Toc529486262][bookmark: _Toc529486829][bookmark: _Toc530492324]7.2.4.1	Introduction
Being the validation and the attempt to augment one signature two different processes, their results shall be reported in two different result components in the response message, as indicated below.
[bookmark: _Toc529370101][bookmark: _Toc529486263][bookmark: _Toc529486830][bookmark: _Toc530492325]7.2.4.2	Reporting results in XML protocol.
The result of the validation of a certain signature shall be reported in the dsb:Result child element of the ResultsForOneSignature element reporting the processing results for that signature. The contents of this element shall be as specified in clause 8.4.3.1 of the present document. 
The result of the attempt to augment a certain signature shall be reported in the dsb:Result child element of the AugmentSignatureResult element reporting the results of that augmentation attempt. The contents of this element shall be as specified in clause 8.4.3.6 of the present document.
[bookmark: _Toc529370102][bookmark: _Toc529486264][bookmark: _Toc529486831][bookmark: _Toc530492326]7.2.4.3	Reporting results in JSON protocol.
The result of the validation of a certain signature shall be reported in the result child element of the resForOneSig element reporting the processing results for that signature. The contents of this element shall be as specified in clause 8.4.3.1 of the present document. 
The result of the attempt to augment a certain signature shall be reported in the result child element of the augmentSigResult element reporting the results of that augmentation attempt. The contents of this element shall be as specified in clause 8.4.3.6 of the present document.
[bookmark: CL_PROCMODELS][bookmark: _Toc529370103][bookmark: _Toc529486265][bookmark: _Toc529486832][bookmark: _Toc530492327]8	Processing models
[bookmark: _Toc529370104][bookmark: _Toc529486266][bookmark: _Toc529486833][bookmark: _Toc530492328]8.1	Introduction
The present clause specifies the processing models for the three protocols defined in the present document. 
When the server receives a request from the client, it shall conduct the following tasks:
1. Retrieve the signature(s) that the client has requested to process. Clause 8.2 of the present document specifies models for this task.
1. Process all the signatures that the client requested to process. Clause 8.3 of the present document specifies models for this task.
1. Build the response for the client. Clause 8.4 of the present document specifies models for this task.
The models for retrieving the signatures to be processed shall depend on the type of signature to be retrieved. Models for retrieving XAdES and CAdES are based on the processing models for XML and CMS signatures specified in clauses 6.1 and 6.2 of DSS-X core v2.0 [1][1]. The model for retrieving PAdES signatures is fully specified in the present document as DSS-X core v2.0 [1][1] does not cover their submission and processing.
The models for retrieving the signatures to be processed shall be common to the three protocols, as the supporting structures for submitting signatures and signed documents are the same in all of them.
The models for processing the signatures shall depend on both, the types of signatures to be processed, and the protocol. In essence, the present document specifies two different types of signature processing, namely: validation and augmentation.
For servers implementing the ‘validation’ protocol the process applied to the signatures shall be their validation.
For servers implementing the ‘augmentation’ protocol the process applied to the signatures shall be their augmentation.
For servers implementing the ‘validation and augmentation’ protocol the process applied to the signatures shall be their validation and augmentation.
The model for building the responses shall be shared by all the protocols and all the types of signatures.
The processing models for validating XAdES and CAdES signatures are based on the processing models for XML and CMS signatures specified in clauses 6.1 and 6.2 of DSS-X core v2.0 [1][1]. Clauses below specify the changes in those processing models introduced by the particularities of the validation protocol specified in the present document.0
The protocol specified in DSS-X core v2.0 OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1] does not allow submission of PAdES signatures for their validation. 
[bookmark: CL_PROCMODEL_RETRIEVING_SIGS][bookmark: _Toc529370105][bookmark: _Toc529486267][bookmark: _Toc529486834][bookmark: _Toc530492329]8.2	Retrieving signature(s) 
[bookmark: CL_PROCMODEL_RETRIEVING_SIGS_XADES][bookmark: _Toc529370106][bookmark: _Toc529486268][bookmark: _Toc529486835][bookmark: _Toc530492330]8.2.1	Retrieving XAdES signature(s)
The process for retrieving the XAdES signatures in the request messages shall be as follows:
If the request message does not include the optional input (specified in clause 5.1.4.2.15.1.4.2.1) for identifying the signatures to be processed, the server shall retrieve the XAdES signatures (built on XML signatures) as specified in clause 6.1.1 of DSS-X core v2.0 [1][1].
If the request message includes the optional input for identifying the signatures to be validated, the server shall proceed as follows:
If this optional input contains the component enclosing digest values of the signatures to be processed, the server shall retrieve those signatures enclosed in (or referenced by) the signature object container, and it shall inspect all the input documents enclosed in (or referenced by) the different input documents containers searching for signatures embedded within them matching the aforementioned digest values.
If this optional input contains components enclosing a pointer to one XAdES signature, the server shall retrieve each XAdES signature pointed by each component, as specified in DSS-X core v2.0 [1][1].
If the protocol implemented is the ‘validation’ or the ‘validation and augmentation’, then the server shall retrieve the documents that match the RefURI and RefType values, as specified in clause 6.1.2 of DSS-X core v2.0 [1][1].
[bookmark: CL_PROCMODEL_RETRIEVING_SIGS_CADES][bookmark: _Toc529370107][bookmark: _Toc529486269][bookmark: _Toc529486836][bookmark: _Toc530492331]8.2.2	Retrieving CAdES signature(s) 
The process for retrieving the CAdES signatures in the request messages shall be as follows:
If the request message does not include the optional input (specified in clause 5.1.4.2.15.1.4.2.1) for identifying the signatures to be processed, the server shall retrieve the CMS structure as specified in step 1 of clause 6.2.1 of DSS-X core v2.0 [1][1]. 
The signerInfos set of this CMS structure may contain several items. Each item, is considered to be part of one CAdES signature. Consequently, once retrieved the CMS structure, the server shall consider that it has as many CAdES signatures as items within the signerInfos set.
If the request message does include the optional input for identifying the signatures to be processed, the server shall retrieve those CAdES signatures enclosed in (or referenced by) the signature object container, that match the digest values present in the aforementioned optional input identifying the signatures to be processed.
[bookmark: CL_PROCMODEL_RETRIEVING_SIGS_PADES][bookmark: _Toc529370108][bookmark: _Toc529486270][bookmark: _Toc529486837][bookmark: _Toc530492332]8.2.3	Retrieving PAdES signature(s) 
The process for retrieving the PAdES signatures in the request messages shall be as follows:
If the request message does not include the optional input (specified in clause 5.1.4.2.15.1.4.2.1) for identifying the signatures to be processed then:
If the signature object container does enclose a pointer, the server shall retrieve the PDF document present or referenced within the document container referenced by that pointer and it shall then retrieve all the PAdES signatures embedded in that document.
If the signature object container encloses the PAdES signature itself, the server shall retrieve the digest of the signed document from the digest document container.
If the request message includes the optional input (specified in clause 5.1.4.2.15.1.4.2.1) for identifying the signatures to be processed then:
1. The server hall retrieve the PDF document present or referenced within the document container referenced by the pointer within the signature object container and it shall then retrieve all the PAdES signatures embedded in that document.
The server shall then retain those PAdES signatures referenced in the optional input (specified in clause 5.1.4.2.15.1.4.2.1) for identifying the signatures to be processed then the server as follows:
If this optional input contains the component enclosing digest values of the signatures to be processed, the server shall retain those signatures that match the aforementioned digest values.
If this optional input contains the component identifying PDF field names, the server shall retain the signatures placed within the PDF fields whose names match any of the values present in the aforementioned optional input.
NOTE:	At the end of this task, the server has retrieved either a non empty set of PAdES signatures and one PDF document, or one PAdES signature and one document digest.
[bookmark: _Toc529486271][bookmark: _Toc529486838][bookmark: _Toc530492333]8.2.4	Non retrieved signatures
In any of the three cases described in preceding clauses, for each signature reference that the server does not match with any signature in the request, the server shall generate one signature results container with only the result component, with its major result set to urn:oasis:names:tc:dss:1.0:resultmajor:RequesterError, and its minor result set to http://uri.etsi.org/19442/v1.1.1#SignatureNotLocated.	Comment by Sylvie Lacroix: Does this indicate which signature(s) is missing?	Comment by  : Not necessary, the signature may be within the request, but the client may have built a bad reference to it, and then the server may not be able to retriev it.
[bookmark: CL_PROCMODEL_PROCESSING_SIGS][bookmark: _Toc529370109][bookmark: _Toc529486272][bookmark: _Toc529486839][bookmark: _Toc530492334]8.3	Processing signature(s)
[bookmark: _Toc529370110][bookmark: _Toc529486273][bookmark: _Toc529486840][bookmark: _Toc530492335]8.3.1	Validating signature(s)
[bookmark: _Toc529370111][bookmark: _Toc529486274][bookmark: _Toc529486841][bookmark: _Toc530492336]8.3.1.1	Validating XAdES signature(s)
For each XAdES signature retrieved after conducting the task specified in clause 8.2.1 the server:
1. Shall conduct the sub-process ‘recalculate references’ as specified in clause 6.1.2 of DSS-X core v2.0 [1][1]. 
1. Shall conduct its validation as specified in ETSI EN TS 319 119 102-1 v1.2.1: "Procedures for Creation and Validation of AdES Digital Signatures; Part 1: Creation and Validation" " [17][17].
[bookmark: _Toc529370112][bookmark: _Toc529486275][bookmark: _Toc529486842][bookmark: _Toc530492337]8.3.1.2	Validating CAdES signature(s)
The server shall first retrieve either the signed document as specified in step 2 of clause 6.2.1 of DSS-X core v2.0 [1][1], or retrieves the document digest from the digest document container.
For each CAdES signature retrieved after conducting the task specified in clause 8.2.2, the server shall conduct its validation as specified in ETSI EN TS 319 119 102-1 v1.2.1: "Procedures for Creation and Validation of AdES Digital Signatures; Part 1: Creation and Validation" " [17][17].
[bookmark: _Toc529370113][bookmark: _Toc529486276][bookmark: _Toc529486843][bookmark: _Toc530492338]8.3.1.3	Validating PAdES signature(s)
For each PAdES signature retrieved after conducting the task specified in clause 8.2.3, the server shall conduct its validation as specified in ETSI EN TS 319 119 102-1 v1.2.1: "Procedures for Creation and Validation of AdES Digital Signatures; Part 1: Creation and Validation" " [17][17].
[bookmark: _Toc529370114][bookmark: _Toc529486277][bookmark: _Toc529486844][bookmark: _Toc530492339]8.3.2	Augmenting signature(s)
For each AdES signature retrieved after conducting the task specified in the sub-clause of clause 8.2 corresponding to the AdES signature type, the server shall proceed to augment it to the level indicated in the component (specified in clause 6.1.2.26.1.2.2 of the present document) identifying the level that the signatures have to be augmented to.
For XAdES signatures the augmentation shall be conducted incorporating unsigned attributes/properties as specified in [3][3], [7][7], or [8][8]. 
For CAdES signatures the augmentation shall be conducted incorporating unsigned attributes/properties as specified in [2][2], [5][5], or [6][6]. 
For PAdES signatures the augmentation shall be conducted incorporating unsigned attributes/properties as specified in[4][4], [9][9], or [10][10].
[bookmark: CL_PROCMODEL_BUILD_RESPMESSG][bookmark: CL_PROCMODEL_BUILD_VAL_RESP][bookmark: CL_PROCMODEL_BUILD_TASK_VAL_RESP][bookmark: _Toc529370115][bookmark: _Toc529486278][bookmark: _Toc529486845][bookmark: _Toc530492340]8.4	Building response message
[bookmark: _Toc529370116][bookmark: _Toc529486279][bookmark: _Toc529486846][bookmark: _Toc530492341]8.4.1	Introduction
This task shall be affected by the optional inputs present in the request message.
Clause 8.4.3 specifies how to build the new optional outputs originated by the new optional inputs specified in clauses 5.1.4.2 and 6.1.2 of the present document.
Clause 8.4.58.4.5 specifies where the server shall place the different optional outputs, and what values shall the server assign to the different result components present within the response message.
[bookmark: _Toc530492342]8.4.3.1	Building the global result component
For the responses of any of the three protocols specified in the present document, if the server has not been able to process the request, it shall generate a result component with its result major set to a value indicating the cause of the failure, as specified in clause 4.1.7 of DSS-X core v2.0 [1][1]. Under these circumstances this component shall not have a result minor component.
NOTE 1:	According to DSS-X core v2.0 [1], when the server is able to complete the processing of the signatures requested, i.e., when it has been able to retrieve and validate all of them, and regardless whether all of them are valid or not, the result major of the result component is urn:oasis:names:tc:dss:1.0:resultmajor:Success, and whose minor result may have different values depending on the results of the processing. Otherwise, the server does not process any signature and returns a result major different than the former one indicating the reasons preventing the processing, without any result minor.	Comment by Sylvie Lacroix: If I understand correctly the note, it is not specific to the case where the response does not include any signature results container (I mean that it is also true for cases with signature result containers, no?).
If I’m right we can move the note before the two cases are distinguished. 	Comment by  : You are perfectly right. NOTE moved, thanks.
If the server has been able to successfully process the request the following requirements apply.
NOTE 12:	In the former sentence "the server has been able to successfully process the request " means that the request was fully correct, that the server correctly understood it, and that the server tried to process (validate, augment, or validate-and-augment depending on the protocol) all the signatures identified in the request. See the rest of this clause (for cases where the response does not contain any signature processing results container), and clauses 8.4.2, and 8.4.3.6 (for cases where the response contains one or more signature processing results containers) for more details on how to report on each process applied to each signature. 
For the responses of the “validation” protocol that do not include any signature results container, the server shall generate the following contents:
NOTE 13:	This only happens under certain circumstances, see clause 8.4.3.1 for details.	Comment by Sylvie Lacroix: The current clause?	Comment by  : Ooops….BAD NUMERATION of clauses. Thank you very much for the remark
If the server has been able to successfully process the request, then:
the result major shall have the value urn:oasis:names:tc:dss:1.0:resultmajor:Success AND
The result minor shall indicate the result of validating the signature, as follows:
If the validation has succeeded (total-passed as specified in [17][17]), it shall have the following value: http://uri.etsi.org/119442/validation/signature/totalpassed.
If the validation returns the value indeterminate as specified in [17][17], it shall have the following value: http://uri.etsi.org/119442/validation/signature/indeterminated. 
If the validation returns the value total-failed as specified in [17][17], it shall have the following value: http://uri.etsi.org/119442/validation/signature/totalfailed. 
The result component may also provide textual information on the causes for this result.
NOTE 2:	According to [1], when the server is able to complete the processing of the signatures requested, i.e., when it has been able to retrieve and validate all of them, and regardless whether all of them are valid or not, the result major of the result component is urn:oasis:names:tc:dss:1.0:resultmajor:Success, and whose minor result may have different values depending on the results of the processing. Otherwise, the server does not process any signature and returns a result major different than the former one indicating the reasons preventing the processing, without any result minor.
For the responses of the “validation” protocol that include one or more signature results container, and for all the responses the “augmentation” and the “validation and augmentation” protocols the server shall generate a global result component as follows:
It shall set its major result value to urn:oasis:names:tc:dss:1.0:resultmajor:Success indicating that it was able to complete the requested. 
It shall set the value of the result minor to http://uri.etsi.org/19442/v1.1.1/result/CheckIndividualResults.
[bookmark: CL_PROCMODEL_BUILD_VAL_RESP_NEW_OPTOUT][bookmark: _Toc529370117][bookmark: _Toc529486281][bookmark: _Toc529486848][bookmark: _Toc530492343]8.4.3	Building new optional outputs 

[bookmark: PROC_MODEL_RESP_DETS_ONE_SIG][bookmark: _Toc529370118][bookmark: _Toc529486282][bookmark: _Toc529486849][bookmark: _Toc530492344]8.4.3.1	Building the signature processing results container
The server shall include one or more processing signature containers within the response message:
If the message is the response for a request of the ‘augmentation’ OR ‘validation and augmentation’ protocols, OR 
If the messages is the response for a request of the ‘validation protocol’ AND
The request message included the signatures-to-process-refs container (specified in clause 5.1.4.2.15.1.4.2.1 of the present document) identifying the signatures that the client requested to process OR
The request message did NOT include signatures-to-process-refs container AND the request message:
 contained several signatures OR
contained one signature AND included the optional input (specified in clause 5.1.4.2.35.1.4.2.3 of the present document) requesting the generation of a (signed or unsigned) validation report.
Otherwise the server does not need to generate and include this component within the response message (although it still may do it). 
NOTE:	This allows that when operating in the validation protocol, if the request contains one signature and it does not contain any of the new optional inputs specified in the present document, the response may actually be the response message specified in DSS-X core v2.0 [1][1] with the only difference of the result minor value indicating the result of the validation.
The server shall generate one component of this type for each processed signature.
The server shall place all the components of this type as children of the optional outputs container (specified in clause 5.1.4.15.1.4.1 of the present document).
Each component shall have one child summarizing the result of the validation of one signature. The contents of its result major and result minor shall be as specified in DSS-X core v2.0 [1][1], with the following difference:
1. If the validation of the reported signature in this component has succeeded (total-passed as specified in [17][17]), the result major shall have the following value: http://uri.etsi.org/119442/validation/signature/totalpassed and there shall not be any result minor.
If the validation of the reported signature in this component returns the value indeterminate as specified in [17][17], the result major shall have the following value: http://uri.etsi.org/119442/validation/signature/indeterminated and there shall be a result minor component identifying one cause for this result. The result component may also provide textual information on the causes for this result.
If the validation of the reported signature in this component returns the value total-failed as specified in [17][17], the result major shall have the following value: http://uri.etsi.org/119442/validation/signature/totalfailed and there shall be a result minor component indicating identifying the reason for this failure. The result component may also provide textual information on the causes for this result.
In a response message for the “validation and augmentation” protocol, this component may also have a augment results container child, whose building is specified in clause 8.4.3.6 of the present document.
[bookmark: PROC_MODEL_BUILD_REFTO_ONE_SIG][bookmark: _Toc529370119][bookmark: _Toc529486283][bookmark: _Toc529486850][bookmark: _Toc530492345]8.4.3.2	Building component for referencing the processed validated signature
The server shall generate this component (specified in clause 5.2.3.2.2 of the present document) if it also generates one or more instances of the component for including details corresponding to the processing of one signature. 
The server shall generate one component of this type for each processed signature, and shall place it as child component of the component that encloses the processing details for the referenced signature.
[bookmark: PROC_MODEL_BUILD_VAL_REPORT][bookmark: _Toc529370120][bookmark: _Toc529486284][bookmark: _Toc529486851][bookmark: _Toc530492346]8.4.3.3	Building component for returning the (signed or unsigned) validation report
The server shall generate this component (specified in clause 5.2.3.2.5 of the present document) if the request included the optional input (specified in clause 5.1.4.2.35.1.4.2.3 of the present document) requesting the generation of a (signed or unsigned) validation report.	Comment by  : Paragraph following this one deleted as per comment by Sylvie. It was a left over.
The server shall generate one component of this type for each processed signature, and shall place it as child component of the component that encloses the processing details for the referenced signature.If the server has been requested to validate a set of N signatures, it may choose either:
1. Generating one unique validation report reporting on the validation of the N validated signatures; in this case it shall incorporate this validation report component into the validation response message as a child of the optional outputs component, OR
1. generating as many validation reports (N) as validated signatures, each one reporting on the validation of one signature; in this case it shall incorporate each validation report as a child of the signature processing results container with the details of the validated signature, OR 
1. implementing a mixed solution: 
generating one validation report with details of the validation of a subset of M (being M<N) validated signatures; as in bullet 1) it shall incorporate it into the response message as child of the optional outputs component, AND 
generating N-M validation reports each one reporting on the validation of one of the N-M signatures not present in the aforementioned subset; as in bullet 2), it shall incorporate each one of these N-M validation reports as child of the signature processing results container with the details of the validated signature.

[bookmark: PROC_MODEL_BUILD_NOT_SIGPOL][bookmark: _Toc529370121][bookmark: _Toc529486285][bookmark: _Toc529486852][bookmark: _Toc530492347]8.4.3.4	Building component for notifying the signature validation policy applied during the validation
The server shall include this component (specified in clause 5.2.3.2.3 of the present document) if the request included the optional input (specified in clause 5.1.4.2.2 of the present document) requesting that the server uses a certain signature validation policy for validating any signature.
The server shall place this component as direct child of the optional outputs container component.
NOTE:	Because the server uses the same signature validation policy for validating all the signatures, there is no need to repeat this information within each component notifying the validation details of one signature: instead, the component notifying the applied signature validation policy is placed as a sibling component. 
[bookmark: PROC_MODEL_BUILD_NOT_SIGPOLAVAILABLE][bookmark: _Toc529370122][bookmark: _Toc529486286][bookmark: _Toc529486853][bookmark: _Toc530492348]8.4.3.5	Building component for returning the signature policies available
The server may include this component (specified in clause 5.2.3.2.4 of the present document) if the request included the optional input (specified in clause 5.1.4.2.2 of the present document) requesting that the server uses a certain signature validation policy for validating any signature AND the server could not validate signatures applying the requested signature validation policy.
The server shall place this component as direct child of the optional outputs container component.
NOTE:	This component is placed there for the same reasons as the component for notifying the applied signature validation policy. 
[bookmark: PROC_MODEL_BUILD_AUG_SIG_RESULT][bookmark: _Toc529370123][bookmark: _Toc529486287][bookmark: _Toc529486854][bookmark: _Toc530492349]8.4.3.6	Building the augment signature result container
The server shall build this component (specified in clause 6.2.3 of the present document) only for the response messages of the ‘augmentation’ and the ‘validation and augmentation’ protocols.
The server shall build one component of this type for each signature whose augmentation has been requested by the client.
The server shall place this component as a child of the signature processing returs results container (specified in clause 5.2.3.2.1) in response messages of “validation and augmentation” protocol.	Comment by Sylvie Lacroix: I suppose it’s “result”	Comment by  : Signature processing results container
The server shall place this component as a child of the root element in response messages of “augmentation” protocol.
For each augmented signature the server shall generate this component as follows:
If the signature was not embedded within any document then the server shall place the augmented signature within this component.
If the signature was embedded within an embedding document, then the server:
Shall place the augmented signature within the embedding document, shall create a new document-with-signature container, and shall place the embedding document there.
Shall generate a pointer to the aforementioned document-with-signature container and shall put it within this component.
If the server has succeeded in the validation and augmentation of the signature referenced in this component, this component:	Comment by Sylvie Lacroix: It’s not always the case that the server validates (only for validation and augmentation protocol)	Comment by  : Actually you are right: in the augmentation protocol there is no validation. Suppressed validation
1. Shall have the three elements aforementioneenumerated in clause 6.2.3.1.	Comment by Sylvie Lacroix: i.e. the ones defined in 6.2.3? It would be nice to precise 	Comment by  : Indded, thanks for the remark
Shall have a result component with its major result child set to a value indicating that the process has succeeded and with its minor result child set to http://uri.etsi.org/19442/v1.1.1/augmentation/Success
If the server has not succeeded in the augmentation of the signature this component:
1. Shall have a reference to the signature that the client requested to validate and augment in the augmentation request.
1. Shall not contain the element allowing to return the augmented signature.
Shall have a result component with its major result child set to http://uri.etsi.org/19442/v1.1.1/augmentation/Failure. The result component may have a minor result child. Below follows a list of possible causes for augmentation failure:
If the client requested augmenting the signature to a level that the signature cannot be augmented to, then the minor result child shall be set to http://uri.etsi.org/19442/v1.1.1/augmentation/Forbidden. 
EXAMPLE:	Requesting augmentation to AdES-B-B level is never possible. Also, if a signature is a XAdES-B-L-T, a client can only request augmentation to AdES-L-TA level. Any other augmentation request will fail with the result minor set to http://uri.etsi.org/19442/v1.1.1/augmentation/Forbidden.
If the server does not know the signature level indicated in the request then the minor result shall be set to http://uri.etsi.org/19442/v1.1.1/augmentation/unknownLevel.
If the server is not prepared for augmenting the signature to the level indicated in the request then the minor result shall be set to http://uri.etsi.org/19442/v1.1.1/augmentation/notPreparedForThisLevel.
If the server could not get all the material required for augmenting the signature then the minor result child shall be set to http://uri.etsi.org/19442/v1.1.1/augmentation/validationMaterialNotAvailable. 
Any other cause shall be reported setting the minor result child to http://uri.etsi.org/19442/v1.1.1/augmentation/otherCause.
[bookmark: _Toc529370124][bookmark: _Toc529486288][bookmark: _Toc529486855][bookmark: _Toc530492350]8.4.4	Building DSS-X re-used optional outputs
The building of the DSSX re-used optional outputs present in the response message shall be performed as specified in clause 6.3.3 of DSS-X core v2.0 [1][1].
[bookmark: CL_PROCMODEL_BUILD_VALRESP_MSSG][bookmark: _Toc529370125][bookmark: _Toc529486289][bookmark: _Toc529486856][bookmark: _Toc530492351]8.4.5	Building the response message
If the server has found itself in the situation of not being able to complete the request, it shall generate a response message with only one global result component. Its result major shall identify the reason that prevented the server to successfully process the request, as specified in clause 4.1.7 of DSS-X core v2.0 [1][1]. This result component shall not contain any result minor.
NOTE:	According to DSS-X core v2.0 [1][1], when the server is able to complete the processing of the signatures requested, i.e., when it has been able to retrieve and validate all of them, and regardless whether all of them are valid or not, the result major of the result component is urn:oasis:names:tc:dss:1.0:resultmajor:Success, and whose minor result may have different values depending on the results of the processing. Otherwise, the server does not process any signature and returns a result major different than the former one indicating the reasons preventing the processing, without any result minor.
If the server has been able to process all the signatures whose processing the client requested:
1. The server shall generate a global result component as follows:
109. It shall set its major result value to urn:oasis:names:tc:dss:1.0:resultmajor:Success indicating that it was able to complete the requested. 
109. It shall set the value of the result minor as follows:
If the response does not include any signature processing results container (specified in clause 5.2.3.2.1 of the present document), meaning that only one signature has been validated, then value for the result minor shall be one of the three values specified in clause 8.4.3.1 of the present document, depending on the result obtained by the validation process.
NOTE: 	This can only happen in the response of the ‘validation’ protocol.
If the response does include one or more signature processing results containers, then the value for the result minor shall be http://uri.etsi.org/19442/v1.1.1/result/CheckIndividualResults.
1. If the response does NOT include any signature processing results container, then the server proceeds to generate the optional outputs as per the optional inputs present in the request, following the specifications in clause 6.3.3 of DSS-X core v2.0 [1][1], and clauses 8.4.3.4, and 8.4.3.5 of the present document. After that, it places the generated optional outputs as children of the optional outputs container component.
NOTE: 	This can only happen in the response of the ‘validation’ protocol.
1. For responses of the ‘validation’ and ‘validation and augmentation’ protocols, if the response does include one or more signature processing results containers, the server:	Comment by Sylvie Lacroix: because validation and augmentation appears here and in point 4) below, I’ve the impression that the document requires twice the augment signature result container (see yellow highlights)	Comment by  : It was not my intention give the impression that there should be two augment signature result container The first appearance in yellow is just to say that this component is a child of the signature processing results container. The second occurrence is for making it clear that this child has to be built.
Does the text added between round brackets make it more clear?
Shall build all the optional outputs common to all the processed signatures as per the optional inputs present in the request, namely the components containing: the applied service policy, the schemas used, the documents embedding signatures, the verification time information, and the notification of the applied signature validation policy (or the available signature validation policies). The server shall place all these components as children of the optional outputs container. The server shall build all these components as specified in DSS-X core v2.0 [1][1] and the present document.
Shall build one signature processing results container per each processed signature. For each processed signature, the server proceeds to generate the components reporting one aspect of its processing as per the optional inputs in the request, and places them as children of the signature processing results container. These children components are: a signature reference component, a result component reporting the result of processing that signature, the (signed or unsigned) validation report, the augment signature result container (which shall be built as indicated in the next bullet), transformed documents, results of verifying manifests, the signing time information, and the signer identity. 
1. For responses of the ‘augmentation’ and the ‘validation and augmentation’ protocols:
The server shall build one augment signature result container specified in clause 7.2.3.2 of the present document for each processed signature. 
The server shall set the value of the result component in each augment signature result container as specified in clause 6.2.3.16.2.3.1 of the present document.
1. For the ‘augmentation’ protocol the server shall place the augment signature results containers as children of the root element of the response.
1. For the ‘augmentation’ protocol, the server shall place the document-with-signature containers generated during the processing of the signatures as children of the root element of the response. For the ‘augmentation and validation’ protocol, the server shall place the document-with-signature containers generated during the processing of the signatures as children of the optional outputs component.
1. Shall set the values of the profiles used. The server shall set the value of the first one as specified in the present document, depending on the protocol.
1. May set values for the components containing the request identifier, and the response identifier.
[bookmark: CL_ASYNCHRONOUS][bookmark: _Toc529370126][bookmark: _Toc529486290][bookmark: _Toc529486857][bookmark: _Toc530492352]9	Asynchronous processing
[bookmark: _Toc529370127][bookmark: _Toc529486291][bookmark: _Toc529486858][bookmark: _Toc530492353]9.1	Asynchronous operation for the three protocols
For all the protocols specified in the present document, the server shall not send back to the client a response message that contains the results of processing only a subset of the set of signatures that the client requested to process.
The asynchronous processing allows to the server sending back to the client “not yet finished” messages, which do not contain any result of processing any signature, but serve to notify the client that it has to wait for getting the results it asked for. 
In asynchronous processing one client usually sends an initial request to the server. The initial request shall contain a component with the request identifier generated by the client. 
As a response to that initial request, if after a certain time the server has not been able to finalize the processing of all the signatures (either their validation, their augmentation, or their validation-and-augmentation) that the client requested to process, it shall return a protocol response with a component set to a value that indicates that it has not been able to finalize the processing of all the signatures (“not yet finished”). This response-pending message shall contain an identifier. This response-pending message shall not contain any result of processing any signature.
Under this processing mode the client, after a certain time, can send a pending-request to the server. This pending-request shall include the response identifier of the response-pending message returned by the server. This response identifier allows the server to correlate this pending-request to the initial request. If the server has finalized the processing of all the signatures that the client requested to process, it shall return the response message with the corresponding results; otherwise, it shall return a new response-pending. 
The client can send subsequent requests until the server returns a response with the result of processing all the signatures that the client requested to process. Each subsequent request shall include the response identifier returned by the server in the response to the initial request.
For managing asynchronous processing, the following components are required in the three protocols:
1. An identifier for the initial request
1. An identifier for the first response-pending message, which shall be used in subsequent pending-request messages
1. A pending-request message that includes the identifier for the first response-pending message.
[bookmark: _Toc529370128][bookmark: _Toc529486292][bookmark: _Toc529486859][bookmark: _Toc530492354]9.2	Components for sending a pending-request
[bookmark: _Toc529370129][bookmark: _Toc529486293][bookmark: _Toc529486860][bookmark: _Toc530492355]9.2.1	Components semantics
This component shall request to the server to return the response corresponding to an initial request previously sent. Requests of this type are named pending-request hereinafter.
This component shall include an identifier, generated by the server and returned by the server in the response to the initial request (the first response-pending message), which allows correlating the subsequent pending requests to the initial request and to the subsequent responses.
[bookmark: _Toc529370130][bookmark: _Toc529486294][bookmark: _Toc529486861][bookmark: _Toc530492356]9.2.2	XML component
The element that shall indicate to the server that the client is requesting the response corresponding to a previously sent initial request (as part of an asynchronous protocol) shall be the dss2:PendingRequest element specified in clause 4.2.12.2 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].
[bookmark: _Toc529370131][bookmark: _Toc529486295][bookmark: _Toc529486862][bookmark: _Toc530492357]9.2.3	JSON component
The element that shall indicate to the server that the client is requesting the response corresponding to a previously sent initial request (as part of an asynchronous protocol) shall be the pendingReq element. It shall be an instance of the dss2-PendingRequestType type specified in clause 4.2.12.1 of DSS-X core v2.0OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version 2.0" [1][1].	Comment by  : In reaction to sztoth comment: “Does this intentionally differ from dss2-PendingRequestType”.

Indeed it does not make any sense to have anything different. 

The dropped jSON type was defined here when the draft core v2.0 had not yet defined it.
[bookmark: _Toc529370132][bookmark: _Toc529486296][bookmark: _Toc529486863][bookmark: _Toc530492358]9.3	Component for identifying the initial request
[bookmark: _Toc529370133][bookmark: _Toc529486297][bookmark: _Toc529486864][bookmark: _Toc530492359]9.3.1	Component semantics
This component shall contain a unique identifier for the initial request submitted by the client to the server.
[bookmark: _Toc529370134][bookmark: _Toc529486298][bookmark: _Toc529486865][bookmark: _Toc530492360]9.3.2	XML component
The component implementing the identifier of the initial request shall be the RequestID attribute specified in clause 4.1.10.2 of DSS-X core v2.0 [1][1] for the “validation” protocol and the “validation and augmentation” protocol.
The component implementing the identifier of the initial request shall be the RequestID attribute specified in clause 6.1.1.2 of the present document for the “augmentation” protocol.
[bookmark: _Toc529370135][bookmark: _Toc529486299][bookmark: _Toc529486866][bookmark: _Toc530492361]9.3.3	JSON component
The component implementing the identifier of the initial request shall be the reqID component specified in clause 4.1.10.1 of DSS-X core v2.0 [1][1] for the “validation” protocol and the “validation and augmentation” protocol.
The component implementing the identifier of the initial request shall be the reqID component specified in clause 6.1.1.3 of the present document for the “augmentation” protocol.
[bookmark: _Toc529370136][bookmark: _Toc529486300][bookmark: _Toc529486867][bookmark: _Toc530492362]9.4	Component for identifying the initial response-pending message
[bookmark: _Toc529370137][bookmark: _Toc529486301][bookmark: _Toc529486868][bookmark: _Toc530492363]9.4.1	Component semantics
This component shall contain a unique identifier for the initial response-pending message sent by the sender to the client.
[bookmark: _Toc529370138][bookmark: _Toc529486302][bookmark: _Toc529486869][bookmark: _Toc530492364]9.4.2	XML components
The component implementing the identifier of the initial request shall be the ResponseID attribute specified in clause 4.1.11.2 of DSS-X core v2.0 [1][1] for the “validation” protocol and the “validation and augmentation” protocol.
The component implementing the identifier of the initial request shall be the ResponseID attribute specified in clause 6.2.3.26.2.3.2 of the present document for the “augmentation” protocol.
[bookmark: _Toc529370139][bookmark: _Toc529486303][bookmark: _Toc529486870][bookmark: _Toc530492365]9.4.3	JSON component
The component implementing the identifier of the initial request shall be the respID component specified in clause 4.1.11.2 of DSS-X core v2.0 [1][1] for the “validation” protocol and the “validation and augmentation” protocol.
The component implementing the identifier of the initial request shall be the respID component specified in clause 6.2.3.36.2.3.3 of the present document for the “augmentation” protocol.


[bookmark: _Toc529370140][bookmark: _Toc529486304][bookmark: _Toc529486871][bookmark: _Toc530492366][bookmark: _Toc449689441]Annex A (normative):
XML and JSON Schema files 
[bookmark: C_XMLSCHEMAFILE_TS_132][bookmark: C_XMLSCHEMAFILE_SIGVALPROT][bookmark: _Toc529370141][bookmark: _Toc529486305][bookmark: _Toc529486872][bookmark: _Toc530492367][bookmark: _Toc449689442]A.1	XML Schema file location for namespace http://uri.etsi.org/19442/v1.1.1#
[bookmark: XMLSCHEMAFILE_SIGVALPROT]The file at [XSDFILESIGVALPROT_URL] ([XSDFILESIGVALPROT]) contains the definitions of elements and types defined within the namespace whose URI value is http://uri.etsi.org/19442/v1.1.1#.
[bookmark: CL_JSON_SCHEMAFILE_SIGVALPROT][bookmark: _Toc529370142][bookmark: _Toc529486306][bookmark: _Toc529486873][bookmark: _Toc530492368]A.2	JSON Schema file location for “$schema” "http://etsi.org/119442/v1.1.1/json#"
[bookmark: JSONSCHEMAFILE_SIGVALPROT]The file at [JSONFILESIGVALPROT_URL] ([JSONSCHEMAFILESIGVALPROT]) contains the definitions of elements and types defined within the JSON schema whose "$schema" value is "http://etsi.org/119442/v1.1.1/json#"
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