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Tokens and Protocol for the Temporal
Integrity Markup Language (TIML)

1 Introduction

This submission defines an XML schema for a timestamping protocol. The schema is based
upon the RFC 3161 ASN.1 timestamping protocol, but uses the XML Signature standard for
signature formatting.

2 Terminology

The key words must, must not, required, shall, shall not, should, should not, recommended, may,
and optional in this document are to be interpreted as described in [RFC2119].

3 TIML Protocol Elements

References to the ASN.1 protocol fields in this description refer to fields defined in [RFC3161].

3.1 Schema Header and Namespace Declarations

The following schema fragment defines the XML namespaces and other header information for
the timestamping schema:

<?xm version="1.0"
encodi ng="UTF- 8" ?>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schema"

tar get Nanespace="htt p: // ww. entrust. com schenas/ ti nest anp-
pr ot ocol - 20020207"

xm ns: ds="http://wwmv. w3. or g/ 2000/ 09/ xmi dsi g#"

xm ns: ts="http://wmv entrust.con schemas/ti mestanp- protocol -
20020207"

xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"

el enent For nDef aul t =" qual i fi ed"

attri but eFor mDef aul t =" unqual i fi ed"

ver si on="1. 0"

xm : | ang="en">

<i nport nanmespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schemalLocati on="htt p://ww. w3. or g/ TR/ 2001/ PR- xri dsi g- cor e-

20010820/ xm dsi g- cor e- schema. xsd" />

Note: The targetNamespace will have to be changed to one defined by OASIS,
not one defined by Entrust.
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3.2 Elements <StatusText> and <Statusinfo>

The <St at usText > element MAY be used to include reason text such as "Digest element is not
correctly formatted".

The following schema fragment defines the <St at usText > element:

<el emrent nanme="StatusText" type="string"/>

The <St at usl nf 0> element specifies the status of the response to a timestamp request. It
includes the following elements and attributes:

<St at usl nf o> [Optional]

MAY be used to include reason text such as "Digest element is not correctly formatted".

st at us [Required]

Indicates the status of the response. The values correspond to the values in the ASN.1
protocol field PKIStatus, with the same semantics and restrictions.

failurelnfo [Optional]

When the request was not fulfilled, the failurelnfo attributee indicates the reason why the
time-stamp request was rejected. The values correspond to the values in the ASN.1
protocol field PKIFailurelnfo, with the same semantics and restrictions.

The following schema fragment defines the <St at us| nf 0> element:

<el enent nane="St at usl nf 0" >
<conpl exType>
<sequence>
<el enent ref="ts: StatusText" m nCccurs="0" />
</ sequence>
<attribute nane="status" use="required">
<si npl eType>
<restriction base="NMVIOKEN">
<enuner ati on val ue="granted" />
<enuner ati on val ue="grant edWthMdi ficati ons" />
<enurner ati on val ue="rejection" />
<enuneration val ue="waiti ng" />
<enurmer ati on val ue="revocati onWarni ng" />
<enuneration val ue="revocationNotification" />
</restriction>
</ si npl eType>
</attribute>
<attribute nane="failurel nfo" use="optional">
<si npl eType>
<restriction base="NMVIOKEN'>
<enuner ati on val ue="badAl gorithnt />
<enurer ati on val ue="badRequest" />
<enuner ati on val ue="badDat aFormat" />
<enurner ati on val ue="ti meNot Avai | abl e" />
<enuner ati on val ue="unaccept edPol i cy" />
<enurer ati on val ue="unaccept edExt ensi on" />
<enuner ati on val ue="addi ti onal | nf or mat i onNot Avai | abl e"
/>
<enuner ati on val ue="systenfailure" />
</restriction>
</ si npl eType>
</attribute>
</ conpl exType>
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</ el emrent >

3.3 Element <Policy>

The <Pol i cy> element specifies the policy under which the timestamp was created. It contains
the following attribute:

i d [Required]
Identifies the policy, by means of a URI.

The following schema fragment defines the <Pol i cy> element:

<el enent nanme="Policy">
<conpl exType>
<attribute nane="id" type="anyURI" use="required" />
</ conpl exType>
</ el enent >

3.4 Element <Digest>

The <Di gest > element contains the message digest of the document that is being timestamped.
It contains the following elements:

<Tr ansf or ns> [Optional]

Indicates the transforms (e.g., canonicalization algorithms) that must be applied to the
source before being digested. This element is imported from [ XMLSig].

<Di gest Met hod> [Required]

Indicates the digest method used to create the message digest. This element is imported
from [XMLSig].

<Di gest Val ue> [Required]

Contains the output of the digest method algorithm applied to the transformed document
being timestamped. This element is imported from [XMLSig].

The following schema fragment defines the <Di gest > element:

<el enent name="Di gest ">
<conpl exType>
<sequence>
<el ement ref="ds: Transfornms" m nCccurs="0" />
<el enment ref="ds: D gest Met hod" />
<el enent ref="ds: D gest Val ue" />
</ sequence>
</ conpl exType>
</ el enent >

3.5 Element <SerialNumber>

The <Ser i al Nunber > element contains an integer serial number of the timestamp that is
issued.
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The following schema fragment defines the <Ser i al Nunber > element.

<el enrent nane="Seri al Nunber" type="integer" />

3.6 Element <CreationTime>

The <Cr eat i onTi me> element contains the time at which the timestamp token has been
created by the TSA.

The following schema fragment defines the <Cr eat i onTi me> element.

<el ement name="CreationTi me" type="dateTi me" />

3.7 Element <Accuracy>

The <Accur acy> element represents the time deviation around the time contained in
<CreationTi me>. By adding the <accur acy> value to the <Cr eat i onTi ne> value, an upper
limit on the time at which the timestamp token has been created by the TSA can be obtained. In
the same way, by subtracting the <accur acy> value from the <Cr eat i onTi me> value, a lower
limit on the time at which the timestamp token has been created by the TSA can be obtained. It
contains the following attributes:

seconds [Optional]

A non-negative integer representing the accuracy in seconds.
m |1 iseconds [Optional]

An integer in the range [1..999] representing the accuracy in milliseconds.
nm cr oseconds [Optional]

An integer in the range [1..999] representing the accuracy in microseconds.
If any of the attributes are not present a value of 0 is assumed.

The following schema fragment defines the <Accur acy> element;

<el enent nane="Accuracy" >
<conpl exType>
<attribute nane="seconds" type="nonNegati vel nteger"
use="optional " />

<attribute nane="nilliseconds" use="optional ">

<si npl eType>
<restriction base="positivelnteger">

<max| ncl usi ve val ue="999" />

</restriction>
</ si npl eType>

</attribute>

<attribute nane="ni croseconds" use="optional ">

<si npl eType>
<restriction base="positivelnteger">

<max| ncl usi ve val ue="999" />

</restriction>
</ si npl eType>

</attribute>

</ conpl exType>
</ el enent >
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3.8 Element <Ordering>

The <O der i ng> element represents whether or not the timestamps issued by this TSA can be
strictly ordered based upon the value in the <Cr eat i onTi ne> element. It's semantics and
restrictions are identical as the corresonding field in the ASN.1 protocol. The following schema
fragment defines the <Or der i ng> element:

<el enent name="Ordering" type="bool ean" />

3.9 Element <Nonce>

The <Nonce> element contains a random value, used only once, to prevent replay attacks and to
link requests and responses. The following schema fragment defines the <Nonce> element:

<el enrent nane="Nonce" type="integer" />

3.10 Element <Extensions>

The <Ext ensi ons> element is a generic way to add additional information in the future. The
following schema fragment defines the <Ext ensi ons> element:

<el enent nane="Ext ensi ons" >
<conpl exType>
<sequence>
<any namespace="##any" m nCccurs="0" maxCccur s="unbounded"
processCont ent s="| ax" />
</ sequence>
</ conpl exType>
</ el enent >

3.11 Element <TimeStampRequest>

The <Ti neSt anpRequest > element is used to request a timestamp on a particular document
from a TSA. It contains the following elements:

<Pol i cy> [Optional]
If present, it indicates the policy under which the timestamp token SHOULD be issued.
<Di gest > [Required]

Contains the message digest of the document for which the timestamp is being
requested.

<Nonce> [Optional]

If present, it contains a random value, used only once, to prevent replay attacks and to
link requests and responses.

<Ext ensi ons> [Optional]
An extension point for future use.

Do we want to have a version number?
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Do we want to have a certReq field as in RFC 3161 that requests TSA certification (or more
generally other TSA authentication information) be sent back in the response?

The following schema fragment defines the <TimeStampRequest> element:

<el enent nane="Ti meSt anpRequest " >
<conpl exType>
<sequence>
<el ement ref="ts:Policy" m nCccurs="0" />
<el ement ref="ts:Digest" />
<el enent ref="ts: Nonce" m nCccurs="0" />
<el ement ref="ts:Extensions" m nCccurs="0" />
</ sequence>
</ conpl exType>
</ el enent >

3.12 Element <TimeStampInfo>

The <Ti neSt anpl nf 0> element contains the data that is included within a timestamp token
(<Ti meSt anpResponse>). It contains the following elements:

<Pol i cy> [Required]

Contains the policy under which the token was issued. If the corresponding element
appears in the <Ti meSt anpRequest > then this element MUST be identical to at least
one of those elements.

<Di gest > [Required]

Contains the message digest of the document being timestamped. This element MUST
be identical to the corresponding element in the <Ti meSt anpRequest >.

<Seri al Nunber > [Optional]

Contains a serial number for the timestamp token. If present, it MUST be unique for each
token issued by a TSA.

<Creati onTi me> [Required]

The time at which the token was issued.
<Accur acy> [Optional]

The accuracy of the timestamp.
<Or deri ng> [Optional]

Indicates whether or not timestamps issued by this TSA can be strictly ordered according
to the value in the <Cr eat i onTi ne> element.

<Nonce> [Optional]

MUST be present if and only if the corresponding element is present in the
<Ti meSt anpRequest > and MUST contain an identical value.

<Ext ensi ons> [Optional]

An extension point for future use.



256

257
258
259

260
261
262

263
264
265
266
267
268

280
281

282

Do we want to include a TSA field to identify the TSA. It doesn’t seem necessary, but RFC 3161

had one?

The following schema fragment defines the <TimeStamplnfo> element:

<el enent nanme="Ti neSt anpl nf 0" >
<conpl exType>
<sequence>

<el ement ref="ts:Policy" />

m nCccur s="0" />

ref="ts: Accuracy" m nCccurs="0" />
ref="ts: Ordering" m nCccurs="0" />
m nCccur s="0" />

<el ement ref="ts:Digest" />

<el enent ref="ts: Serial Nunber"
<el enent ref="ts:CreationTine" />
<el enent

<el enent

<el enent ref="ts: Nonce"

<el enent ref="ts: Extensions"

</ sequence>
</ conpl exType>
</ el enent >

m nCccurs="0" />

3.13 Element <TimeStampResponse>

The <Ti neSt anpResponse> element is the response to a <Ti neSt anpRequest >. If the
request is successful, then it contains the actual timestamp token produced by the TSA. It

contains the following elements:
<St at usl nf 0> [Required]

Contains the status of the response.

<Si gnat ur e> [Optional]

Contains the enveloping signature of the TSA over the <Ti neSt anpl nf 0> element.
Thus, <Ti neSt anpl nf o> is inside of this element. When the status attribute of the
<St at usl nf 0> element contains the value granted or grantedWithModifications, this
element MUST be present. When the status attribute of the <St at usl nf 0> element
contains any other value, this element MUST NOT be present. This element is imported

from [XMLSig].

The following schema fragment defines the <Ti neSt anpResponse> element:

<el enent nane="Ti neSt anpResponse" >

<conpl exType>

<sequence>
<el enent ref="ts: Statuslnfo" />
<I-- envel opi ng signature with Ti meStanpl nfo inside -->
<el enment ref="ds: Si gnature" m nCccurs="0" />
<el enent ref="ts: Extensions" m nCccurs="0" />

</ sequence>
</ conpl exType>
</ el enent >

4 TIML and XML Signature Syntax and

Processing

These are requirements on the relying party.



283

284
285

286

287
288

289

290

291

292
293
294

295

296
297
298

299
300
301

302
303

304

4.1 Token Validation

We will need to define the process whereby a Time Stamp Token (<TimeStampResponse>) is
validated by a relying party.

4.2 Signature Validation

We will also need to define the process of verifying an XML Signature when there is a Time
Stamp Token associated with it.

5 Time Stamp Authority Requirements

These are requirements on the Time Stamp Authority.

6 Methods of Identifying the TSA

We will need to think about how to identify the TSA. If X.509 certificates are being used, then the
id-kp-timeStamping Extended Key Usage extension from [RFC3161] should be used. We will
also need to think about how to identify a TSA when SAML is used.
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