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INTRODUCTION

This document aims to bring the attention of the OASIS DSS TC to the set of attributes defined by XAdES. Its ultimate goal is to raise the discussion about the convenience of including new requirements for the management of such attributes by the Web Services under specification.

First section provides very basic information on the attributes defined by XAdES.

Next section deals with the different use cases and their potential need of using some of the attributes.

Last section contains an initial proposal of requirements based on the previous one.

RATIONALE AND BRIEF SUMMARY OF THE ATTRIBUTES DEFINED BY XAdES

XAdES defines “formats for advanced electronic signatures that remain valid over long periods (….) and incorporate additional useful information in common use cases (like indication of the commitment got by the signature production” (bold is mine).

Below follows a very short presentation of the attributes:

ATTRIBUTE: SigningTime
SEMANTICS: “time at which the signer (purportedly) performed the signing process”. It is not a time-stamp. It should be considered as a claimed time.

PROTECTED BY SIGNER’S SIGNATURE: Yes.

ATTRIBUTE: SigningCertificate
SEMANTICS: contains “references to certificates and digest values computed on them”. The certificate used to verify the signature must be referenced and other certificates in the certpath may also be there. 

PROTECTED BY SIGNER’S SIGNATURE: Yes.

ATTRIBUTE: SignaturePolicyIdentifier
SEMANTICS: contains one “identifier that uniquely identifies a specific version of the signature policy” and also the digest value of the signature policy itself. The document summarizes some additional qualifiers that can resolve certain additional requirements: text to be displayed when the signature is validated, notices produced by organizations, etc.

PROTECTED BY SIGNER’S SIGNATURE: Yes.

ATTRIBUTE: CounterSignature
SEMANTICS: contains one signature computed on the signature value of other signature.

PROTECTED BY SIGNER’S SIGNATURE: NO. The countersignature is another signature that can be signed by other entity.

ATTRIBUTE: DataObjectFormat
SEMANTICS: “provides information that describes the format of the signed data object”. The text makes explicit mention to the fact that it is useful when “it is mandatory to present the signed data object to human users on verification”

PROTECTED BY SIGNER’S SIGNATURE: YES.

ATTRIBUTE: CommitmentTypeIndication
SEMANTICS: It “univocally identifies the type of commitment made by the signer”. A number of commitments have been identified, but ulterior work seem to show that there are certainly much more

PROTECTED BY SIGNER’S SIGNATURE: YES.

ATTRIBUTE: SignerRole
SEMANTICS: It contains information on the “roles that the signer can play” when signing. This attribute allows for adding attribute certificates (certified roles) or claimed roles by the signer, but certainly not certified.

PROTECTED BY SIGNER’S SIGNATURE: YES.

ATTRIBUTE: SignatureProductionPlace
SEMANTICS: It contains an indication on the place “where the signer was  at the time of signature creation” (purportedly). The place is indicated by means of a postal address with its corresponding components.

PROTECTED BY SIGNER’S SIGNATURE: YES.

ATTRIBUTE: CompleteCertificateRefs
SEMANTICS: It contains the sequence of references to the full set of CA certificates that have been used to validate the electronic signature up to (but not including) the signer’s certificate. For each certificate, its corresponding digest value is also given. When dealing with long term signatures, all the data used in the verification process must be stored and conveniently protected. This attribute can be used in those environments where the certificates themselves will be stored in an accessible and known place. The stored signature, having this attribute allows for immediate identification of all the needed verification data.

PROTECTED BY SIGNER’S SIGNATURE: NO. This information may be added by signer or by the verifier.

ATTRIBUTE: CompleteRevocationRefs
SEMANTICS: It contains the sequence of references to the full set of the revocation data that have been used in the validation of the certpath certificates. This attribute can contain references to CRLs checked or OCSP responses got during the verification of the signature. Again, it is useful when the signature and all this material are stored separately.

PROTECTED BY SIGNER’S SIGNATURE: NO. This information may be added by the verifier.

ATTRIBUTE: CertificateValues
SEMANTICS: It contains “the full set of certificates that have been sused to validate the electronic signature”. It is useful for those environments where there is no provision of a specific place for long term storage of the certificates.

PROTECTED BY SIGNER’S SIGNATURE: NO. 

ATTRIBUTE: RevocationValues
SEMANTICS: It contains “the revocation information which are to be shipped with the siganture“. This one is also useful for those environments where there is no provision of a specific place for long term storage of these data.

PROTECTED BY SIGNER’S SIGNATURE: NO.

Apart from these attributes, a number of specific attributes for encapsulating time-stamps ON SPECIFIC DATA of the signature have also been defined. None of them have to be protected by the signer’s signature, as they are by themselves signed by TSA. All of them incorporate means to identify what parts of the signature are timestamped by the timestamp they contain.

ATTRIBUTE: SignatureTimeStamp
SEMANTICS: This attribute “encapsulates a time-stamp over the ds:SignatureValue” 

PROTECTED BY SIGNER’S SIGNATURE: NO. 

ATTRIBUTE: IndividualDataObjectTimeStamp and AllDataObjectsTimeStamp
SEMANTICS: The first one “contains the timestamp computed before the signature production, over a sequence formed by SOME ds:Reference elements within the ds:SignedInfo”. This sequence does not contain the ds:Reference to the signed attributes!. As it is possible more than one, it allows for adding timestamps on selected references in ds:SignedInfo. The second attribute contains a collective timestamp for the whole list of the ds:References in ds:SignedInfo (except for the ds:Reference to the signed attributes!).

PROTECTED BY SIGNER’S SIGNATURE: NO. 

ATTRIBUTE: SigAndRefsTimeStamp
SEMANTICS: This attribute contains a timestamp on the signature incorporating the validation data references mentioned before. This attribute will be present “when there is a requirement to safeguard against the possibility of a CA key in the certificate chain ever being compromised” because a “verifier may be required to provide on request, proof that the certification path and the revocation information used a the time of the signature were valid, even in the case where one of the issuing keys or OCSP responder keys is later compromised” 

PROTECTED BY SIGNER’S SIGNATURE: NO.

ATTRIBUTE: ArchiveTimeStamp
SEMANTICS: This attribute is used for long term validity signatures. Once the signature with all the attributes (including those containing the certpath and revocation values) as been stored, as time goes on, regular time-stamping protects it against algorithms becoming weak, etc, etc.

PROTECTED BY SIGNER’S SIGNATURE: NO.

XAdES ATTRIBUTES AND USE CASES

I will go through the attributes and try to raise some questions or remarks about their potential usefulness for the use cases (UC) identified.

SigningTime

I would say that specific scenarios of almost all the use cases in the document could request the inclusion of a signing time indication by the signer. The Time-stamping/Time-marking UC raised by Nick Pope, explicitly mentions it.

SigningCertificates

This is an attribute that focuses in a quite technical issue and could be worth to use it in a number of situation.

SignatuePolicyIdentifier

Delegated Signature Validation use case explicitly says that the client can optionally specify “the signature policy under which the signature must be validated”. In fact, a signature policy could specify how the signature has to be produced and how the signature has to be validated. The incorporation of this attribute in a signature could help the service to identify, for instance, situations where the signature was produced under conditions not acceptable by the client.

Other more business oriented use cases could also have specific scenarios where such an attribute would be applicable. Below follow some short considerations.

Corporate Seal: Could not be foreseen certain scenarios where the corporation wants to declare under which policy its corporative documents are signed?. The same question could be made for SOAP signing UC. Even for the Identifier Requester UC it could happen that the requester could be presented a number of policies under which the service could act and select one. I have said that I do not know the details of the eNotarization UC and Court Fillings UC, but the same arguments could apply.

CounterSignature

Generally speaking I have read a number of papers and heard a number of people that speak about the fact that certain documents in paper world need signatures on signatures (a kind of “superior level” signature) to be considered as documents having their purported effect. Corporate Seal, SOAP Signing and other UCs come to mi mind.

DataObjectFormat

I have to confess that I am not completely sure about this attribute: perhaps it could have a relationship with the transformation chain UC raised by Gregor as it is intended to give a hint of the format of the signed data when it has to be presented to a human user?.

SignerRole

I think that this attribute would make sense in a number of environments where a document must be signed by somebody playing one specific role no matter the identity of that person actually is, ie, when the purported effects of the document are endorsed to the role, not to the entity.

In that respect, I have been thinking in the Corporative Seal UC, and I wonder if the UC restricts itself to environments where always the same kind of documents will be signed (ie documents that have their purported effect no matter the position of who requests the signature is), or it would also cover production of signatures of let us say “different levels”. The same argument could be applied for SOAP Signing and perhaps others…

SignatureProductionPlace

To tell you the truth, I am not very sure about this one. Certainly, there are current paper documents that must have an indication of the place, but I am not sure if such need could appear in some of our use cases.(Perhaps in international trade? I do not know)

CompleteCertificateRefs and CompleteRevocationRefs

It could be requested to a validation service as the one  in Delegated Signature Verification UC the inclusion of such attributes in the signature for allowing arbitration on the signed documents.

CertificateValues and RevocationValues

The rationale for this one would be similar to the previous one.

Timestamps

The last UC presented by Nick mentions a number of situations where the attributes encapsulating timestamps are worthwile: the signatureTimesamp, the SigAndRefsTimestamp and ArchiveTimestamp (his Long Term Archival), the IndividualDataObjectTimeStamp and AllDataObjectTimestamps (correlation with external events).

FIRST PROPOSAL FOR XAdES REQUIREMENTS

From what I have said above, I would like the group to discuss whether the Signing DSS Web Service protocol should incorporate means to request him (question marks come with those items I am not sure about):

· The incorporation of the signing time in the signature.

· Signing Certificates (the service could get the certpath for the requester).

· The signature policy identifier and produce the signature according to this policy.

· To countersign a previously existing signature.

· To include information of the format of what is signed (???).

· To include the role of who requests the signature production (in both ways, as a claimed role or as a certified role).

· To include information on where the signature has been produced ???

· To include different types of timestamps: of the signature, of some of the data to be signed, of all the data to be signed…

Concerning the validation web service, I would like the group to comment whether its protocol should incorporate means to request him:

· The verification of a signature AND the incorporation to that signature the references of all the required validation data (i.e. references and hashes of the certificates and CRLs or OCSP responses).

· The verification of a signature AND the incorporation to that signature the of all the required validation data (i.e. references and hashes of the certificates and CRLs or OCSP responses).

· The verification of a signature AND the incorporation of a timestamp for long term validity (ie, those timestamps encapsulated by SigAndRefsTimestamp and ArchiveTimestamp.

