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Scope of Profile

This DSS profile is to support creation and validation of XML Signatures in scenarios where the client is either ignorant of signing/verification policy or does not have the authority to specify such policy. It is the server (or the suppporting infrastructure) that maintains and specifies policy and so is ‘policy-wise’.

Motivation

DSS provides to clients significant flexibility in customizing the base SignRequest/VerifyRequest messages, implying that the DSS client is sufficiently aware of signing/verification policy to create appropriate requests. In many scenarios, for reasons of security and/or policy management, clients will not have this policy awareness; signing/verification policy will be instead stored and managed at (or behind) the DSS server on behalf of its clients.

Consequently, in these scenarios, the full flexibility that the base DSS profiles provide for request customization is unnecessary. The Policy-wise DSS Profile will remove this undesirable flexibility to facilitate interoperability.

Outline of Profile

a) Signature creation will be based on DSS SignRequest. Currently optional request inputs for Selective Signing, Signature Placement, Processing steps, Output options, etc will be removed. In processing the SignRequest, the server will be led by local policy - the appropriate policy determined by either some internal document characteristic, the identity of the requestor, a specified policy identifier, etc.

b) Signature verification will be based on DSS VerifyRequest. Currently optional request inputs for Selective Verification, Trust Settings etc will be removed. In processing the VerifyRequest, the server will be led by local policy - the appropriate policy determined by either some internal signature characteristic, the identity of the requestor, a specified policy identifier, etc.

