Discussion Document 
Outline of OASIS DSS profile for an Entity “Seal”

Scope of Profile

This DSS profile is to support creation and validation of  a “seal” that represents a given Entity or Organization, on electronic data.

This service:

a) Protects the integrity of the document,

b) includes  the time at which the seal was applied proving that the data existed at the given time,

c) includes  the identity of the entity or organization of the  entity or organization applying the seal to the electronic data.

d) may includes a statement of intent [commitment?] for applying the seal.

Outline of Profile

The “seal” is requested using a DSS <SignRequest> with:

· The digest of the document to be sealed in <DocumentHash>,

· Optionally, the requestor’s identity in <ClaimedIdentity> authenticated using underlying protocol,

· Optionally, authorisation to request the signature is provided using the underlying protocol.

The “seal” is returned as an XML Signature in a DSS <SignedResponse> containing:

· The digital signature of a trusted third party / authority,

· Optionally the <SigningTime>,

· Optionally the <RequesterIdentity>. 

The “seal” can be verified using a DSS <VerifyRequest> with the hash of the document passed in <DocumentHash>.

The use of options is controlled through the <ServiceProfile> / <ServicePolicy>.

