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Abstract:

This document profiles the OASIS DSS core protocols for the purpose of creating and verifying XML-encoded time-stamps.

Status:

This is a Committee Draft produced by the OASIS Digital Signature Service Technical Committee.  Committee members should send comments on this draft to dss@lists.oasis-open.org.

For information on whether any patents have been disclosed that may be essential to implementing this specification, and any offers of patent licensing terms, please refer to the Intellectual Property Rights section of the Digital Signature Service TC web page at http://www.oasis-open.org/committees/dss/ipr.php.
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3 Profile of Signing Protocol

3.1 Element <SignRequest>

3.1.1 Element <OptionalInputs>

The <dss:SignatureType> optional input from [DSSCore] is supported and may be sent by the client.  The timestamping specific optional input <RenewTimestamp> is also supported and may be sent by the client.  No other optional inputs are supported.
3.1.1.1 Element <SignatureType>
The <dss:SignatureType> optional input may be one of these values, from section 7.2 of [DSSCore]:

· oasis:names:tc:dss:1.0:core:schema:XMLTimeStampToken

· urn:ietf:rfc:3161

Servers may support other values.  However, servers are under no obligation to support any particular values.  Thus, clients using the <dss:SignatureType> optional input may not interoperate with certain servers.
3.1.1.2 Element <RenewTimestamp>
The <RenewTimestamp> optional input element indicates to the server that the current sign request is a request for the renewal of an existing timestamp on data that were timestamped in the past, so that the validity period of the existing timestamp is effectively extended
<xs:element name="RenewTimestamp">

  <xs:complexType>

    <xs:sequence>

      <xs:element ref="PreviousTimestamp">

    <xs:sequence>

  </xs:complexType>

</xs:element>

<xs:element name="PreviousTimestamp">

  <xs:complexType>

    <xs:sequence>

      <xs:element ref="dss:Timestamp">

    <xs:sequence>

  </xs:complexType>

</xs:element>
If the <RenewTimestamp> optional input is present in the sign request submitted by the client to the server, and the server is able to process it, the <PreviousTimestamp> element contained in this optional input must also be present as an element of the resulting timestamp generated by the server and returned to the client.  For XML timestamps of type <ds:signature>, processing rules are described in Section 3.2.3.
Before submitting the sign request, the client must verify that the <PreviousTimestamp> element corresponds to the document(s) being re-timestamped, and the client should verify the <PreviousTimestamp> element.
Note: Legitimate reasons to renew a timestamp include (a) the public key certificate used to verify the digital signature in the timestamp is nearing its expiration date, or (b) the client needs to replace the hash value used for the timestamped data in the existing timestamp with a hash value using a stronger hash algorithm.

3.1.2 Element <InputDocuments>

3.2 Element <SignResponse>

3.2.1 Element <Result>

3.2.2 Element <OptionalOutputs>

3.2.3 Element <SignatureObject>

The server MUST return a <dss:Timestamp> signature object.
If the <RenewTimestamp> optional input is present in the sign request submitted by the client to the server, and the server is able to process it, the <PreviousTimestamp> element contained in this optional input must also be present as an element of the resulting timestamp generated by the server and returned to the client.  Specifically, for XML processing rules for XML timestamps of type <ds:signature>, the server must include the <PreviousTimestamp> element contained in the optional input as a child of an additional <ds:Signature>/<ds:Object> in the newly generated timestamp (i.e. in addition to the <ds:object> containing the <TstInfo>).  An additional <ds:SignedInfo>/<ds:Reference> must be included in the signature of the new timestamp signature.
The server generating the new timestamp in response to a request carrying the <RenewTimestamp> optional input need make no assertions about the validity of the <PreviousTimestamp> element submitted to it within this optional input.  A server that does not support the <RenewTimestamp> optional input must reject the sign request with a <ResultMajor> code of RequesterError and a <ResultMinor> code of NotSupported.

4 Profile of Verifying Protocol

4.1 Element <VerifyRequest>

4.1.1 Element <OptionalInputs>

The client may submit the <VerificationTime> optional input to instruct the server to determine the timestamp's validity at the specified time, instead of the current time.  No other optional inputs are supported.

4.1.2 Element <SignatureObject>

The client MUST send a <dss:Timestamp> signature object.
In the case where a timestamp T2 has been generated in response to a sign request carrying the <PreviousTimestamp> optional input on data and an existing timestamp T1, and if the validity of timestamp T1 can no longer be asserted independently, for example, because of compromised cryptographic primitives, the client may assert the validity of timestamp T1 by submitting the timestamp T2 to the server for verification, and by submitting the timestamp T1 to the server for verification using the optional input <VerificationTime> set to the time value indicated in timestamp T2.  This process may be generalized to multiple levels of nested timestamps.

4.1.3 Element <InputDocuments>

4.2 Element <VerifyResponse>

4.2.1 Element <Result>

This profile defines no additional <dss:ResultMinor> codes.

4.2.2 Element <OptionalOutputs>
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