The <EnvelopingSignature> element causes the server to build a new <ds:Object> element, to incorporate as its child one of the input documents, and to include it inside the returned signature.

WhichDocument [Required]

Identifies the XML input document which will be inserted into the returned signature (see the

ID attribute in section 2.4.1).

ObjId [Optional]

Sets the Id attribute on the returned <ds:Object>.

<xs:element name=”EnvelopingSignature”> 874

<xs:complexType> 875

<xs:attribute name=”WhichDocument” type=”xs:IDREF”/> 876

<xs:attribute name=”ObjId” type=”xs:string” use=”optional”/> 877

</xs:complexType> 878

</xs:element> 879
A DSS server that produces XML signatures SHOULD perform the following steps, upon
receiving a <SignRequest> with this option present. These steps may be changed or overridden by the optional inputs as indicated in their corresponding sections, or by the profile or policy the server is operating under.
1. The server builds the  <ds:Object> as follows:
a. The server identifies the <Document> that has to be enveloped as indicated by the WhichDocument attribute.
b. If the <Document> contains <XMLData>, the server accordingly processes it if there is indication of special encoding and gets the XML content.

c. If the <Document> contains <Base64Data>, the sever takes the text content of the <Base64Data>.
d. If the server wishes, it may apply additional XML signature transforms to the input document. These transforms should be applied as per [XMLSig]

section 4.3.3.2. If the server applies these transforms and the document to be enveloped comes within a <Base64Data> the server MUST base64-decode before its text content.
e. The server generates the new <ds:Object> and sets its Id attribute to the value indicated in ObjId attribute of the optional input if present. The server sets its content to the result of 1.b or 1.c.
2. The server forms the <ds:Reference> for the enveloped document. The elements and attributes of this <ds:Reference> are set as follows:

a. The URI attribute is set to the input document’s RefURI attribute. Clients MUST generate requests so that its value actually will reference the <ds:Object> generated by the server once this element will have been included in the <ds:Signature> produced by the server.
b. The Type attribute is set to the input document’s RefType attribute. If the input document has no RefType attribute, the <ds:Reference> element’s Type attribute is omitted.
c. The <ds:DigestMethod> element is set to the identifier of the digest algorithm that the server wants to use.
d. If the server has performed any transform on the input document as discussed in 1.d the server must proceed as indicated below:

1. If the result of such a processing is a XML nodeset the server canonicalizes it using Canonical XML [XML-C14N]. If not, the server takes the result of the transforms.
2. The server computes the digest of the result of 2.d.1.

e. If the server has not performed any transform on the input document, it MUST proceed as indicated below:

1. The server canonicalizes the <ds:Object> using Canonical XML [XML-C14N].
2. The server computes the digest of the result obtained in 2.e.1

g. The server base64-encodes the digest value obtained in d or in e and sets the <ds:DigestValue> content with it.

h. If the server has applied any transform to the input document, as discussed in 1.d, it builds and adds the corresponding <ds:Transforms> element. If the server has base64-decoded the <Base64Data> text content before applying any transform, such a decoding process MUST be the first transform indicated in the list.
