1.  Section 2.6 after line 575

There is currently to result code defined for valid signature but invalid signature timestamp so I suggest the following is added:

urn:oasis:names:tc:dss:1.0:resultminor:valid:signature:InvalidSignatureTimestamp

The signature is valid however the timestamp on that signature is invalid.

-------------

3.5.2 – Update as below:

2. Section 3.5.2 line 1025. Page 26.

 Original text: "In particular the DSS XAdES profile [DSS-XAdES-P]..."

 Proposed text: "In particular the DSS AdES profile [DSS-AdES-P]..."

 RATIONALE: The title of the profile has actually changed to AdES as it 

 contains details for XAdES and CAdES

 signatures. The reference itself should also be changed. See note for 

 change at the end of the list.

 -------------------------------------

 3. Section 3.5.2 line 1038. Page 26

 Original text: "Two scenarios for the timestamping of CMS signatures are supported...."

 Proposed text: "Two scenarios for the timestamping of both CMS and XML 

 signatures are supported...."

 RATIONALE: Certainly the cores is supporting the timestamping of both 

 types of signatures. Not mentioning

 the XML signature would be misleading.

 -------------------------------------

4. Add to end of 3.5.2 

"The following subsections specify the use of RFC 3161 timestamps with CMS signatures and the use of XML Timestamps or RFC 3161 timestamps for both scenarios."

[3.5.2.1 unchanged]

-------------------------------------

5 Replace 3.5.2.2 with following

 3.5.2.2 Processing for XML Timestamps on XML signatures 

If the type attribute in this optional input is urn:oasis:names:tc:dss:1.0:core:schema:XMLTimeStampToken and signature being timestamped is an XML signature, then the XML signature MUST contain <dss:timestamp> as defined in 5.1, placed in a <xades:XMLTimestamp> within a <xades:SignatureTimeStamp> as defined in [XAdES].

The <dss:timestamp> MUST contain <ds:Signature> with at least two <ds:Reference> elements:

-
One with the Type attribute set to "urn:oasis:names:tc:dss:1.0:core:schema:XMLTimeStampToken". and referencing a <ds:Object> element whose content is a <TSTInfo> element.

-
The other referencing the <ds:SignatureValue> being timestamped.

In scenario b) the incoming signature MUST be passed in on one of the following three elements <EscapedXML>, <InlineXML> or <Base64XML>.  

Note: In scenario b) the server SHOULD not verify the signature before adding the timestamp. If a client wishes that its signatures be verified as a condition of time stamping, the client SHOULD use the <AddTimestamp> optional input of the Verify protocol.

-------------------------------------

6 Add new section 3.5.2.3 as follows

3.5.2.3 Processing for RFC 3161 Timestamps on XML signatures 

[Add the following]

If the type attribute in this optional input is urn:ietf:rfc:3161 and signature being timestamped is an XML signature then the XML signature MUST contain an RFC 3161, placed in a <xades:EncapsulatedTimeStamp> within a <xades:SignatureTimeStamp> as defined in [XAdES].

In scenario b) the incoming signature MUST be passed in on one of the following three elements <EscapedXML>, <InlineXML> or <Base64XML>.  

Note: In scenario b) the server SHOULD not verify the signature before adding the timestamp. If a client wishes that its signatures be verified as a condition of time stamping, the client SHOULD use the <AddTimestamp> optional input of the Verify protocol.

-------------------------------------

7 In 4.3.2 

replace

The following sub-sections will describe the processing rules for verifying:

- 
CMS RFC 3161 signature timestamp tokens

- 
XML signature timestamp tokens

With

The following sub-sections will describe the processing rules for verifying:

- 
RFC 3161 timestamp tokens on CMS Signatures

- 
XML timestamp tokens on XML Signatures

-
RFC 3161 timestamp tokens on XML Signatures

… Rest of section unchanged 

-------------------------------------

8. Section 4.3.2.2 line 1555

Add to item 8.  “Minor Error urn:oasis:names:tc:dss:1.0:resultminor:valid:signature:InvalidSignatureTimestamp MAY be used to indicate that the signature is valid but the timestamp against that signature is invalid.

4.3.2.2
Processing for XML timestamp on XML Signatures

[update as per revision marks]

The present section describes the processing rules for verifying an XML Signature timestamp token embedded within an XML signature as an unsigned property. This XML signature may be passed in on a Verify call within the <SignatureObject> or embedded within a <Document>’s child.

The server shall verify the timestamp token performing the steps detailed below. If any one of them results in failure, then the timestamp token SHOULD be rejected.

1.
Extract the timestamp token embedded in the incoming signature as defined in 3.5.2.2.

2.
Verify that the verification key and algorithms used conforms to all relevant aspects of the applicable policy. Should this key come within a public certificate, verify that the certificate conforms to all relevant aspects of the applicable policy including algorithm usage, policy OIDs, and time accuracy tolerances.

3.
Verify that the aforementioned verification key is consistent with the ds:SignedInfo/SignatureMethod/@Algorithm attribute value.

4.
Verify the timestamp token signature in accordance with the rules defined in [XMLSig].

5.
Verify that the <ds:SignedInfo> element contains at least two <ds:Reference> elements.

6.
Verify that one of the <ds:Reference> elements has its Type attribute set to “urn:oasis:names:tc:dss:1.0:core:schema:XMLTimeStampToken”. Take this one and proceed as indicated below:

a.
Retrieve the referenced data object. Verify that it references a <ds:Object> element, which in turn envelopes a <TSTInfo> element.

b.
Verify that the <TSTInfo> element has a valid layout as per the present specification.

c.
Extract the digest value and associated algorithm from its <ds:DigestValue> and <ds:DigestMethod> elements respectively.

d.
Recalculate the digest of the retrieved data object as specified by [XMLSig] with the digest algorithm indicated in <ds:DigestMethod>, and compare this result with the contents of <ds:DigestValue>.

7.
Take each of the other <ds:Reference> and for each validate the hash as specified in [XMLSig].

:




8. Check that for one of the <ds:Reference> elements the retrieved data object is actually the <ds:SignatureValue> element and that it contains its digest after canonicalization.

9.
Set the <dss:Result> element as appropriate.  urn:oasis:names:tc:dss:1.0:resultminor:valid:signature:InvalidSignatureTimestamp MAY be used to indicate that the signature is valid but the timestamp against that signature is invalid.

4.3.2.3
Processing for RFC 3161 Timestamp on XML Signatures

The present section describes the processing rules for verifying an RFC 3161 timestamp token embedded within an XML signature as an unsigned property. This XML signature may be passed in on a Verify call within the <SignatureObject> or embedded within a <Document>’s child.

The server shall verify the timestamp token performing the steps detailed below. If any one of them results in failure, then the timestamp token SHOULD be rejected.

1.
Extract the timestamp token embedded in the incoming signature as defined in 3.5.2.3.

2.
Verify that the token's public verification certificate is authorized for time stamping by examining the Extended Key Usage field for the presence of the time stamping OID "1.3.6.1.5.5.7.3.8".

3.
Process the signature timestamp as defined in [XAdES] Annex G.2.2.16.1.3.

4.
Verify that the public verification certificate conforms to all relevant aspects of the relying-party's policy including algorithm usage, policy OIDs, time accuracy tolerances, and the Nonce value.

5.
Set the dss:Result element as appropriate.  urn:oasis:names:tc:dss:1.0:resultminor:valid:signature:InvalidSignatureTimestamp MAY be used to indicate that the signature is valid but the timestamp against that signature is invalid.

> 11. Section 8, Line 2051. Page 24.

> 

> Original text: "[DSS-XAdES-P] JC cruellas et al. DSS XAdES Profile. 

> OASIS, April 2006"

> 

> Proposed text: "[DSS-AdES-P] JC cruellas et al. "Advanced Electronic 

> Signature Profiles of the OASIS Digital Signature Service" "

