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1 Introduction
The AS4 profile of the ebMS V3 OASIS standard is intended to achieve the same functionality as AS2, while leveraging the features of the recent ebMS V3 standard. The main features of interest are compatibility with Web services standards, message pulling capability, and a built-in Receipt mechanism.
Profiling ebMS V3 means:

· defining of a subset of ebMS V3 options to be supported by the AS4 handler,

· deciding which types of message exchanges must be supported, and how these exchanges should be conducted (level of security, binding to HTTP, etc.) 

· deciding of AS4-specific message contents and practices (how to make use of the ebMS message header fields, in an AS4 context).

· deciding of some operational best practices, for the end-user. 
The overall goal of a profile for a standard is to ensure interoperability by:

· Establishing particular usage and practices of the standard within a community of users, 

· Defining the subset of features in this standard that needs to be supported by an implementation.

Two kinds of profiles are usually to be considered when profiling an existing standard:

1. Conformance Profiles. These define the different ways a product can conform to a standard, based on specific ways to use this standard. A conformance profile is usually associated with a specific conformance clause. Conformance profiles are of prime interest for product managers and developers: they define a precise subset of features to be supported.

2. Deployment Profiles. These define how a standard should be used by a community of users, in order to ensure best compatibility with business practices and interoperability. Deployment profiles are of prime interest for IT end-users: they define how to configure the use of a standard (and related product) as well as how to bind this standard to business applications. A deployment profile usually points at required or compatible conformance profile(s).
AS4 is defined as a combination of:
· An AS4 Conformance Profile (see section …), that defines the subset of ebMS V3 features to be supported by an AS4 implementation.

· An AS4 Deployment Profile (section …) that defines how to use underlying ebMS V3 features to achieve similar functions as specified in AS2.

2 AS4 Conformance Profiles for ebMS V3

Two AS4 conformance profiles are defined below: <JD> or do we want only the first one ?
(1) the AS4 ebHandler CP. This conformance profile supports both Sending and Receiving roles, and for each role both message pushing and message pulling.
(2) the AS4 light Client CP. This conformance profile supports both Sending and receiving roles, but only message pushing for Sending and message pulling for Receiving. In other words, it does not support incoming HTTP requests, and may have no IP address.
Compatible existing conformance profiles for ebMS V3 are:

- Gateway RM V3 or Gateway RX V3: a product implementing any of these profiles will also be conforming to the AS4 ebHandler CP (the reverse is not true).

2.1 The AS4 ebHandler Conformance Profile

The AS4 ebHandler  is identified by the URI:

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/cprofiles/200809/as4ebhandler
2.1.1 Feature Set

AS4 CP is defined as follows, using the table template and terminology provided in Appendix F (“Conformance”) of the core ebXML Messaging Services V3.0 specification [ebMS3].

	Conformance Profile:

AS4 ebHandler
	Profile summary: <“Sending+Receiving” / “AS4 eb Handler” /
Level 1 / HTTP1.1 + SOAP 1.2 + WSS1.1  >

	Functional Aspects
	Profile Feature Set

	ebMS MEP
	Support for all ebMS simple MEPs, in both Sender or Receiver role:

· One-way / Push,

· One-way / Pull,

Regardless of which MEP is used, the sending of an eb:Receipt message must be supported:

· For the One-way / Push, both “response” and “callback” reply patterns must be supported.

· For the One-way / Pull, the “callback” pattern is the only viable option, and the User message sender MUST be ready to accept an eb:Receipt either piggybacked on a PullRequest, or sent separately. The User message receiver MUST be able to send an eb:Receipt separately from the PullRequest.

Use of the ebbpsig:NonRepudiationInformation element (as defined in [ebBP-SIG]) MUST be supported as content for the eb:Receipt message.



	Reliability
	Support for the following QoS features for pushed or pulled ebMS messages: None

	Security
	· Support for username / password token, digital signatures and encryption.

· Support for content-only transforms.

· Support for security of attachments required.

· Support for message authorization at P-Mode level (see 7.10 in [ebMS3]) using wsse:UsernameToken profile, in particular authorization of the Pull signal for a particular MPC.

	Error generation and reporting
	· Capability of the Receiving MSH to report errors from message processing, either as ebMS error messages or as Faults to the Sending MSH. The following modes of reporting to Sending MSH are supported: (a) sending error as a separate request (ErrorHandling.Report.ReceiverErrorsTo=<URL of Sending MSH>), (b) sending error on the back channel of underlying protocol (ErrorHandling.Report.AsResponse="true").

· Capability to report to a third-party address (ErrorHandling.Report.ReceiverErrorsTo=<other address>).

· Capability of Sending MSH to report generated errors as notifications to the message producer (support for Report.ProcessErrorNotifyProducer="true")( e.g. delivery failure).

· Generated errors: All specified errors to be generated when applicable, except for EBMS:0010: On Receiving MSH, no requirement to generate error EBMS:0010 for discrepancies between message header and the following P-Mode features: P-Mode.reliability and P-Mode.security, but requirement to generate such error for other discrepancies.

	Message Partition Channels
	Support for additional message channels beside the default, so that selective pulling by a partner MSH is possible.

	Message packaging
	· Support for attachments required.

· Support for MessageProperties required.

· Support for processing messages that contain both a signal message unit (eb:SignalMessage) and a user message unit (eb:UserMessage).

	Interoperability Parameters
	Transport: HTTP 1.1

SOAP version: 1.2

Reliability Specification: none.

Security Specification: WSS1.0 and WSS 1.1. When using the One-way / Pull MEP, the response message must use by default the same WSS version as the request message. Otherwise, the version to be applied to a message is specified in the P-Mode.security


2.1.2 WS-I Conformance Requirements

The Web-Services Interoperability consortium has defined guidelines for interoperability of  SOAP messaging implementations. In order to ensure maximal interoperability across different SOAP stacks, MIME and HTTP implementations, this conformance profile requires compliance with the following WS-I profiles: 

· Basic Security Profile (BSP) 1.1  [ WSIBSP11]

· Attachment Profile (AP) 1.0, [WSIAP10] with regard to the use of MIME and SwA. 

Notes: 

· Compliance with AP1.0 would normally require compliance with BP1.1, which in turn requires the absence of SOAP Envelope in the HTTP response of a One-Way (R2714). However, recent BP versions such as BP1.2 [WSIBP12] override this requirement. Consequently, the AS4 ebHandler conformance profile does not require conformance to these deprecated requirements inherited from BP1.1 (R2714, R1143) regarding the use of HTTP. 

· The above WS-I profiles must be complied with within the scope of features exhibited by the AS4 ebHandler conformance profile. For example, since only SOAP 1.2 is required by AS4 ebHandler, the requirements from BSP 1.1 that depend on SOAP 1.1 would not apply. Similarly, none of the requirements for DESCRIPTION (WSDL) or REGDATA (UDDI) apply here, as these are not used.

This conformance profile may be refined in a future version to require conformance to the following WS-I profiles, once approved and published by WS-I:

· Basic Profile 2.0 (BP2.0)iui

2.1.3 Processing Mode Parameters

Summary of P-Mode parameters that must be supported by an implementation conforming to this profile. Fore each parameter, either:

· full support is required: an implementation is supposed to support the possible options for this parameter.

· Support for a subset of values is required.

· No support is required: an implementation is not required to support the features controlled by this parameter, and therefore not required to understand this parameter.

0. General PMode parameters:

· (PMode.ID: support not required) 

· (PMode.Agreement: support not required) 

· PMode.MEP: support for: http://www.oasis-open.org/committees/ebxml-msg/ {one-way, two-way}

· PMode.MEPbinding: support for: http://www.oasis-open.org/committees/ebxml-msg/{ push, pull, sync}

· PMode.Initiator.Party: support required.

· PMode.Initiator.Role: support required. 

· PMode.Initiator.Authorization.username and PMode.Initiator.Authorization.password: support for: wsse:UsernameToken.

· PMode.Responder.Party: support required.

· PMode.Responder.Role: support required. 

· PMode.Responder.Authorization.username and PMode.Responder.Authorization.password: support for: wsse:UsernameToken.

1. PMode[1].Protocol:

· PMode[1].Protocol.Address: support for “http” scheme. 

· PMode[1].Protocol.SOAPVersion: support for SOAP 1.2. 

2.PMode[1].BusinessInfo:

· PMode[1].BusinessInfo.Service: support required.

· PMode[1].BusinessInfo.Action: support required.

· PMode[1].BusinessInfo.Properties[]: support required. 

· (PMode[1].BusinessInfo.PayloadProfile[]:not required) 

· (PMode[1].BusinessInfo.PayloadProfile.maxSize: not required) 

· PMode[1].BusinessInfo.MPC: support required.

3. PMode[1].ErrorHandling:

· (PMode[1].ErrorHandling.Report.SenderErrorsTo: support not required) 

· PMode[1].ErrorHandling.Report.ReceiverErrorsTo: support required (for address of the MSH sending the message in error or for third-party).

· PMode[1].ErrorHandling.Report.AsResponse: support required (true/false).

· (PMode[1].ErrorHandling.Report.ProcessErrorNotifyConsumer support not required) 

· PMode[1].ErrorHandling.Report.ProcessErrorNotifyProducer: support required (true/false)

· PMode[1].ErrorHandling.Report.DeliveryFailuresNotifyProducer: support required (true/false) 

4. PMode[1].Reliability:

None
5. PMode[1].Security:

· PMode[1].Security.WSSVersion: support required for: {1.0 , 1.1 }

· PMode[1].Security.X509.Sign: support required.

· PMode[1].Security.X509.Signature.Certificate: support required.

· PMode[1].Security.X509.Signature.HashFunction: support required.

· PMode[1].Security.X509.Signature.Algorithm: support required.

· PMode[1].Security. X509.Encryption.Encrypt: support required.

· PMode[1].Security.X509.Encryption.Certificate: support required.

· PMode[1].Security.X509.Encryption.Algorithm: support required.

· (PMode[1].Security.X509.Encryption.MinimumStrength: support not required)

· PMode[1].Security.UsernameToken.username: support required.

· PMode[1].Security.UsernameToken.password: support required.

· PMode[1].Security.UsernameToken.Digest: support required (true/false)

· (PMode[1].Security.UsernameToken.Nonce:  not required)

· PMode[1].Security.UsernameToken.Created: support required.

· PMode[1].Security.PModeAuthorize: support required (true/false)

· PMode[1].Security.SendReceipt: support required (true/false)
· Pmode[1].Security.SendReceipt.ReplyPattern: support required (both “response” and “callback”))
2.2 The AS4 light Client Conformance Profile

The AS4 light Client  is identified by the URI:

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/cprofiles/200809/as4ebhandler
TBD. Mostly a subset of the ebHandler CP, along the line of the “Light Handler” defined in the ebMS CP committee draft. 

3 AS4 Deployment Profile of ebMS 3.0

This section summarizes the which components and modules of the ebMS 3.0 Core Features are used in this profile (i.e. modules that business partners need to use or support in order to comply with the profile and communicate with others who do comply). For each used component/module, this section also specifies whether the component/module has been profiled or not. If yes, the profiling details are given in following section(s).

3.1 Core Components/Modules

	Component Name and Reference
	Messaging Model (section 2)

	Profiling Status
	Usage: Required

Profiled: Yes

	Notes
	This Profile only supports the One-Way/Push MEP (Sync and Async) and the One-Way/Pull MEP.


	Component Name and Reference
	Message Pulling and Partitioning (section 3)

	Profiling Status
	Usage: Required

Profiled: No

	Notes
	This Profile supports Message Pulling and MPCs without any profiling points. 


	Component Name and Reference
	Processing Modes (section 4)

	Profiling Status
	Usage: Required

Profiled: Yes

	Notes
	


	Component Name and Reference
	Message Packaging (section 5)

	Profiling Status
	Usage: Required

Profiled: Yes

	Notes
	Default business process that defines acceptable defaults for Role, Service, and Action

Subcommittee is considering not supporting Bundled Messages (piggybacking) for the One-Way/Pull MEP.


	Component Name and Reference
	Error Handling (section 6)

	Profiling Status
	Usage: Required

Profiled: Yes

	Notes
	Possible addition of some new Error Codes regarding Delivery Awareness


	Module Name and Reference
	Security Module (section 7)

	Profiling Status
	Usage: Required

Profiled: Yes

	Notes
	Guidance to be specified regarding which part(s) of the message to be encrypted and included in the signature. Further guidance to be specified on how to securitize the PullRequest Signal and the preventing of replay attacks since the Reliable Message module will not be used.


	Module Name and Reference
	Reliable Messaging Module (section 8)

	Profiling Status
	Usage: Not supported by this profile

Profiled: No

	Notes
	This profile does not support the use of the Reliable Messaging Module using either WS-ReliableMessaging or WS-Reliability.  It furthermore supports a lighter version of RM called “Delivery Awareness”.


3.2 Additional Modules

<JD> these modules are not part of the core spec, so I would not list them in this section.
	Module Name and Reference
	Compression Module (na)

<JD> see proposed addition in Section 3 (“Additional Features”)

	Profiling Status
	Usage: Optional

Profiled: Yes

	Notes
	Guidance for compressing business payloads and how compressed payloads are packaged with respect to the Security Module will be described by its own Conformance Profile document.


	Module Name and Reference
	Delivery Awareness (na)

	Profiling Status
	Usage: Optional

Profiled: Yes

	Notes
	Not sure if Delivery Awareness needs its own section in the profile

<JD> Probably just a subsection. I have put some draft in Section 3.3 – maybe should go in Section 2.


3.3 Component/Module: Messaging Model

3.3.1 Profile Requirement Item: Message Exchange Patterns (MEP) and Receipts
	Scope of the Profile Feature
	Defines usage of ebMS MEPs, including Receipts.

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 2.2

	Profiling (a)
	This profile supports the One-Way/Push MEP.  

Both synchronous 

<JD> synchronous responses? Isn’t that Two-way / sync MEP?

 and asynchronous transport channels for the response are supported by this profile.

The Receiving MSH SHALL return the eb:Receipt, either on the HTTP response (back-channel) or using a separate connection, based on the PMode.Receipt.ReplyPattern parameter.  

	Profiling (b)
	This profile supports the One-Way/Pull MEP.  The Receiving MSH SHALL return the eb:Receipt using a separate connection.  Message bundling of eb:Receipts and PullRequests are not supported by this profile.

	Test References
	

	Notes
	Do we need to include the data flow diagrams that Jacques built?

<JD> this can be useful.


3.4 Component/Module: Processing Modes (put at the end)
3.4.1 Profile Requirement Item: P-Mode Parameters

	Specification Feature
	

	Specification Reference
	ebMS 3.0, Appendix D.3

	Profiling (a)
	PMode.MEP parameter will be constrained to the following value:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/oneWay

	Profiling (b)
	PMode.MEPbinding parameter will be constrained to the following values:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/push

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/pull

	Profiling (c)
	PMode.Initiator.Role parameter will have the following default value:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator


	Profiling (d)
	PMode.Responder.Role parameter will have the following default value:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder

	Profiling (e)
	PMode.Initiator.Role parameter will have the following default value:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator
<JD> duplicate.

	Profiling (f)
	PMode[1].BusinessInfo.Service parameter will have the following default value:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service
<JD> Add a reminder that messages with this default value will NOT be delivered by the receiving MSH (only used for testing)..

	Profiling (g)
	PMode[1].BusinessInfo.Action parameter will have the following default value:

http://docs..oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/action
<JD> For V3 implementations that automatically enforce the Core V3 default for this value (200704/test) it may be hard to implement this default?

	Profiling (h)
	PMode[1].Reliability parameters are not supported by this profile

	Alignment
	

	Test References
	

	Notes
	


3.5 Compoent/Module: Message Packaging

3.5.1 Profile Requirement Item: Example Item #1

	Specification Feature
	

	Specification Reference
	

	Profiling (a)
	

	Profiling (b)
	

	Profiling (c)
	

	Alignment
	

	Test References
	

	Notes
	


3.6 Component/Module: Error Handling

3.6.1 Profile Requirement Item: Delivery Aware Errors

	Specification Feature
	

	Specification Reference
	N/A

	Profiling (a)
	<JD>  this is where the values of the error handling PMode parameters that are expected to be used / supported by AS4 should be defined (e.g. PMode[1].ErrorHandling.Report.ReceiverErrorsTo: are such errors always supposed to be sent back to the Sender?
PMode[1].ErrorHandling.Report.AsResponse : should it be always « true » for one-way messages that have errors ?


	Profiling (b)
	Is there any specific AS4 error to be supported besides EBMS:xxxx errors? (as the term “Delivery Aware” suggests)? E.g. if a Receipt could not be generated for some other reason than regular message processing errors? Or if a n AS4 handler has not received an expected Receipt (error for its Producer app)?

	Profiling (c)
	

	Alignment
	

	Test References
	

	Notes
	New Error Code(s) for Delivery Aware Errors TBD


3.7 Module: Security

3.7.1 Profile Requirement Item: Security Element

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.1

	Profiling (a)
	An AS4 MSH implementation is REQUIRED to use the Web Services Security X.509 Certificate Token Profile [WSS10-X509] or [WSS11-X509].

	Alignment
	<JD> all external specs referenced should show up here (e.g. WSS)

	Test References
	

	Notes
	


3.7.2 Profile Requirement Item: Signing Messages

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.2

	Profiling (a)
	AS4 MSH implementations are REQUIRED to use Detached Signatures as defined by the XML Signature Specification [XMLDSIG] when signing AS4 user or signal messages.  Enveloped Signatures as defined by [XMLDSIG] are not supported by (<JD>or authorized in) this profile. 



	Profiling (b)
	AS4 MSH implementations are REQUIRED to include the entire eb:MessagingContainer Element <JD> do not see eb:MessageContainer in V3 spec???  and the SOAP Body in the signature.

	Alignment
	

	Test References
	

	Notes
	


3.7.3 Profile Requirement Item: Signing SOAP with Attachments Messages

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.3

	Profiling (a)
	AS4 MSH implementations are REQUIRED to use the Attachment-Content-Only transform when building application payloads using SOAP with Attachments [SOAPATTACH].  The Attachment-Complete transform is not supported by this profile.



	Profiling (b)
	AS4 MSH implementations are REQUIRED to include the entire eb:MessagingContainer Element <JD>??? and all MIME body parts of included payloads in the signature.

	Alignment
	

	Test References
	

	Notes
	


3.7.4 Profile Requirement Item: Encrypting Messages

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.4

	Profiling (a)
	AS4 MSH implementations are SHALL NOT encrypt the eb:PartyInfo section of the eb:Messaging header. Other child elements of the eb:Messaging header MAY be encrypted or left unencrypted as defined by trading partner agreements or collaboration profiles.

	Profiling (b)
	If an AS4 user message is to be encrypted and the user-specified payload data is to be packaged in the SOAP Body, AS4 MSH implementations are REQUIRED to encrypt the SOAP Body.

	Alignment
	

	Test References
	

	Notes
	


3.7.5 Profile Requirement Item: Encrypting SOAP with Attachments Messages

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.5

	Profiling (a)
	If an AS4 user message is to be encrypted and the user-specified payload data is to be packaged in conformance with the [SOAPATTACH] specification, AS4 MSH implementations are REQUIRED to encrypt the MIME Body parts of included payloads.



	Alignment
	

	Test References
	

	Notes
	


3.7.6 Profile Requirement Item: Security Token Authentication

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.7

	Profiling (a)
	

	Alignment
	

	Test References
	

	Notes
	


3.7.7 Profile Requirement Item: Message Authorization

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.10

	Profiling (a)
	<JD> should this be restricted to the wsse:UsernameToken as the only token? And also should message authorization be only assumed for Pull signals (not for user messages)?
Note that this authorization requires a second wsse header from the one in 2.5.8. 

	Alignment
	

	Test References
	

	Notes
	


3.7.8 Profile Requirement Item: Securing the PullRequest

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.11.x

	Profiling (a)
	An AS4 Sending MSH MUST authenticate a Receiving MSH that sends a PullRequest by using [WSS10-X509] or [WSS11-X509] coupled with the Message Partition Channel that a Pull signal is accessing for pulling messages.



	Profiling (b)
	For trading communities that are concerned about the possible malignant capture and replay attack of a PullRequest, it is RECOMMENDED that trading PullRequest signals be sent using the HTTPS transport protocol with optional Client-side Authentication.

	Alignment
	

	Test References
	

	Notes
	


3.7.9 Profile Requirement Item: Persistent Signed Receipt

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.12..2

	Profiling (a)
	An AS4 message that has been digitally signed MUST be acknowledged with a message containing an eb:Receipt signal that itself is digitally signed.  The eb:Receipt MUST contain the information necessary to provide nonrepudiation of reciept of the original message.



	Alignment
	

	Test References
	

	Notes
	


3.7.10 Profile Requirement Item: Persistent Authorization

	Specification Feature
	

	Specification Reference
	ebMS v3.0, Section 7.12..7

	Profiling (a)
	

	Alignment
	

	Test References
	

	Notes
	


3.8 SOAP Extensions

3.8.1 Profile Requirement Item: #wildCard, Id

	Specification Feature
	Header elements:



	Specification Reference
	ebMS 2, section 2.3.6, 2.3.7, 2.3.8

	Profiling
	(Section 2.3.6) #wildcard Element Content: Are additional namespace-qualified extension elements required?  If so, specify.

(Section 2.3.7) Is a unique “id” attribute required for each (or any) ebXML SOAP extension elements, for the purpose of referencing it alone in a digital signature?

(Section 2.3.8) Is a version other than "2.0" allowed or required for any extension elements?

	Alignment
	

	Test References
	

	Notes
	


3.9 MIME Header Container

3.9.1 Profile Requirement Item: charset

	Specification Feature
	MIME Header elements:

Content-Type

	Specification Reference
	ebMS 2, section 2.1.3.2

	Profiling
	Is the "charset" parameter of Content-Type header necessary?

If so, what is the (sub)set of allowed values?

Example: Content-Type: text/xml; charset="UTF-8"

	Alignment
	

	Test References
	

	Notes
	

	
	


3.10 HTTP Binding

3.10.1 Profile Requirement Item: HTTP Headers

	Specification Feature
	Header elements, MIME parts 

	Specification Reference
	ebMS 2, Appendix B.2.2.

	Profiling (a)
	Is a (non-identity) content-transfer-encoding required for any of the MIME multipart entities?

	Profiling (b)
	If other than "ebXML" what must the SOAPAction HTTP header field contain?

	Profiling (c)
	What additional MIME-like headers must be included among the HTTP headers?

	Alignment
	

	Test References
	

	Notes
	


3.10.2 Profile Requirement Item: HTTP Response Codes

	Specification Feature
	Header elements, MIME parts 

	Specification Reference
	ebMS 2, Appendix B.2.3.

	Profiling 
	What client behaviors should result when 3xx, 4xx or 5xx HTTP error codes are received?

	Alignment
	

	Test References
	

	Notes
	


3.10.3 Profile Requirement Item: HTTP Access Control

	Specification Feature
	Header elements, MIME parts 

	Specification Reference
	ebMS 2, Appendix B.2.6.

	Profiling 
	Which HTTP access control mechanism(s) are required or allowed?  [Basic, Digest, or client certificate (the latter only if transport-layer security is used), for example.  Refer to item 4.1.4.8 in Security section.  

	Alignment
	Appears as AccessAuthentication elements in CPA.]

	Test References
	

	Notes
	


3.10.4 Profile Requirement Item: HTTP Confidentiality and Security

	Specification Feature
	Header elements, MIME parts 

	Specification Reference
	ebMS 2, Appendix B.2.7.

	Profiling (a)
	Is HTTP transport-layer encryption required?

What protocol version(s)?  [SSLv3, TLSv1, for example.  Refer to item 4.1.4.6 in Security section.]

	Profiling (b)
	What encryption algorithm(s) and minimum key lengths are required?

	Profiling (c)
	What Certificate Authorities are acceptable for server certificate authentication?

	Profiling (d)
	Are direct-trust (self-signed) server certificates allowed?

	Profiling (e)
	Is client-side certificate-based authentication allowed or required?

	Profiling (f)
	What client Certificate Authorities are acceptable?

	Profiling (g)
	What certificate verification policies and procedures must be followed?

	Alignment
	

	Test References
	

	Notes
	


3.11 Additional Features

3.11.1 Compression

	Message Compression
	Profile requirements

	Which method is used?
	Guidance for compressing business payloads and how compressed payloads are packaged with respect to the Security Module will be described by its own Conformance Profile document


	How is compression indicated in the message? In the PMode?
	

	
	

	Others
	


3.12 Operational Profile

This section defines the operational aspect of the profile: type of deployment that the above profile is supposed to be operated with, expected or required conditions of operations, usage context, etc.

3.12.1 Deployment and Processing requirements for CPAs

	CPA Access
	Profile requirements

	Is a specific registry for storing CPAs required?  If so, provide details.
	

	Is there a set of predefined CPA templates that can be used to create given Parties’ CPAs?
	

	Is there a particular format for file names of CPAs, in case that file name is different from CPAId value?
	

	Others
	


3.12.2 Security Profile

	Security Profile
	Profile requirements

	Which security profile(s) are used, and under what circumstances (for which Business Processes)?  [Refer to Appendix C of Message Service Specification.  May be partially captured by BPSS isConfidential, isTamperproof, isAuthenticated definitions.]
	Example - within EAN•UCC, it is recommended to adopt persistent security at the application level, including:

•
Persistent digital signature

•
Persistent signed receipt

•
Persistent confidentiality

•
Persistent authorization

[This corresponds to Security Profile 21.]

	(section 4.1.5) Are any recommendations given, with respect to protection or proper handling of MIME headers within an ebXML Message?
	

	Are any specific third-party security packages approved or required?
	

	What security and management policies and practices are recommended?
	

	Any particular procedure for doing HTTP authentication, e.g. if exchanging name and password, how?
	

	Others
	


3.12.3 Receipt Profile <JD> (need to move that up in Section 2)
	Receipt Profile
	Profile requirements

	If delivery awareness is required, what is the expected semantics of a Receipt message? 
(a) well-formed  ebMS user message has been received and the MSH is taking responsibility for its processing, 
(b) in addition to (a), the message has been delivered to the application, 

(c): in addition to (b), the payload of the message is “application-valid”  and qualified for application-level (or business process-level) processing.
	

	If delivery awareness is required, what is the exact format of its content?
	

	Others
	


3.12.4 Error Handling Profile

	Error Reporting
	Profile requirements

	(Section 4.2.4.2) Should errors be reported to a URI that is different from that identified within the From element?  What are the requirements for the error reporting URI and the policy for defining it?
	<JD> AS4 may have some further requirements here.

	What is the policy for error reporting? In case an error message cannot be delivered, what other means are used to notify the party, if any?
	<JD> AS4 may have some further requirements here.

	(Appendix B.4) What communication protocol-level error recovery is required, before deferring to Reliable Messaging recovery?  [For example, how many retries should occur in the case of failures in DNS, TCP connection, server errors, timeouts; and at what interval?]
	<JD> AS4 may have some further requirements here.

	Others
	


3.12.5 Message Payload and Flow Profile

	Message Quantitative Aspects
	Profile requirements

	What are typical and maximum message payload sizes that must be handled? (maximum, average)
	

	What are typical communication bandwidth and processing capabilities of an MSH for these Services?
	

	Expected Volume of Message flow (throughput): maximum (peak), average?
	

	(Section 2.1.4) How many Payload Containers must be present?
	

	What is the structure and content of each container?  [List MIME Content-Types and other process-specific requirements.] Are there restrictions on the MIME types allowed for attachments?
	

	How is each container distinguished from the others?  [By a fixed ordering of containers, a fixed Manifest ordering, or specific Content-ID values.]. Any expected relative order of attachments of various types?   
	

	Others
	


3.12.6 Additional Messaging Features beyond ebMS Specification

	Additional Features
	Profile requirements

	Are there additional features out of specification scope, that are part of this messaging profile, as an extension to the ebMS profiling?
	

	
	


3.12.7 Additional Deployment or Operational Requirements

	Operational or Deployment Conditions
	Profile requirements

	Operational or deployment aspects that are object to further requirements or recommendations.
	Recommended or required practices.
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