Informal Input to the OASIS ebXML Messaging Services Subcommittee



From the Drummond Group, Inc

October 8, 2002

Mr. Ian Jones

Chair ebXML Messaging Services Technical Committee

Mr. Jones, 

The attached comments are intended to be used as constructive input to the committee based on on DGIs administration of 2 Interoperability trials between 12 different software vendors using implementations of ebMS version 2.0.  

· General Observations on the Spec
· Questions for the committee on clarification

· Consensus Items 

DGI’s core focus is to drive interopability and adoption of the ebXML standards in a vendor nuetral fashion. We hope that you and your committee will find this feedback useful. We intend to follow up with a more formal feedback after the end of the current ebXML Interoperability trial in late November or early December of 2002. 

Sincerely,

Mike Dillon

Drummond Group, Inc

mike@drummondgroup.com
817 875 0794
General Observations on the Spec

In general, we have found that the spec is well written and clear and represents a significant contribution to the field of reliable business to business messaging.
The spec is complex, and there are some subtle and specific interoperability issues that we were probably unanticipated and as a result are unclear.  A lot of these issues are actually related to underlying protocols such as MIME, SSL, etc.
There is very little discussion on wildcard element and no example.  

It would be nice to have more examples/discussion of how expected replies are formatted and returned.  The presence of syncReply, Acks, Errors, SOAP Faults, signing, retries, etc… leads to a large number of possible scenarios that could be described in pictures or sequence diagrams to bring more clarity to the spec.

Some of these issues may be addressed in the upcoming Implementation Guidelines from the IIC, and we look forward to following that work.

Questions for the committee on clarification

1) The spec appears to be contradictory on requirement for Multipart/Related.
In other words, the spec seems to say that messages without payloads can be either multipart or not.  Messages with payloads must be multipart.

The current DGI Interop adopted this convention “Message Handlers should tolerate messages that have no payloads in multipart/related, and tolerate messages that are plain SOAP format.”

In section 2.1.2 line 512 the spec states “Implementations MUST support non-multipart messages, which may occur when there are no ebXML payloads. An ebXML message with no payload may be sent either as a plain SOAP message or as a [SOAPAttach] multipart message with only one body part.”

In section B2.2 ( The HTTP Binding section ) line 2456, the spec states “The Content-Type: Multipart/Related MIME header with the associated parameters, from the ebXML Service Message Envelope MUST appear as an HTTP header.”
Perhaps line 2456 could be re-worded to just require Content-Type. 
2) Is SOAPAction required in a synchronous response ?

This is a little confusing, probably because SOAP itself is a synchronous model. The ebMS spec says under the HTTP binding section ( lines 2456 to 2463 )
“The rules for forming an HTTP message containing an ebXML Service Message are as 

follows: 

The mandatory SOAPAction HTTP header field must also be included in the HTTP header and MAY have a value of "ebXML" “

The current DGI Interop adopted this convention:

“Message Handlers should tolerate sync reply responses that contain a SOAPAction
header and sync reply responses that do not contain a SOAPAction header.”

3) syncReply in a synchronous response is not forbidden.

The spec does not specifically forbid syncReply from appearing in a synchronous response. We believe this is the intention, and it should probably be noted in the spec.
Consensus Items

The following is a detailed list of items that were formed as a consensus during the current interopability trial to date.  We feel that this information is useful to the committee in that it may point out 

Areas of the specification that can be firmed up 

Areas that are not adequately covered at this time either by ebMS or CPPA 

Areas that need to be addressed by implementation guidelines

SOAP Faults

Message Handlers should tolerate SOAP Faults sent as HTTP 500 responses or sent as
HTTP 200 responses, or sent as separate posts.
( thought here is that some MSH software is not capable of parsing information from 

from an HTTP 500 response )
cid based start parameter in the MIME Content-Type header

The start parameter of the MIME Content-Type header may be a cid ( content-id ) style 
reference.  It may contain a prefix of “cid:” which should be stripped to obtain the 
Content-ID value. For example,

SOAPAction: "ebXML"

Content-Type: Multipart/Related; type="text/xml";

boundary=”MIMEBoundary”; start="cid:myContentIDHeader"

--MIMEBoundary

Content-Type: text/xml

Content-ID: <myContentIDHeader>

MIME Multipart/Related header, case sensitivity

The ebMS 2.0 spec requires a MIME Content-Type: Multipart/Related header to appear 
as an HTTP header.   Consensus is that MSHs will tolerate mixed case in the phrase 
Multipart/Related. i.e., these 2 phrases are both valid “Multipart/Related” and 
“multipart/related”.

DSIG KeyInfo

During the first interop round, the KeyInfo element was optional, if it was present it was ignored.  We will maintain this convention, in other words, we are signing messages with certificates / keys that we have already agreed to and exchanged, and we will ignore the KeyInfo element if it is present.

Payloads are not canonicalized during the digital signing process.

The specification says that the transformations applied to payloads are “implementation dependent”.  We need a consensus to allow for validation of digests/signatures. Some participants have pointed out that C14 removes comments, which could cause security or integrity issues, overall consensus is that payloads should not be canonicalized. 

References to original message MUST be included in a signed Acknowledgment

A consensus analysis of the spec is “if you support signed acknowledgments, it is required that you include references to the original message digests”.  Further discussion  that this agrees with the analysis of the first DGI ebXML Interop participants.  Signed acknowledgments should include these References, even if the original message itself was not signed. 

Content-ID and MessageID MUST conform to MIME and include @, but receivers should act liberally.

For the time being our consensus will be that these IDs should be formatted in this fashion to comply with MIME specs, but that receivers should act liberally, and not reject a message solely based on Content-ID or MessageID not containing an @.

We will seek clarification from the ebMS TC committee on this specific issue.
Error Messages should not be signed

In general, Error Messages should be sent in the clear, to avoid the possibility that the Error is related to signing processes.  Specifically, when a signed acknowlegement is requested, and an Error message is generated in reply, that Error message should not be signed.

Sign then encode or encrypt

Consensus is that the best practice for signing messages that must be encoded or encrypted is to Sign the raw data first, then encode or encrypt.  This has an effect on binary payloads such as images, which are usually Base64 encoded, and has an effect on any message that will be signed and encrypted.

