1 ebXML SAML Use Case Discussion
ebXML is a highly aligned, but loosely coupled, family of specifications intended to promote XML-based business collaboration. Functionality is provided for runtime functionality (secure and reliable messaging), deployment and life-cycle configuration management, and design specification.
1.1 SAML Assertions

ebXML-UC1: Agent wishes to transfer SAML assertion(s) to its collaboration participant(s).

Goal: ebXML Messaging wants to standardize how SAML Assertions are conveyed between ebXML Messaging (MSH) nodes, including possible intermediate non-MSH but SOAP nodes found in the SOAP path connecting the MSH nodes. Although ebXML Messaging is layered over SOAP 1.1, it also makes extensive use of SOAP with Attachments (SwA). The intent is to treat SAML Assertions in a manner compatible with the SAML SOAP binding and profile, but allow for current and future ebXML extended packaging options. 
Also, the SAML AuthorizationDecision represents functionality enhancing the authentication and data confidentiality technologies currently mentioned within ebXML, and so is of particular interest. SAML signatures also need to be aligned with ebXML Messaging signature options. In particular, the suitability of ebXML based options for signature inheritance, given the current use of Xpath transforms in its signatures, needs to be assessed.
1.2 SAML Service Interactions

ebXML-UC2: Agent wishes to integrate SAML services within business process sequences. [By “within,” the intent is to indicate any “position”, including prepending, appending or concurrently interspersing, service requests within business interactions.]
OASIS ebXML BPSS will provide an XML schema for describing sequencing and organizing business collaboration interactions. Both business signals and business payloads can be found in the underlying message traffic. The intent is to examine whether SAML Service interactions should be treated as analogous to signals or as steps in a business process or possibly both, depending on the model and service. The latter option would require consideration of “bundling” SAML services with collaboration actions in a single message, something not allowed in the SAML SOAP binding and profile.

OASIS ebXML messaging has both “synchronous” and “asynchronous” patterns for RequestResponse message exchanges. SAML Service interactions for both patterns need to be described.

Goal: Provide recommendations concerning both bundled and stand-alone integration of SAML services within ebXML definable business process sequences.
2 SAML Binding or Profile Checklist

2.1 Party Interactions

Parties interact according to the ebXML Messaging 2.0 specification. This specification is layered over SOAP 1.1 envelopes and makes use of Soap with Attachments (SwA).

2.2  Parties and Intermediaries

Each collaboration is binary, and consists of one or two payload containing message exchanges, and potentially several business or message level signal messages. SOAP intermediaries are allowed.
2.3 Methods of Authentication 

Parties are allowed to bilaterally agree upon methods of authentication used in collaborations, and document those agreements using Collaboration Protocol Agreements (CPAs). Explicit support is provided for TLS or SSL server and client authentication, HTTP basic, digest or similar authentication. Data origin, and message, authentication is provided by means of XMLDsig, and can make use of PKCS7 digital signatures by agreement. 

2.4 Message Integrity Support

TLS or SSL provide one option for integrity. Digital signatures (using XMLDsig) provide another option for integrity over what has been signed.
2.5 Confidentiality, especially third party view of SAML messages and assertions

TLS or SSL for “transient” and PKCS7 for “persistent” data confidentiality. XMLEncryption can be used by agreement.
2.6 Error States

In addition to SOAP fault error states, ebXML defines numerous error codes and messages. These are returned in the SOAP:Envelope/SOAP:Header element’s content
2.7 Security Considerations

Threats/countermeasure inventory.
Spoof /data origin authentication using XMLDsig, peer authentication using HTTP authentication headers, or TLS or SSL server and client certificate handshake options.

Man in the Middle/peer authentication using TLS or SSL.
Snoop/data confidentiality using TLS or SSL or PKCS7 or XMLEncryption. Cryptographic Message Standard techniques are optionally allowed.
2.8 SAML Confirmation Method Identifiers
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URI for binding
Contact information

Description
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