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Abstract

This document proposes a transport independent format for symmetric keys.

1 Introduction

This document defines the symmetric key format content type.  It is transport independent. The Cryptographic Message Syntax [RFC3852] can be used to digitally sign, digest, authenticate, or encrypt this content type.

1.1 Requirements Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [WORDS].

1.2 ASN.1 Syntax Notation

A module for the '88 and the '93 ASN.1 [X.680, X.690] syntax are included.  They result in the same encoding on the wire.

2 Symmetric Key Package Content Type

The symmetric key package content type is used to transfer one or more plaintext symmetric keys from the source that generated the keying material to a receiver.  Multiple intermediaries may be involved in the delivery of the symmetric key package.  A symmetric key package MAY be encapsulated in one or more CMS protecting content types.

The symmetric key package content type has the following syntax:

  PKCS7-CONTENT-TYPE ::= TYPE-IDENTIFIER

  symmetric-key-package PKCS7-CONTENT-TYPE ::=

    { SymmetricKeyPackage IDENTIFIED BY id-ct-KP-sKeyPackage }

  id-ct-KP-sKeyPackage OBJECT IDENTIFIER ::= 

    { joint-iso-itu-t(2) country(16) us(840) organization(1)

      gov(101) dod(2) infosec(1) formats(2)

      key-package-content-types(78) TBD }

  SymmetricKeyPackage ::= SEQUENCE {

    version          KeyPkgVersion DEFAULT v2,

    sKeyPkgProps     [0] KMProperties OPTIONAL,

    sKeys            SymmetricKeys }

  SymmetricKeys ::= SEQUENCE SIZE (1..MAX) OF OneSymmetricKey

  OneSymmetricKey ::= SEQUENCE {

    sKeyProps        KMProperties OPTIONAL,

    sKey             OCTET STRING }

  KeyPkgVersion ::= INTEGER  { v1(1), v2(2) }

  KMProperties ::= SEQUENCE SIZE (1..MAX) OF KMProperty

  KMProperty ::= SEQUENCE {

    kmPropType   KM-PROPERTY.&id({KMPropertySet}),

    kmPropValue  KM-PROPERTY.&Type({KMPropertySet}{@kmPropType})

                     OPTIONAL }

  -- All key material properties are identified by either

  -- an object identifier or a relative object identifier.

  -- Relative object identifiers are relative to

  -- { TBD }

The SymmetricKeyPackage fields are used as follows:

- version identifies version of the symmetric key package content structure.  For this version of the specification, the default value, v2, must be used.

- sKeyPkgProps optionally provides properties that apply to all of the symmetric keys in the package.  Key properties are provided in Section 3.

- sKeys contains a sequence of OneSymmetricKey values.  This structure is discussed below.

The OneSymmetricKey fields are used as follows:

- sKeyProps optionally provides properties that apply to one symmetric key.   Key properties are provided in Section 3.

- sKey contains the key value encoded as an OCTET STRING.

The KMProperty fields are used as follows:

- kmPropType is an object identifier or a relative object identifier.  It identifies the keying material property; it also indicates the syntax of the associated kmPropValue.

- kmPropValue contains the keying material property value.

3 Key Properties
This section specifies key material properties.  They can appear within the sKeyPkgProps or sKeyProps fields within the symmetric key package content type.

The following ASN.1 class is used to specify the syntax of key material properties:

  KM-PROPERTY ::= CLASS {

    &Type       OPTIONAL,

    &id         FullOrRelativeOID UNIQUE }

  WITH SYNTAX {

    WITH SYNTAX &Type

    ID          &id }

  FullOrRelativeOID ::= CHOICE {

    fullOID     OBJECT IDENTIFIER,

    relOID      RELATIVE-OID }

  -- Key properties are relative to { TBD }

  KMPropertySet KM-PROPERTY ::= {

    ... -- Expect additional objects -- }

4 Security Considerations
The symmetric key package contents are not protected.  This content type MUST be combined with a security protocol to protect the contents of the package.

5 IANA Considerations
None.  Please remove this section prior to publication as an RFC.

6 Acknowledgements
This work was based on work generated by Russ Housley.
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Appendix A. ASN.1 Modules

This section describes data objects used by conforming PKI components in an "ASN.1-like" syntax.  This syntax is a hybrid of the 1988 and 1993 ASN.1 syntaxes.  The 1988 ASN.1 syntax is augmented with the 1993 UNIVERSAL Type UTF8String.

The ASN.1 syntax does not permit the inclusion of type statements in the ASN.1 module, and the 1993 ASN.1 standard does not permit use of the new UNIVERSAL types in modules using the 1988 syntax.  As a result, this module does not conform to either version of the ASN.1 standard.

Appendix A.1 may be parsed by an 1988 ASN.1-parser by replacing the definitions for the UNIVERSAL Types with the 1988 catch-all "ANY".

Appendix A.2 may be parsed "as is" by an 1997-compliant ASN.1 parser.

In case of discrepancies between these modules, the 1988 module is the normative one.

Appendix A.1. 88 ASN.1 Module

END

Appendix A.2. 93 ASN.1 Module

SymmetricKeyPackageModulev1

   { tbd }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- EXPORTS ALL 

-- IMPORTS NOTHING

  PKCS7-CONTENT-TYPE ::= TYPE-IDENTIFIER

  KeyPackageContentTypes PKCS7-CONTENT-TYPE ::= {

    symmetric-key-package |

    ... -- Expect additional content types --

  }

  symmetric-key-package PKCS7-CONTENT-TYPE ::=

    { SymmetricKeyPackage IDENTIFIED BY id-ct-KP-sKeyPackage }

  id-ct-KP-sKeyPackage OBJECT IDENTIFIER ::= 

    { joint-iso-itu-t(2) country(16) us(840) organization(1)

      gov(101) dod(2) infosec(1) formats(2)

      key-package-content-types(78) TBD }

  SymmetricKeyPackage ::= SEQUENCE {

    version          KeyPkgVersion DEFAULT v2,

    sKeyPkgProps     [0] KMProperties OPTIONAL,

    sKeys            SymmetricKeys }

  SymmetricKeys ::= SEQUENCE SIZE (1..MAX) OF OneSymmetricKey

  OneSymmetricKey ::= SEQUENCE {

    sKeyProps        KMProperties OPTIONAL,

    sKey             OCTET STRING }

  KeyPkgVersion ::= INTEGER  { v1(1), v2(2) }

  KMProperties ::= SEQUENCE SIZE (1..MAX) OF KMProperty

  KMProperty ::= SEQUENCE {

    kmPropType   KM-PROPERTY.&id({KMPropertySet}),

    kmPropValue  KM-PROPERTY.&Type({KMPropertySet}{@kmPropType})

                     OPTIONAL }

  -- All key material properties are identified by either

  -- an object identifier or a relative object identifier.

  -- Relative object identifiers are relative to

  -- { TBD }

  KM-PROPERTY ::= CLASS {

    &Type       OPTIONAL,

    &id         FullOrRelativeOID UNIQUE }

  WITH SYNTAX {

    WITH SYNTAX &Type

    ID          &id }

  FullOrRelativeOID ::= CHOICE {

    fullOID     OBJECT IDENTIFIER,

    relOID      RELATIVE-OID }

  -- Key properties are relative to { TBD }

  KMPropertySet KM-PROPERTY ::= {

    ... -- Expect additional objects -- }

END
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