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As the internet becomes increasingly hostile, companies are forced to review their need for data encryption for protecting customer information as never before.  Given the highly distributed nature of applications, the fact that confidential data is spread across many applications in the enterprise and the challenge of encrypting all of them consistently, while keeping total cost of ownership low is a challenge.  

This session will examine the fundamentals of encryption and discuss the architecture and its components that simplify enterprise-wide key management.  It will explore the vulnerabilities in a key management infrastructure, and their corresponding risk-mitigation strategies.  The session will discuss the issues information security auditors should be looking for in good and bad enterprise-wide key management infrastructure (EKMI) implementations and the tools, technologies and international standards in key management.

The participant will learn more about:

1.  What an EKMI is and its components

2.  How an EKMI works

3.  The potential vulnerabilities within an EKMI

4.  What to look for when auditing an EKMI

5.  Tools, technologies and standards within an EKMI

6.  Audit Guidelines being developed in conjunction with ISACA members at OASIS.

Prerequisites:

The participant should have at least three years of IT audit experience or equivalent knowledge and be familiar with terminology, approaches, methodologies and techniques to audit the IT environment.  Knowledge of symmetric versus asymmetric cryptography will be helpful for this session.

