Discussion paper on security issues for e-voting

Input to the OASIS election services list

1 Aim

The aim of this discussion paper is to identify interoperability security requirements for e-voting systems using XML schemas, including remote Internet voting (I-voting) systems.  Hence it aims to help determine the security requirements that have a direct impact on the design of XML schema for e-voting systems.  Such schemas are to be developed in the coming months by the OASIS election services list.

2 Scope

The scope of this paper is to identify the security issues that will have an influence on the design and content of the various XML schemas being developed by the OASIS election services list. The reliability of e-voting system and other issues regarding the trust of the implementation are currently out of scope of this paper.

This version of the paper covers the following aspects of remote e-voting services:

· Internet-based registration service, for I-voting systems,

· This covers the following XML schema:

· New voter registration 

· Internet-based I-voting service 

· This covers the following XML schema:

· Voter application

· Ballot delivery Schema

· Vote delivery Schema

Future versions of this paper may extend the scope to include other aspects of e-voting, including the security needs for other XML schema, including: 

· Election notification 

· Results reporting

Remote I-voting has been chosen as the model of e-voting for this paper.  This is because remote I-voting is considered to require the most demanding, stringent and challenging security provisions covering authentication, privacy and audits.  By meeting the requirements of remote I-voting, it is highly likely that the schemas developed will also meet the less demanding security needs of other types of electronic voting (e-voting) systems, like fixed site electronic kiosk.

In this paper remote I-voting is considered analogous to (paper) absentee balloting in the current voting systems used around the world.

3 Introduction

In order to identify how the security requirements will affect the design of an XML schema, the security requirements for each type of service needs to established. The processes in which the schemas are used then need to be specified.  Analysing of those requirement and process will determine what effect the security requirements will have on the data being interchanged and the XML schema itself.

4 Security Requirements

4.1 Remote Internet-based registration (I-registration)

The most demanding security services of Internet registration systems, for remote I-Voting is considered to be:

· Non-repudiation of the identity of the voter   

· Non-repudiation of the voting rights of the voter

Both the above services could have a direct impact on the XML schema for new voter registration.

Many of the registration requirements for electronic voting registration can be modelled on the existing registration procedures of postal ballot voting.  Provided that the voter’s identification and voting rights can be verified electronically to the same degree and trust as the current postal ballot system, then remote Internet registration (I-registration) is considered possible. Thus there is a need for the above non-repudiation services in I-registration systems.

To protect against malicious code attacks it could be a registration requirement for the voter to legally commit to providing protection against attacks on any system used to cast votes (e.g. provide a legal commit to vote using devices with anti-virus software, firewall protection and possibly a suitable configured trusted operating system). 

4.2  Remote Internet voting

The security services of remote I-Voting for the end user is considered to be:

· Voter authentication, verification that the person voting by Internet is a registered voter for the area in which the vote is being cast. 

· Vote integrity, assuring that an electronic ballot is not forged or modified surreptitiously.

To meet the above two requirement, authentication and integrity security services are needed.  The likely impact of this on the XML Ballot and Vote delivery schema is a need for secure cross-reference data between the security service provision (e.g. XML signature) and the schema content. 

Other security services of remote I-Voting which effect the design of the XML schema are considered to be:

·  Vote privacy, assuring that no one can learn how any individual voter voted.  This would include encryption of the data while in transit, and the autonomy of the voter’s details in the vote counting system.  Any digital id or signature used on the vote schema itself, must prove the legitimacy of the vote, but not identify of the voter.

·  Vote reliability, assuring that no Internet ballot is lost between the voter and the vote counting system and that the voter has been validated to have the right to vote.  This will include recovery of data between client and servers.  It relies on the registration system to validate the voter; a voter will then be issued with a single ballot to cast the vote on.

·  Non-duplication, assuring that no voter can vote more than once.  This will require the XML Ballot and Vote delivery schema to include “one time validation data” which will be able to correlate the issuing of e-ballot and the counting of e-votes.

Other security services of remote I-voting which are considered unlikely to effect the design of the XML schema at this stage are:

·  Protection against denial of service attacks on vote servers and clients. To meet this requirement there is a need to have trust in both servers and client systems.

·  Protection against malicious code attacks on vote client, this requires trust in the integrity of the client. Although this is considered unlikely to effect Ballot and Vote delivery Schema, it the may have an effect on the XML schema Voter application, New voter registration, see clause 4.1 above.

4.3 The procedures and processes

The procedures required to support remote I-registration are illustrated below:




The procedures required to support I-voting are illustrated below:








5 Conclusion

5.1 I- registration

Without an online electronic infrastructure for the strong verification of the identity, citizenship, age, and residence of the person registering to vote, it is very difficult to consider a totally remote Internet based e-voting registration system (I-registration system).  Such a system is likely to require the wide use of cryptography and national PKI infrastructures that operates nationally or has been specifically approved for use in e-voting within the nation. It is considered that remote I-registration is technically possible, but it does have huge political implications.

Absence of a remote I-registration system should no prohibit the implementation of a remote I-voting system, as most of the physical infrastructure and validation procedures are already in force for postal voting.   The procedures, practices and standards used in current postal votes could also be implemented using the alternative e-voting scenarios like e-registration at physical trust points.
5.2 I-voting

I-voting voting is considered analogous to (paper) absentee balloting in the current voting systems used around the world.  Hence it can be modelled on such requirements and procedures.
6 Effect on the design of the XML schema

6.1 I-voting registration

The effect of security on the design of an XML schema “new voter registration” is to ensure that there are fields where the user’s digital id/signature can be added and other data can be added to verify the vote’s identity and their voting rights.

The “new voter registration schema” will need to be able to coexist with various forms of digital ids. Including digital signatures, biological digital identification and traditional knowledge based security techniques. In particular, the schema will have to coexist with XML signatures, encryption, other the digital id and PKI standards, such as IETF PKIX.  Coexistence with existing security standards is need to provide the security infrastructure in which the trust in the overall system can be build.

This paper identifies the main security requirement when for the “new voter registration” XML schema as:

· Digital id’s to be referenced, 

· Unique reference data.  This is onetime security data needed for each instance in which the schema is being used  (e.g. votes one time digital id/signature)

· Timestamped and other non-repudiation data.

It would be advisable to have a general security tagged area, for the above data types. The general security tagged area should also be extendable to support other security requirements as they emerge and to support standard and private security extensions.

6.2 I voting system

The effect of the security requirements on the design of the voter application, the ballot and vote delivery schemas is to ensure that are tags for security data are provided in a similar way to the “new voter registration” schema as indicated above. Also, the three schemas need to coexistence with exiting security standards such exiting XML, PKIX and others, as they will be used to provide the security infrastructure in which the trust in the overall system can be build.

The ballot and vote delivery schemas have an additional need for a “onetime” security data to be included, this is needed to ensure that one and only one vote can be submitted per ballot (i.e. see clause 4.2 above “one time validation data”, “votes one time digital id/signature”).
I-voting can now proceed as if there was normal physical registration of the voter








Assumptions:


The electron office system is trusted and assured


The end user system is trusted to be error (virus) free


The connection between the end entity and the election office system is secure





Registrar of voters verifies the digital id on the “new voter registration form “





Voter connects securely to the election office registration system.





Voter fills out and authenicates the authnticity of the submitteddigitally signs an electronic “Internet Ballot Request Form” using the digital id. 





Voters have a trusted national id, or voting rights id.  This is likely to require a supporting  strong digital id system of some kind, which can be used to validate the voter and his rights under the electoral system.





Absentee ballots are counted and merged with the votes from the precinct and paper absentee ballots.





Registrar authenticates the “votes one time digital id/signature” and can separate the ballot from the identifying signature information or not depending on the auditing needs of the voting system.





Voter uses key pair to access ballot over the Internet, completes Internet ballot and affixes the “votes one time digital id/signature” to the ballot before sending it over the Internet to the elections office, using the vote delivery schema.





“Encryption used between the users end entity and the election office system”





Registrar mails the voter a “voters one time digital id/signature” to the voter at the address specified by voter.  This may be by post or encrypted so that only the voter can decrypt, using the ballot delivery schema.     





Registrar of Voters verifies the signature on the “Internet Ballot Request Form” or the electronic id on the  “Voter application” schema.





Voter fills out and signs a paper “Internet Ballot Request Form”.  





Alternatively, a remote voter connects securely to the voting system and used


 “Voter application” schema.





Voter registers to vote on paper voter registration card that is filed with the appropriate election office.





Or a trusted I-registration system is implemented. See above diagram.
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