Notes on e-democracy projects in Italy

At the moment, at least two e-democracy-related projects are in progress in Italy. Both are partially funded by the EU.

e-Poll

The e-Poll project (“Electronic polling system for remote voting operations”, www.e-poll-project.net) started in September 2000 and should be completed in August 2002 with a series of e-voting demonstrations. The project consurtium is formed by Siemens Informatica, the Italian Ministry of Internal Affairs, AnciTel (IT agency operating within the Italian Municipalities’ Association), Municipium (a similar Polish agency), AEC and France Telecom.

During the present pilot phase three voting experiments are to be performed in Italy, France and Poland. The first test took place in Avellino, in Southern Italy, on 7th October, 2001 during a recent referendum. About 300 voters were given by their municipality a smart card specially issued for the test and were invited to perform an electronic voting operation, with no legal value, after the traditional paper-based vote.

The e-Poll approach is based on a rather complex distributed architecture which requires secure network services over GSM or UMTS and voter identification through smart cards and fingerprint readers. E-vote may only be performed at monitored polling stations.

TruE-Vote

The TruE-Vote project (“A secure and trustable Internet voting system based on PKI”, www.true-vote.net and http://www.newham.org.uk/Library/Articles/TruE-Vote%20template.html) is backed by a wider consortium including PosteCom (Poste Italiane’ “Internet arm” and one of Italian registered certification authorities), Certinomis (French certification authority), CGIL Trade Unions, Milan University, Amsterdam University Taylor Nelson Sofres Abacus (political and social research studies and vote projections), Partenay district, Glocal, Newham Net.

The project goal is building a software platform based on Internet technologies and digital authentication to be used in political elections and commercial surveys as well. The TruE-Vote project will develop a specialised e-voting protocol supporting all four basic e-voting scenarios (at a specified monitored polling station, at any monitored polling station, from any monitored kiosk, from a domestic PC).

The project has just started and few information are available yet.

Comments

The two projects reflect different views on e-voting. E-Poll aims at building a rather complex, Intranet-based and highly secure infrastructure. TruE-Vote is more inspired to open standards and different scenarios. While the former has been backed by the Minister of Internal Affairs, who supervises the Italian election processes, the latter is probably more adherent to the requisites behind the Voting Services TC.

Although not much technical information is available, from our point of view both projects could benefit from the work of the TC. However, generic voting protocols and data representation might be useless to the first, which targets the limited yet crucial scenario of institutional elections, and seems to rely more on proprietary technologies.

A second crucial point is how voters and ballots are authenticated. Our strategy is to leverage Italian laws and regulations on digital signature, and particularly the signature cards and electronic ID cards that are being deployed in our country. Any architecture which requires dedicated or proprietary security technologies should be strongly motivated before being proposed.

A third important point is the network. In our view of e-government, all Italian public administrations shall be connected to a National Network which will link all regional, sectoral and single-administration networks. In a political election scenario, polling stations might well be nodes of an administration’s extranet, as the e-Poll project seems to assume. However, a flexible network architecture is a general assumption of all e-government programs (including the one described in the Italian e-government Action Plan), where services are typically de-localised. Once again, security should not require dedicated networks unless very stringent motivations are proposed.
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