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Conceptual Challenges 

We summarize these as a series of questions for UOCAVA voter applications:
· Can purely internet voting be made secure?

· Why is internet voting not like banking or e-Commerce sales?

· How would UOCAVA implement Software Independence (SI) as required by EAC VVSG?

· How can UOCAVA voters be assured that their vote is counted properly?

· Delivery of exact ballot and choices without possibility of compromise

· How can election authorities know that the actual voter cast the ballot and without interference?

· How does OASIS EML contribute to reliable solutions?

Online Voting v Online Banking

We have seen that the average voter or policy maker tends to view online voting like online banking and question why, since online banking is widely available and works, that online voting cannot be similarly implemented?  All the conveniences that online services provide should surely be available for voting also.
Since democracy was invented people have sought to “influence” the result of a vote.  The goal has to be to reduce the risk that people will use the computer technology introduced into the process to “cheat” in new and interesting ways that were previously not available.  Also computer technology should remove old ways of cheating and therefore minimize the risks that were there previously.
People should be able to transparently understand how the computer is handling their information and vote and have the means to independently verify that and hence be confident in and embrace the process.  To facilitate the understanding here we present the following brief comparison of online banking and online voting to illustrate why these are profoundly different conceptually and in practice.

Key points to note:

· It is all about verification and what a human is able to physically and tangibly know and prove compared to what a computer can make a human think they just saw happen

· Anonymous voting and vote tallying is 180o opposite of banking where every transaction is tied to a specific customer / recipient

· Anonymous voting requires that the voter cannot be identified and their specific vote known

· Voter intimidation and vote selling are illegal

· Receipts for voting are illegal
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Figure 1 illustrating aspects of online banking

Then for comparison Figure 2 shows online voting.
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Figure 2 illustrating aspects of online voting
Problems Identified
There are a number of essential problems that comparing these two processes shows:

· Voter cannot verify how their vote was applied; unlike online banking statement

· How do election officials know if vote was sold, gifted or influenced?

· How does voter know that their actual ballot choices are cast?

· computer can show voter one thing on screen, but cast another way digitally internally
· How do election officials confirm ballots came from real voters physically submitting ballots and not computer emulation of voters?

· voter may gift their ballot to someone else to cast

· How do you audit the process?

Mitigation Strategies

The following summarizes possible mitigation approaches to the problem identified:

· Submit signed paper documents and ballot matching the electronic versions of votes cast
· Audit those submitted paper ballots against the electronic ones
· Notify voter that election board received a ballot from them

· Allow voter to submit ballot, but then resubmit later (avoids intimidation)

· Require use of registered computer device and locale (reduces risk of vote selling / gifting)
· Always audit check online votes received regardless of the election results
Transparency and Auditability are key electoral requirements. Using open interfaces can provide transparency of the whole voting process from the time the votes are cast to the final count. Full scale deployment of systems within an Electoral Assurance Framework incorporating standards provides:
· Secrecy of the voter and their vote;
· Transparency, verifiability and auditability of the whole election;
· “Comfort” to the voter.
An Electoral Assurance Framework:

· Provides for Accreditation, Assessment and Certification of electoral systems and services;
· Builds trust by enabling public verifiability of the whole voting process;
· Needs to be based on open standards;

· Provides standardised interface points where vote auditing processes can be independently assessed under the Assurance Framework.

The OASIS EML Standard

To meet the requirements set out above, EML (Election Markup Language) has been developed as a standard for the structured interchange of data among hardware, software, and service providers who engage in any aspect of providing election or voter services to public or private organizations.  The objective has been to introduce a uniform and reliable way to allow systems involved in the election process to interoperate. 

EML provides specifications that: 
· Are an open public international standard

· Provides complete multi-lingual suite of election and voting management transactions

· Ensures consistent representation of voter records, election, districts, ballots & votes

· Verifiable transactions, including digital signatures and vtokens (voting device) identifiers

· Has been used for e-Voting

Lessons learned for UOCAVA

The following should be noted:

· Vote intimidation / influence / gifting is a significant risk

· Paper ballot is required to ensure audit trail and verification of online cast votes

· Dual mode of voting – paper ballot and digital can meet VVSG SI requirements

· Election board staff must review and verify ballots cast

Convenience v Safeguards

The following should be noted:

· Average voter fails to comprehend risks of online voting and internet compared to online banking (for example as illustrated by the high incidence of spam and phishing)
· Guaranteeing that the digital ballot represents the actual voter and their intended cast vote choices faces numerous hurdles for voter and election officials

· Both voter privacy and secure ballots cannot be guaranteed simultaneously via internet voting; securing one decreases the other proportionally.
· Safeguards are needed to ensure democratic processes cannot be undermined or subverted with technology

· Reliable auditing requires paper copy of original cast ballot

Summary
Open standards are the base on which to build future e-enabled elections that will be trustworthy, open and creditable. Using consistent data and exchanging that at recognised interface points is essential for trusted elections.  EML meets all known election requirements and is the only available international open standard that can meet the needs of elections officials and provide comfort to the voter.

In addition the following should be noted:

· OASIS EML provides consistent verifiable way to represent election digitally

· OASIS EML enables public result reporting and auditing records

· Creating online voting services is significantly easier when using OASIS EML as it provides all the tools needed

· Standalone e-Voting not possible; requires separate paper ballots as well for verification purposes
OASIS Election & Voter Services Technical Committee
July 2010
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