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Capital Wireless Integrated Network

Building a Bridge in Transportation and Public Safety Communicatons




To:

George Ake, Tom Coty, Dereck Orr


Date: May 7, 2003

cc:

Chris Blahm, Mike Waldron

From:

Tom Merkle

Re:

Standards Progress Report for Capital Wireless Integrated Network (CapWIN) 

Introduction
The primary mission of the CapWIN project is to provide an incident management mobile wireless data (phase 1) interoperability to the public safety and transportation agencies within Maryland (MD), Virginia (VA), and the District of Columbia (DC). The interoperability solution must encompass existing data and switch systems that CapWIN subscribers utilize. Additional features such as Voice over IP (VoIP) and Radio over IP (RoIP) will be implemented in future phases. 
CapWIN is to utilize an “open architecture” approach to perform its mission. The primary purposes of that approach is to provide an environment that eliminates vendor proprietary software & hardware solutions and is flexible for future needs. The future needs may be as simple as adding users or as complex as integrating new wireless communication technology.  By utilizing the “open architecture” approach the CapWIN project is an ideal candidate to become a national model for data (and later voice & radio) communications amongst the project subscribers. Identifying the standards required for the CapWIN project to migrate to the national model is a complex task.
Please note that the examples of problems found is not intended to single out any agency or organization but is used only to illustrate a condition, which may be symptomatic within the entire standards community.

Standards Documentation Problem Analysis
There is a multitude of recognized Standards Developing Organizations (SDO) that all have a stake in the various sectors touched by CapWIN. The following paragraphs identify the major standards and guidelines producers that have or may have an impact the current implementation of the CapWIN project. This listing is subject to change as more agencies become active in the wireless data and voice communication field and new technology breakthroughs are introduced into the CapWIN environment.
For the Transportation sector there are six primary SDOs; American Association of State Highway and Transportation Officials (AASHTO), Institute of Transportation Engineers (ITE), National Electrical Manufacturers Association (NEMA), Institute of Electrical and Electronic Engineers (IEEE), Society of Automotive Engineers (SAE), American National Standards Institute (ANSI) and numerous supporting groups such as: US Department of Transportation (USDOT), National Transportation Communications for ITS Protocols (NTCIP), and ITS America. 
The Public Safety sector has a larger problem due to the combination of SDOs and individual organizations (Companies, Corporations, Federal, State, and Local agencies) issuing standards and/or guidelines within their environments.  Some of the major standards and guideline contributors are:  Institute of Electrical and Electronic Engineers (IEEE), American National Standards Institute (ANSI), National Institute of Standards and Technology (NIST),  Telecommunications Industry Association (TIA), National Telecommunications & Information Administration (NTIA), Institute for Telecommunication Science (ITS), National Institute of Justice (NIJ), Interwoven, Inc., American Probation and Parole Association (APPA), National Center for State Courts (NCSC), Regional Information Sharing Systems (RISS), American Association of Motor Vehicle Administrators (AAMVA), Criminal Justice Information Services (CJIS), Public Safety Wireless Network (PSWN), Association of Public Safety Communications Officials (APCO), US Department of Justice (USDOJ) Office of Justice Programs (OJP), and the National Crime Information Center (NCIC).
In addition to the two main CapWIN user categories (public safety and transportation) there are many international and national standards, guidelines, software applications, and techniques being used within the CapWIN environment: Organization for the Advancement of Structured Information Standards (OASIS), World Wide Web Consortium (W3C), Federal Information Processing Standards (FIPS), Association of Information and Image Management (AIIM), Transmission Control Protocol/Internet Protocol (TCP/IP), Java 2 Enterprise Edition (J2EE), Simple Mail Transfer Protocol (SMTP), Point of Presence (POP), Extensible Markup Language (XML), HyperText Markup Language (HTML), Wireless Markup Language (WML), Web Services Description Language (WSDL), Simple Object Access Protocol (SOAP), Internet Engineering Task Force (IETF); Web Services Interoperability Organization (WS-I); Traffic Management Data Dictionary / External Traffic Management Center Communications (TMDD/ETMCC), Justice Data Dictionary (JDD), Federal XML Developers Guide. The instant messaging portion of CapWIN is based on the Jabber Application (http://www.jabber.org/about/overview.html ) which is based on the Extensible Messaging and Presence Protocol (XMPP) and the draft standards are currently being administered by the IETF. 
Many of the SDO documents in both of the Public Safety and Transportation sectors reference outdated or superceded documents. It is apparent no impact analysis or document linkage check has been performed as documents undergo revision. A good example of this problem is with the Intelligent Transportation Systems Critical Standards for the Transportation Equity Act of the 21st Century (TEA-21) document dated June 1999.  Some of the referenced documents can not be located such as the “Advanced Traffic Management Systems (ATMS) Data Dictionary (TMDD) TM 1.03. Many of the other standards are now released yet TEA-21 Critical Standards list has not updated to reflect the change in status.
Another example impacting both CapWIN sectors is the IEEE STD 1512-2000 IEEE Standard for Common Incident Management Message Sets for Use by Emergency Management Centers document which was approved 21 June 2000. It states a “companion volume repositing incident management data elements, exclusive to emergency management was underway” and lists IEEE P1512a, Emergency Management Data Dictionary (EMDD). The IEEE 1512a EMDD volume was canceled according to the following e-mail yet the existing IEEE 1512-2000 document does not reflect the change:
"Ann R. Lorscheider" <alorscheider@dot.state.nc.us>

01/30/2003 12:15 PM

To: j.haasz@ieee.org, Robert Barrett <r.barrett@ieee.org>

cc:

Subject: P1512a PAR withdrawal

Dear Jodi Haasz,

I am writing to request the withdrawal of P1512a (IMDD (Incident Management Data Dictionary)), which is the data dictionary for messages and elements contained in IEEE 1512-2000, IEEE 1512.3-2003, P1512.1 and P1512.2. The reasons being: 1) these

data elements have already been created and balloted in one of the standards afore mentioned, and 2) the IMDD is being maintained in the IEEE ITS data registry which also contains data elements from other SDOs working on ITS standards for USDOT.

Thank you

Ann Lorscheider, 1512 Chair

This creates a situation where the base document (1512-2000) no longer references a critical part (the data dictionary) that impacts all the other volumes of the 1512 series. In addition the references section cites “ITE TMDD, Standards for Functional Level Traffic Management Data Dictionary (TMDD), Standard No. TM1.01” which may be obtained from “Institute of Transportation Engineers (ITE) publications are available on the World Wide Web at the following ftp site: http://www.ite.org/standards/index.html .” Attempts to access the site were unsuccessful using the address given. By using the address: http://www.ite.org/standards/index.asp you can access the ITE ITS Standards web page but it does not yield a TM1.01 Traffic Management Data Dictionary. There is a TMDD standard shown but has no version number or revision history in it. There is a link to the http://www.TMDD.org site that contains a TMDD document TM1.03 Amendment 1 dated March 19, 2001. This site states “The unofficial TMDD web site is maintained for the Traffic Management Data Dictionary (TMDD) Steering Committee so that working documents may be easily exchanged. The official source for TMDD information is located on the Institute for Transportation Engineering's (ITE) Web Site.
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Figure 1 IEEE 1512 to CapWIN Project Association

A problem was found with the Federal Information Processing Standards (FIPS) Publication 46-3 Data Encryption Standard (DES), Reaffirmed Oct 25, 1999. The document consistently references FIPS 140-1 Security Requirements for Cryptographic Modules (released January 11, 1994), which was superceded by FIPS PUB 140-2 issued May 25, 2001. The cross index of the FIPS 140-2 contains the FIPS 46-3 standard. The NIST site: http://www.nist.gov/cmvp contains a notice that “Agencies may continue to purchase, retain, and use FIPS 140-1 products after May 25, 2002. However the FIPS 140-2 section 14 Implementation schedule states “A transition period from November 25, 2001 until six months after the effective date is provided to enable all agencies to develop plans for the acquisition of products that are compliant with FIPS 140-2. Agencies may retain and use FIPS 140-1 validated products that have been purchased before the end of the transition period. After the transition period, modules will no longer be tested against the FIPS 140-1 requirements.” In summary the FIPS 46-3 still references a standard (FIPS 140-1) that has been superceded.
Standards Applicability to the CapWIN Project

The biggest standards issue facing the CapWIN Project is determining the relevance and accuracy of the various standards, recommendations, and guidelines within all the environments CapWIN functions in. While the CapWIN Project is structured to function within Maryland, Virginia, and the District of Columbia, it also interacts with many national level initiatives and utilizes national & international standards. As the review of applicable standards move forward attention must also be focused on ensuring the standards are capable of supporting the development of the CapWIN Project into a national model. The next two figures show the currently identified standards as they pertain to each of the IEEE 1512 volumes that impact the CapWIN Project.
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IEEE Std 1512-2000

IEEE Standard for

Common Incident

Management Message

Sets for Use by

Emergency

Management Centers

Approved 2000

Transportation Equity Act for the 21

st

Century (TEA-21)

Critical Standards

Advanced Traffic Management System (ATMS)

Traffic Management Data Dictionary (TMDD) and

External Traffic Management Center Communications

(MS/ETMCC) Guide

Institute of Transportation Engineers (ITE)

TM 1.03

Draft 10/30/00

On-Board Land Vehicle Mayday Reporting Interface

Society of Automotive Engineers (SAE)

J2313: 1999

Standard for Data Dictionaries for Intelligent

Transportation Systems (ITS)

Institute of Electrical and Electronics Engineers (IEEE)

IEEE Std1489 - 1999

Standard for Message Set Template for Intelligent

Transportation Systems (ITS)

Institute of Electrical and Electronics Engineers (IEEE)

IEEE Std 1488 - 2000

Information Technology - Abstract Syntax Notation One

(ASN.1): Specification of Basic Notation

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-1: 1998

Information Technology - Abstract Syntax Notation One

(ASN.1): Information Object Specification

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-2: 1998

Information Technology - Abstract Syntax Notation One

(ASN.1): Constraint Specification

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-3: 1998

Information Technology - Abstract Syntax Notation One

(ASN.1): Parameterization of ASN.1 Specification

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-4: 1998

Location Referencing Message Specification

Society of Automotive Engineers (SAE)

J2374: 1999

PSAP Master Clock Standard

National Emergency Number Association (NENA)

NENA-04-002, Issue 1: 1996


Figure 2 IEEE 1512-2000 Standards to CapWIN Project Association
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Advanced Traveler Information System (ATIS) Data

Dictionary

Society of Automotive Engineers (SAE)

J2353: 1999

Advanced Traveler Information System (ATIS) Message

Set

Society of Automotive Engineers (SAE)

J2354: 1999

Advanced Traffic Management System (ATMS)

Traffic Management Data Dictionary (TMDD) and

External Traffic Management Center Communications

(MS/ETMCC) Guide

Institute of Transportation Engineers (ITE)

TM 1.03

Draft 10/30/00

Information Service Provider-Vehicle Location

Referencing Standard

Society of Automotive Engineers (SAE)

J1746

Released 2000

Commercial Vehicle Safety and Credentials Information

Exchange

American National Standards Institute (ANSI)

TS 285

Released 1996

Commercial Vehicle Safety Reports

American National Standards Institute (ANSI)

TS 284

Released 1998

On-Board Land Vehicle Mayday Reporting Interface

Society of Automotive Engineers (SAE)

J2313: 1999

Standard for Data Dictionaries for Intelligent

Transportation Systems (ITS)

Institute of Electrical and Electronics Engineers (IEEE)

IEEE Std1489 - 1999

Standard for Message Set Template for Intelligent

Transportation Systems (ITS)

Institute of Electrical and Electronics Engineers (IEEE)

IEEE Std 1488 - 2000

Standard on Incident Management (IM) Objects

Institute of Transportation Engineers (ITE)

NTCIP 1402v01.02:2000

Standard for Common Incident Management Message

Sets for Use by Emergency Management Centers

Institute of Electrical and Electronics Engineers (IEEE)

IEEE Std 1512-2000

Information Technology - Abstract Syntax Notation One

(ASN.1): Specification of Basic Notation

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-1: 1998

Information Technology - Abstract Syntax Notation One

(ASN.1): Information Object Specification

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-2: 1998

Information Technology - Abstract Syntax Notation One

(ASN.1): Constraint Specification

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-3: 1998

Information Technology - Abstract Syntax Notation One

(ASN.1): Parameterization of ASN.1 Specification

International Organization for Standardization  /

International Electrotechnical Commission (ISO/IEC)

ISO/IEC 8824-4: 1998

Standards for ATIS Message Sets Delivered Over

Bandwidth Restricted Media

Society of Automotive Engineers (SAE)

J2369: 2000

Messages for Handling Strings and Look-Up Tables in

ATIS Standards

Society of Automotive Engineers (SAE)

J2540: 2002

RDS Phrase Lists

Society of Automotive Engineers (SAE)

J2540-1: 2002

IT IS Phrase Lists

Society of Automotive Engineers (SAE)

J2540-2: 2002

National Names Phrase Lists

Society of Automotive Engineers (SAE)

J2540-3: 2002

Converting ATIS Message Standards From ANS.1 to

XML

Society of Automotive Engineers (SAE)

J2630: Draft 2002

The National Transportation Communications for ITS

Protocol (NTCIP) Guide

AASHTO / ITE / NEMA

NTCIP 9001 Ver. 3: 2002


Figure 3 IEEE 1512 Volumes .1, .2, .3 Common Transportation Standards to CapWIN Project Association

The transportation standards community felt that the public safety community (i.e.; CapWIN) did not wish to participate in the entire IEEE 1512 standards process. I have identified the core participants from the transportation community and am actively working with them to ensure public safety is represented in all standards issues. All participants now understand the 1512 series is a partnership of documents pertaining to each sector’s area of expertise and impact analysis to supporting standards is critical.
Figure 4 on the next page shows the continued layering of standards, this time with the perspective of the IEEE 1512.2 Public Safety volume. As with the figures before (Figs 1, 2, 3) figure 4 indicates more standards are being used and from varying sources. I have not finished thoroughly reviewing and suspect I still have not uncovered all applicable standards required to successfully ensure the IEEE 1512.2 volume contains accurate information.
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IEEE Std 1512.2 Public Safety

Incident Management Message

Sets for Use by Emergency

Management Centers

Government Agency Standards,

Guidelines, and Recommendations

NCIC -2000

National Criminal Information Center, FBI CJIS

Standard for Encoding, Exchanging, and Storing Public

Safety Data

National Institute of Justice (NIJ)

Ver. 2.0: 2002

Interstate Criminal History Transmission Specification

Joint Task Force on Rap Sheet Standardization

XML Ver. 2.21: 2003

Data Encryption Standard (DES)

Federal Information Processing Standards Publication

FIPS Pub 46-3: 1999

National Incident-Based Reporting System (NIBRS)

U.S. Dept. of Justice Federal Bureau of Investigation

(FBI) Criminal Justice Information Services (CJIS)

2000

Federal XML Developer’s Guide

U.S. Federal CIO Architecture and Infrastructure

2002

Publishing Requirements for Industry Standard

Metadata (PRISM)

Interwoven, Inc.

Ver. 1.1: 2002

Security Requirements for Cryptographic Modules

Federal Information Processing Standards Publication

FIPS Pub 140-2: 2001

Secure Hash Standard

Federal Information Processing Standards Publication

FIPS Pub 180-1: 1995

Digital Signal Standard (DSS)

Federal Information Processing Standards Publication

FIPS Pub 186-2: 2000

Advanced Encryption Standard (AES)

Federal Information Processing Standards Publication

FIPS Pub 197: 2001

Security for Telecommuting and Broadband

Communications

National Institute of Standards and Technology (NIST)

Special Pub 800-46: 2002

Wireless Network Security 802.11, Bluetooth and

Handheld Devices

National Institute of Standards and Technology (NIST)

Special Pub 800-48: 2002

Justice and Public Safety XML Data Dictionary Schema

USDoJ OJP ISWG

DDS2.1: 2002

Functional Standards Development for Automated Case

Management Systems for Probation

National Center for the State Courts (NCSC)

2002

Regional Information Sharing Systems (RISS) Program

Data Exchange Specification 1.0

RISS 1.0: 2002

Specification and Standardization of Data Elements:

Framework

International Organization for Standardization (ISO)

ISO/IEC 11179-1: 1999

Specification and Standardization of Data Elements:

Classification of Data Elements

International Organization for Standardization (ISO)

ISO/IEC 11179-2: 2000

Specification and Standardization of Data Elements:

Metadata Registries (MDR)

International Organization for Standardization (ISO)

ISO/IEC 11179-3: 2000

Specification and Standardization of Data Elements:

Rules & Guidelines of Formulating Data Definitions

International Organization for Standardization (ISO)

ISO/IEC 11179-4: 1995

Specification and Standardization of Data Elements:

Naming & Identification Principles for Data Elements

International Organization for Standardization (ISO)

ISO/IEC 11179-5: 1995

Specification and Standardization of Data Elements:

Registration of Data Elements

International Organization for Standardization (ISO)

ISO/IEC 11179-6: 1997

Extensible Markup Language (XML)

World Wide Web Consortium (W3C)

1.1: 2002

Namespaces in Extensible Markup Language (XML)

World Wide Web Consortium (W3C)

1.1: 2002

XML Inclusions (Xinclude)

World Wide Web Consortium (W3C)

1.0: 2002

XML Information Set

World Wide Web Consortium (W3C)

2001

Associating Style Sheets with XML Documents

World Wide Web Consortium (W3C)

1.0: 1999

Resource Description Framework (RDF) Model and

Syntax Specification

World Wide Web Consortium (W3C)

1999

Resource Description Framework (RDF) Volcabulary

Description Language 1.0: RDF Schema

World Wide Web Consortium (W3C)

Draft 2003


Figure 4 External Standards to CapWIN Project IEEE 1512.2 Association

General Observations and Recommendations

There are many disconnects between some of the existing standards documents and supporting web sites. The issuing SDOs should be performing impact analysis or link notification on changes to their issued standards references section and web site links. Notification of possible impact should be sent to the parent SDO of any standard referenced within another standard. Disconnects in the standards documents will create more confusion and impact the credibility of the document and issuing SDO. 
Many of the SDOs do not provide standards issue date or version information on their web site fact sheet. The only way to ensure you have the current standard is to purchase it (although some SDOs provide their standards free of charge) which is costly and should not be necessary.

The emerging or rapidly changing technologies (XML, XMPP, and the two primary Data Dictionaries JXDD & TMDD) used within CapWIN have established working groups and progress made in documenting standards. The efforts of these working groups need to be synchronized or at the very least, sensitized to the work in each area. This is critical for the JXDD and the TMDD documents as both have impact in the CapWIN environment.
I have established communications within the IEEE 1512 community and am working with John Lathrop and Dave Kelley on the IEEE 1512.2 Public Safety standards volume. The draft .2 volume is in review, although we have some unresolved issues on the common phrase vocabulary for the law enforcement and fire department areas. I am awaiting further inputs from the CapWIN team and users.
The Institute of Transportation Engineers (ITE) has added me to their standards working group discussions, meetings, and workshops. This will help facilitate achieving common standards for the transportation and public safety sectors.
Mike Schagrin, US DOT FHWA Standards Manager, is keeping me informed on standards items from the FHWA ITS sector, so we can mutually support each group standards efforts.
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