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Abstract

As we become increasingly conscious of the risks in the world around us, we
also become aware of the need to communicate with large numbers of people
who may be exposed to a variety of hazards. Central services need to deliver
the right information to the right people, giving first responders, public officials,
news organizations, and members of the general public information they can
actually use, without causing avoidable distress. The OASIS project for a
Common Alerting Protocol, when combined with a reasoning system based on
the OASIS eXtensible Access Control Markup Language, offers a new way to
build emergency noatification systems. CAP and XACML provide means for
issuing alerts and building customized messages that can be delivered to
individuals on cell phones, PDAs, and computer screens.

The issues addressed by this paper stem from the Homeland Security
challenge to address the need to expediently provide emergency information to
the general public. The Minneapolis Director of Emergency Preparedness
called the issue of personal alerting, "the elephant no one in Emergency
Response is really addressing."[Rollwagon]

To get appropriate information to each user, information about the users
issues, interests, communication environment, and support mechanisms are
highly useful. In this paper, a Common User Alerting Profile is showcased that
provides a way to document a sharable user profile maintaining only the key
points needed in determining appropriate presentation of the alert to the user.
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§ 1 Emergency Alerting

1.1 Problem Statement

In many alerting situations, people do not take the "emergency" seriously or delay action due to
inadequate information. When they do respond, peopl€e’ sresponses may complicate or exacerbate the
situation. Thisis often due to insufficient, inconsistent or misinterpreted information. All of these issues
can quickly lead to additional difficultiesfor the Emergency Response Personal and the communications
and transportation infrastructure.

When aarms sound, even when people " know" the appropriate response, people often complacently
ignorethealarm, idly delay response while waiting for further information or begin to search for
information potentially jamming communication systems. An example of the commmunication overload
can befound at the Austrlian Bush Fire report that deal s with an emergency information website and how
it becomes overloaded by the public.[Worthington]

When Warning Sirens and Emergency Broadcast Systems are used to get peopl €' sattention and provide
information, the alarms are generally more widely br oadcast than necessary and slow to provide
information pertinent to individuals or organizations at a specific location

"More timely and effective public alert and warnings would save lives, reduce property loss and
speed economic recovery. Unfortunately, despite a public perception that an effective national
alert and warning system exists, it does not. Existing systems fail to reach many people at risk
while warning and alarming many who are not at risk... ...[Systems] are fragmented, unable to
target only those people at risk, provide inconsistent messages and information, and lack
coordination and interoperability." - Partnership for Public Warning (10/09/03) [PPW]

The current siren based alerting system can be dangerous due to people’ scomplacency and regional
habits. The scenario outlined at the end of this paper is based on a situation cited by the Minneapolis
Office of Emergency Preparedness Director, Kristi Rollwagen. The current alerting system, Rollwagen
noted, is based on a siren sounding near your neighborhood. Most United States Midwesterners assume
the alert is weather related and rather than sheltering-in-place and turning on aradio or television for
information, they stick their head out the front door and look at the sky. If there was an ammonia spill
nearby, they would have just exposed themselves to potentially deadly harm. [Rollwagon]

Other methods, such as phone-tree contact lists, and email lists still only partially address the information
dissemination needs. Often the communication systems are tied-up or taken-down before a phone-tree or
email list can be completely traversed.

1.2 Solution

To get peopleto respond expediently and appropriately to an Emergency Alert, they must receive only
aertsthat require their attention and/or response and information that istimely, pertinent, and presented
in an easy to understand manner. Communications must be meaningful and aid the recipient in choosing
an appropriate response.

Emergency Alerting must address the need not only to alert and catch the attention of people; but also
must:

« provide the human user with immediate, relevant information

« inform the user in an easy to understand format

¢ continue to deliver updated and timely information

e support each user or use community with personalized, appropriate data

The system focus is aimely information presented in a manner that encourages appropriate response
to the emergency situation by including personalized instructions in the alert.
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Figure 1: Process of Infromation to Alert Construction
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The key differentiator of the approach outlined in this paper isits focus on facilitating information
presentation, timeliness and applicability to each end-user. This differentiator directly effects more
appropriateresponses by its users. Other results of the Personalized Emergency Alerting System
include:

« overall emergency response running more smoothly due to less interference from the public
« easing the concerns of the public involved and

« ultimately saving lives by faster and more appropriate actions on the part of individuals and
organizations.

These differentiators are achieved and easily managed using several Markup Languages and a Reasoning
System based on rules and policies encoded in various Markup Languages. The alerts are marked up
adhering to the OASIS CAP [Common Alerting Protocol] 1.0 XML Schema.[CAPXSD] The User

Profiles are based on profiles from a selection of sources and then mapped into a Common User Alerting
Profile, showcased in this paper. The Common User Alerting Profile works well with reasoning systems
where the rules and policies are based on the OASIS XACML [eXtensible Access Control Markup
Language]. [XACML] The reasoning system used by the author for generating the information
presentation (user interface) is the Interaction Design System. Any system can be used that can parse
CAP compliant alerts and present the alert via a user communication device.

1.3 Personalized Emergency Alerting System Process Overview

2 User Profiles

2.1 Common User Alerting Profile Markup

The Common User Alerting Profile Markup described herein focuses on the needs of Emergency
Alerting Systems. Organizations participating in a Personalized Emergency Alerting System are
encouraged to encode commonly needed information, such as contact data and alert interests, directly in
the Common User Alerting Profile Markup. This aids in speedy aert approval and aert construction.

page 2
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Figure 2: Process of Infromation to Alert Construction
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Organizations are likely to have additional profile information that is specific to their operations. This
data can be kept in any internal format that allows query by systems with proper security authorization.

Organizations are encouraged to protect their data with access policies written in the eXtensible Access
Control Markup Language. These policies allow queries from approved Policy Decision Pointsfor only
the information pertinent to alerting. Facilitation of data access by means of XPath support is
recommended. Use of XPath to access additional data eases the burden of writing specific data access
mechanisms for each data storage type and is supported by XACML for data lookup.

The Common User Alerting Profile contains three nodes:

* information content of interest to the user
« possible methods for alerting the user and

« references to other people who are expected to receive the alert in the users place if the user
cannot be contacted

Within the information content node is data about the source of the information, the context of the
information and the subjects of interest from this source. There can be multiple information content
nodes within a profile. This facilitates the merging of data when multiple sources contain information on
the same subject of interest.

Within the methods of alerting node are references to contact types and the contact data. For example, a
'home phone' with data '612 555-3445' or a 'business email' with data 'Ada.Alice@happyhill.com.’

Finally, within the approved contact node is a reference to another user's id and one or more information
content nodes detailing the information for which the user is approved.

2.2 Profile Content Separation

As noted above, it will be typical for companies to have a semi-public user alerting profile and a less
accessible user profile for additional data.
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For example, Alice Adamay have a profile with Roadside Companion, a traffic and roadside assistance
service. Her common profile from Roadside Companion may look like this:

Figure 3: Alice Ada’'s Common User Alerting Profile for Roadside Companion

<?xm version="1.0" encodi ng="utf-8" ?>
<userProfile
xm ns="http://ww. al erts. honeywel | . conl schema/ cormonuseral ertingprofile.xsd"
i d="rs435233557" name="Dr. Alice Ada">
<approvedCont act id="Shr00244" nane="Alert Man">
<i nf or mat i onCont ent >
<i nf or mati onSour ce>
<accessC ear ance>
<i dentificati on>DVMb56842224</i dentification>
<passCode>03J9H</ passCode>
<par amet er s>VI N- 450- 344- 22- 2445</ par anet er s>
</ accessC ear ance>
</ i nformationSource>
<i nf or mati onCont ext cont ext | D="Regi st er edSchedul e" />
<i nformati onContext context|D="TripEntry" />
<i nf or mati onCont ext context| D="CurrentLocation" />
<i nf or mat i onSubj ect >
<subj ect Label >RoadWr k</ subj ect Label >
<subj ect Label >Traf f i cFl ow</ subj ect Label >
</i nformati onSubj ect >
</informationContent >
</ appr ovedCont act >
<i nf or mat i onCont ent >
<i nf or mati onCont ext cont ext | D="Regi st er edSchedul e" />
<i nformati onContext context|D="TripEntry" />
<i nformati onCont ext context!|D="CurrentLocation" />
<i nf or mati onSubj ect >
<subj ect Label >RoadWor k</ subj ect Label >
<subj ect Label >Tr af f i cFl ow</ subj ect Label >
</i nf ormati onSubj ect >
</'i nf or mat i onCont ent >
<cont act | nf or mati on>
<contactDetai | contact Type="aut onobi | eSpeaker Al ert">152. 334. 56. 554</ cont act Det ai | >
<contactDetai | contact Type="aut onobi | eRadi ol nt erupt " >80. 1</ cont act Det ai | >
<contactDetail contact Type="aut onobil eDi spl ay">800 555-7887</ cont act Det ai | >
<contact Detail contact Type="cel | Phone">612 555-4555</ cont act Det ai | >
<contact Detai | contact Type="honePhone">612 555-3356</ cont act Det ai | >
<contact Detai| contact Type="honmeEmai | ">AAda@ot nui | . conx/ cont act Det ai | >
<contact Detai| contact Type="homeAddressl| P">255. 332. 23. 454</ cont act Det ai | >
<contactDetail contactType="workEmail">Al i ce. Ada@appyHi || s. conx/contact Detail >
<contact Detail contact Type="wor kPager">651 555-5566</ cont act Det ai | >
</ contact | nf or mati on>
</ userProfile>

The above information all fits within the format of the Common User Alerting Profile, yet the roadside
assistance application also needs domain and service information specific to its system. This datamay be
held in a second user profile containing data appropriate only to that domain or information of a more
secure nature.

For example, The Roadside Companion company may keep data on Alice’ sscheduled travel and her
automobile’ scurrent location. Although, some of thisinformation may be valuable for other systemsin
determining the most appropriate alert, access to that information can be restricted by Alice or Roadside
Companion through use of XACML policies and a second level data storage that requires password and
situational clearance. The methods for access will be noted later in the paper.

The secondary, more secure Roadside Companion data store may be encoded in any way. This example
showsthe datain XML.

Figure 4: Alice Ada’s User Profile with Roadside Companion

<aut ol nformati on vi nNurmber =" VI N- 450- 344- 22- 2445" >
<manuf act ur er >Vol kswagon</ manuf act ur er >
<nodel >Jet a</ nodel >
<year >2005</ year >
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<col or >whi t e</ col or >
<l icencePl ate state="M\'">PEA001</|icencePl at e>
<tracki ngMet hods>
<devi ce i d="TrackOne_M16" />
<devi ce i d="Ci tyTrackPEA0OO1" />
</ tracki ngMet hods>
<conmuni cat i onDevi ces>
<devi ce i d="dashboar dDi spl ay07" />
<devi ce i d="car Radi ol nt erupt">
<par aret er par niType="frequency" >80. 1</ par anet er >
</ devi ce>
<devi ce id="vi sor Mount Speaker 1- 01" />
</ conmmuni cat i onDevi ces>
</ aut ol nf or mati on>
<baseSchedul e>
<trip name="wor kToHone" >
<schedul eAppl i cati on>
<daysCOf Week>
<day>Monday</ day>
<day>Thur sday</ day>
</ daysOf Week>
<start Ti me>13: 55: 00- 05: 00</ start Ti me>
<arrival Ti ne>14: 30: 00- 05: 00</ arri val Ti me>
</ schedul eAppl i cati on>
<rout e>
<start Addr ess>
<street Address>510 Fairvi ew Ave. North</street Address>
<city>St. Paul </city>
<st at e>M nnesot a</ st at e>
</ start Addr ess>
<endAddr ess>
<street Address>3500 Newton Ave North</street Address>
<ci ty>M nneapol i s</city>
<st at e>M nnesot a</ st at e>
</ endAddr ess>
<path type="shortest"> ...

</ pat h>
</ rout e>
</trip>
<trip name="honmeToMal "> ...

In this data store, information isincluded that notes which information specific requestors can access
given specified requirements. For example, arequestor company, Alert Man, can get information on the
user’ scurrent location and copies of alerts on traffic flow if they have access clearance. Instead, this
could be written as a specific policy in XACML stating that the subject, Alert Man, is entitled to the
resource Alice Ada scurrent location and traffic flow alertsif the rules for access clearance are met. The
downside of this approach isthat the policy is very specific and therefore, a policy has to be written for
each data resource request. By storing the information sharing requirementsin an XML data store, a
single approval policy can be written and applied to any user profile supporting this dataformat. More on
the access policy will be addressed later in this paper.

2.3 Combining Common User Alerting Profiles

Alert subscribers may become inundated with alerts and overlapping information, as more organizations
and services provide aerting. This can quickly become confusing and cumbersomein a large-scale or
multiple system emergency. Services that manage and filter aerts can take Common User Alerting
Profiles and combine them to create a consolidated picture of the users aerting interests, information
sources and communication mechanisms. Thiswill aid in keeping the flow of information appropriately
coordinated to ease both the stress on the communication systems and the end users cognitive
processing.

Below, the aerting profile for Alice Ada sRoadside Companion service is merged with her aerting
profile for aerting services provided by the city of Minneapolis. Note that information content is still
separated by provider. The contact information is combined. Sources of contact supported by less than
all of the providers are tagged with source provider data.
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Figure 5: A Multi-source Common User Alerting Profile

<?xm version="1.0" encodi ng="utf-8" ?>
<subscri ber
xm ns="http://wwv. al erts. honeywel | . conl schema/ commonur seral erti ngprofile.xsd"
i d="432768990" nane="Dr. Alice Ada">
<i nf or mati onCont ent >
<i nformati onSource id="M NDOT" nane="Departnent of Transportation">
<accessPat h>url : city: m nneapol i s: M NDOT</ accessPat h>
<access(C earance>
<user Name>Dr. Alice Ada</user Nane>
<identification>432768990</identification>
<passCode>WJR5"</ passCode>
</ accessd ear ance>
</informati onSour ce>
<i nf or mati onCont ext cont ext| D="M nneapol i s">
<cont ext Rol | >r esi dent </ cont ext Rol | >
</'i nf or mat i onCont ext >
<i nf or mati onSubj ect >
<subj ect Label >SnowEner gency</ subj ect Label >
</informati onSubj ect >
</ informati onCont ent >
<i nf or mati onCont ent >
<i nformati onSource id="M NDOT" nane="Departnent of Transportation">
<accessPat h>url : city: m nneapol i s: M NDOT</ accessPat h>
<access(C earance>
<user Name>Dr. Alice Ada</user Nane>
<identification>432768990</identification>
<passCode>WJR5"</ passCode>
</ accessd ear ance>
</informati onSour ce>
<i nf ormati onCont ext cont ext | D="3500 Newt on Ave North" />
<i nf or mati onSubj ect >
<subj ect Label >NoPar ki ng</ subj ect Label >
<subj ect Label >RoadWr k</ subj ect Label >
<subj ect Labl e>Tr af fi cFl ow</ subj ect Label >
</informati onSubj ect >
</'i nf or mat i onCont ent >
<i nf or mati onCont ent >
<i nf ormati onSour ce id="RS7786" >
<accessPat h>urn: roadsi de: traf fi c</accessPat h>
<accessC earance>
<user Name>Al i ce Ada</ user Name>
<identification>DVMb56842224</i dentification>
<passCode>(BJ9H</ passCode>
<par amet er s>VI N- 450- 344- 22- 2445</ par anet er s>
</ accessd ear ance>
</i nf or mati onSour ce>
<i nf or mati onCont ext cont ext| D="Regi st er edSchedul e" />
<i nformati onContext context|D="TripEntry" />
<i nf or mati onCont ext context| D="CurrentLocation" />
<i nf or mati onSubj ect >
<subj ect Label >RoadWor k</ subj ect Label >
<subj ect Label >Tr af f i cFl ow</ subj ect Label >
</i nformati onSubj ect >
</ i nf ormati onCont ent >
<cont act | nf or mati on>
<cont act Detail contact Type="honePhone">612 555-
3356</ cont act Det ai | >
<cont act Detai|l contact Type="cel | Phone">612 555-
4555</ cont act Det ai | >
<cont act Detai| contact Type="personal Enai | ">
AAda@ot nmai | . com
</ contact Detail >
<cont act Det ai |
cont act Type="wor kEmai | ">Al i ce. Ada@HappyHi | | s. com
</ contact Detail >
<cont act Det ai |
cont act Provi der ="r oadsi deconpani on"
cont act Type="dashboar dDi spl ay" >
dashboar dDi spl ay07
</ contact Detai | >
<contact Detail contact Type="car Radi ol nterupt">
<par armet er paraniype="frequency">80. 1</ par anet er >
</ contactDetail >
<cont act Det ai |
cont act Provi der ="r oadsi deconpani on"
cont act Type="aut onobi | eSpeaker ">
vi sor Mount Speaker 1- 01
</ contactDetai | >
</ cont act | nf or mati on>
</ subscri ber >
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§ 3 Alert Approval Policies

3.1 Alerting Markup

The alerting markup is critical in enhanced speed and uniformity of processing. The alerting structure
must be:

« independent of the information source, allowing for many types of situations to be encoded in
adherence to a common alerting schema.

< controlled, allowing only authorized individuals or systems to send and receive information within
their purview.

* minimal in construction time of alerts.

¢ able to use as the context of the alert, alert senders and recipients, as well as other people
associated with the recipients.

The last item aids in allowing the individuals or groups to be the central context of the subscribers alerts.
For example, Alice Ada may receive the message that "Your grandson, Josh, is sheltered at the Northern
Community Center," rather than the message "The central elementary schools are being evacuated." Josh
in the relationship of grandson is central context. This is more specific and psychologically impacting

than a general alert about schools.

The basis for the alerting markup is the Community Alerting Protocol 1.0 provided through the OASIS
Emergency Alerting Tech Group.

"The Common Alerting Protocol (CAP) isthe OASIS Emergency Management Technical
Committee's first standard for homeland security and civil emergency management... ...[CAP] isa
simple, flexible datainterchange format for collecting and distributing "all-hazard" safety
notifications and emergency warnings over information networks and public aerting

systems. ... ...[It] is acontent standard, deliberately designed to be "transport-agnostic.” In web-
services applications, CAP provides a lightweight standard for exchanging urgent notifications.
CAP can aso be used in data-broadcast applications and over legacy data networks." - CAP Fact
Sheet [CAPFact]

Examples of alerts are shown later in the paper.

3.2 Approving Alert Construction

Alerts are constructed to get the right content to the right user with ease of user uptake. The initial step in
this process is verifying that the alert is appropriate to the given user. For example, a chemical cloud
containing anhydrous ammonia is six minutes away from a local high school and the school is alerted to
this emergency. The school's Alerting System checks its policies against the incoming alert and
determines that there is no time to evacuate and the facility must engage its shelter-in-place procedure.
Part of that procedure is the automatic sending of alerts to the students' approved first level contacts,
alerting them that their charges are safely sheltered and not to approach the building until further notice.

Figure 6: School Policy for Constructing Alerts for Students’ Primary Contact

<Pol i cy
. >
<Tar get >

</ Tar get >
<Rul e
Rul el d="urn: al erts: honeywel | : nanes: ener gencyal ert: 1. 0: school : SendEner gencyAl ert:rul e"
Effect="Permt">
<Descri pti on>
Test to see if the subscriber is the first contact for a student and
as such should receive an alert.
</ Descri ption>
<Tar get >
<Subj ect s>
<Subj ect >
<Subj ect Mat ch
Mat chl d="ur n: oasi s: nanes: tc: xacm : 1. 0: functi on: string-equal ">
<AttributeVal ue
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#st ri ng" >
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st udent
</ AttributeVal ue>
<Subj ect At t ri but eDesi gnat or
Attributel d="subscri ber:informationContent:informati onContext:
attribute: context Type"
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#stri ng"/ >
</ Subj ect Mat ch>
<Subj ect Mat ch
Mat chl d="ur n: oasi s: nanes: tc: xacm : 1. 0: functi on: string-equal ">
<AttributeVal ue
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#st ri ng" >
first contact
</ AttributeVal ue>
<Subj ect At t ri but eDesi gnat or
Attributel d="subscriber:informationContent:informati onContext:roll:
attribute:val ue"
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#string"/ >
</ Subj ect Mat ch>
</ Subj ect >
</ Subj ect s>
<Act i ons>
<Acti on>
<Act i onMat ch
Mat chl d="ur n: oasi s: nanes: tc: xacnl : 1. 0: functi on: string-equal ">
<AttributeVal ue
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#st ri ng" >
read
</ AttributeVal ue>
<ActionAttribut eDesi gnat or
Attributel d="urn: oasis:names:tc:xacnl :1.0:action:action-id"
Dat aType="htt p: //ww. w3. or g/ 2001/ XM_Schema#stri ng"/ >
</ Acti onMat ch>
</ Action>
</ Acti ons>
</ Tar get >
</ Rul e>
</ Pol i cy>

The automatic aerting frees school staff from needing to start phone-tree alerts or contact the media.
They can start addressing the immediate needs of the facility’ soccupants. This system also provides for
quicker delivery of alerts and far less chance of a portion of the phone-tree recipients not receiving the
alert.

3.3 Approving Alert Merging within a Single Alert Provider

Often a potential recipient of an aert may have multiple contexts for receiving the same message. One
example, is a guardian with multiple charges attending the same school. Another example, isan
employee at a nursing home who, also, has a parent who lives at the facility. The formulated alert may
apply to both employees and the contact people for facility residents.

The Policy for approval produces a bag of aert recipient data. In the case of the school, sending aertsto
subscribersin theroll of first contact, the bag may contain both:

<reci pi ent subject|D="Ali ceAda_Sub00034532"
cont ext | D="Paul Ada- Jones_2005_St 575432"
cont ext Rel ati on="son" />

and

<reci pi ent subject!| D="Al i ceAda_Sub00034532"
cont ext | D="Sar aJones_2007_St 745788"
cont ext Rel ati on="ni ece" />.

When the aderts are constructed the common subjectID can cue the system with the context "your son
Paul Ada-Jones and your niece Sara Jones ..." instead of two separate messages with highly overlapping
content.

In the case of the employee of the nursing home, a common alert may have the combined context "as an
employee and as the contact for Mr. Rgj Ada..." However, inthis caseit islikely that the alerts will also
be based on the user’ sroll and the same alert will not be applicable to each roll. Perhaps contacts of
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residents are requested to not come to the facility: yet the employees are requested to come to the facility
to aid in the evacuation of the residents. This case will be addressed later in the roll based alerting
section.

3.4 Approving Alert Merging within Multiple Alert Providers

When multiple alert providers are producing alerts that may be combined, it is usually handled by a

multiple source alerting service. Thistype of service was presented in the Alert Man example“A Multi-

source Common User Alerting Profilethere a combined user alert profile was constructed. Continuing
with the example, the Alert Man application may receive traffic alert information both from the City and
from the Roadside Companion service. The alerts are encoded in the Common Alerting Protocol and can
be evaluated by a policy designed to determine their content overlap.

Below is an example of the alert from the city followed by the alert from the roadside service. The lines
that differ are in bold text.

Figure 7: City Travel Alert

<?xm version="1.0" encodi ng="utf-8" ?>
<alert xmns="http://ww.incident.con cap/1.0.xsd">
<identifier>2005-04-10Travel Al ert-FreewayReversal </identifier>
<sender>traffic_al ert @ot.city.ni.m.gov</sender>
<sent >2005- 04- 10T14: 09: 05- 05: 00</ sent >
<st at us>Act ual </ st at us>
<nmsgType>Al ert </ msgType>
<sour ce>Departnment of Transportation</source>
<scope>Restri ct ed</ scope>
<restriction>GeaterTwinCitiesArea</restriction>
<r ef erences>
0006- 04- 10G t yM nneapol i sHazmat 0007
2005- 04-10Travel Al ert - 20mi | eRadi us
</references>
<i nci dent s>
20050410Ammoni aDet ecti onNort hTrai nYar d/ speci al - al ert s@ret eor ol ogy. org
</i nci dent s>
<i nf o>
<cat egor y>Geo</ cat egor y>
<cat egor y>Saf et y</ cat egory>
<cat egor y>Heal t h</ cat egory>
<cat egor y>Tr ansport </ cat egor y>
<cat egor y>I nfra</ cat egory>
<event >20050410Rever sal Of | 94</ event >
<ur gency>l mredi at e</ ur gency>
<severity>Severe</severity>
<certainty>Very Likely</certainty>
<ef f ecti ve>2005- 04- 10T14: 15: 00- 05: 00</ ef f ecti ve>
<sender Nane>Depart ment of Transportation</sender Nane>
<headl i ne>Reversal of Parts of 1-94 Traffic Flow</headline>
<descri pti on>
An accident involving Amonia has rel eased over 80 tons into Northern
M nneapolis. Anyone driving within the 494/696 |oop, or the southern parts
of Mnneapolis and St. Paul should get off the roadway or |eave the area.
</ description>
<instruction>
To facilitate novenent away fromthe effected areas, Interstate-94 will be
bl ocked of f so that both sets of |anes NorthWest of the Dowing Exit wll
nove West and both sets of |anes SouthEast of the Dowling Exit will nove
East. The reversal will be in effect along the stretch from Maple G ove
to Woodbury.
</instruction>
<resour ce>
<resour ceDesc>
Maps of the affected area and potential hazard travel
</ resour ceDesc>
<uri>
http://public. meteorol ogy. org/reports/2005-05-10/ 0022/
</uri>
</ resource>
<ar ea>
<areaDesc>Location of the reversal point.</areaDesc>
<pol ygon>
45.01.68, 93.17.17 45.01.22, 93.16.96
45.01. 43, 93.17.06 45.01.68, 93.17.17
</ pol ygon>
</ ar ea>
<ar ea>
<ar eaDesc>Location of the Wst end. </ areaDesc>
<areaDesc>Intersection of 1-94 and 694. </ ar eaDesc>
<pol ygon>
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45.05.89, 93.27.15 45.05.39, 93.26.15
45. 05. 89, 93.27.15
</ pol ygon>
</ ar ea>
<ar ea>
<ar eaDesc>Location of the East end.</areaDesc>
<ar eaDesc>Intersection of 1-94 and 494. </ ar eaDesc>
<pol ygon>
44.56.92, 92.57.77 44.56.92, 92.57.31
44.56.92, 92.57.53 44.56.92, 92.57.77
</ pol ygon>
</ ar ea>
</info>
</alert>

Figure 8: Roadside Area Alert

<?xm version="1.0" encodi ng="utf-8" ?>
<alert xmns="http://ww.incident.conm cap/1.0.xsd">
<i dentifier>2005-04- 10T14: 08: 45Ar eaEner gency</i denti fi er>
<sender >al erti ng@ oadsi deconpani on. conx/ sender >
<sent >2005- 04- 10T14: 08: 45- 05: 00</ sent >
<st at us>Act ual </ st at us>
<nmsgType>Al ert </ msgType>
<sour ce>Roadsi de Conpani on</ sour ce>
<scope>Restri ct ed</ scope>
<restriction>M nneapolis</restriction>
<restriction>North Metro</restriction>
<restriction>St Paul </restriction>
<restriction>Sout hEast Metro</restriction>
<restriction>Current Location</restriction>
<restriction>Less than 2 Hour Future Location</restriction>
<r ef er ences>2005- 04- 10Tr avel Al ert - 20ni | eRadi us</r ef erences>
<i nci dent s>
20050410Ammoni aDet ecti onNort hTrai nYar d/ speci al - al ert s@ret eor ol ogy. org
</i nci dent s>
<i nf o>
<cat egor y>Saf et y</ cat egory>
<cat egor y>Heal t h</ cat egory>
<cat egor y>Tr ansport </ cat egory>
<event >20050410Anmoni aDet ect i onNor t hTr ai nYar d</ event >
<ur gency>l mredi at e</ ur gency>
<severity>Severe</severity>
<certainty>Very Likely</certainty>
<ef fective>2005-04-10T13: 52: 23- 05: 00</ ef f ecti ve>
<sender Nane>Roadsi de Conpani on Travel Al ert</sender Name>
<headl i ne>Cheni cal Spill Hazard to Mt orists</headline>
<descri pti on>
An accident involving Amonia has rel eased over 80 tons into Northern
M nneapolis. Anyone driving within the 494/696 |oop, or the southern parts of
M nneapolis and St. Paul should get off the roadway or |eave the area.
</ description>
<instruction>
If you are currently driving in North or NorthEast M nneapolis there is a
sever danger of ammoni a poi soning. Find i mediate shelter. It is safer
inside mobst buildings than in a nmoving vehicle. If you are still outside
of the severe area, drive North or South out of the wind path. The path
starts in North M nneapolis and travel SE toward Downtown St. Paul .
Avoi d use of |-94.
</instruction>
<resour ce>
<r esour ceDesc>Travel hazards maps</resour ceDesc>
<uri >
http://roadsi deconpani on. coml t wi nci ti es/ emer gency/ 20050410/
</uri>
</ resource>
<ar ea>
<ar eaDesc>Location of the hazmat incident.</areaDesc>
<circle>45.02, 93.18 .2</circle>
</ ar ea>
<ar ea>
<ar eaDesc>
Area predicted to be affected by 2:30 pm
</ ar eaDesc>
<pol ygon>
45.02, 93.18 45.02, 93.17 45.02, 93.15 45.01, 93.12 45.01, 93.10
45.00, 93.08 44.59, 93.07 44.58, 93.07 44.57, 93.08 44.56, 93.10
44,56, 93.12 44.57, 93.14 44.58, 93.15 45,00, 93.17 45.01, 93.18
45.02, 93.18
</ pol ygon>
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<al titude>10</altitude>
</ ar ea>
</info>
</alert>

The alert management policy that determines how to combine the alerts may produce asingle aert like
the following:

Figure 9: The Alert Man Service Combined Travel Emergency Alert

<?xm version="1.0" encodi ng="utf-8" ?>
<alert xmns="http://ww.incident.conm cap/1.0.xsd">
<l-- Substitute in new header information -->
<identifier>
anmR005- 04- 10Tr af f i cEmer gency14: 09: 25
</identifier>
<sender >al erti ng@l ert man. conx/ sender >
<sent >2005- 04- 10T14: 09: 25- 05: 00</ sent >
<I-- Were infornation is the sane, |eave the
content alone. -->
<st at us>Act ual </ st at us>
<nmsgType>Al ert </ msgType>
<I-- Attribute both sources but using the union of
the sources.-->
<sour ce>Department of Transportati on</source>
<sour ce>Roadsi de Conpani on</ sour ce>
<scope>Restri ct ed</ scope>

<I-- Use the intersection of the restricted
geographic area. In this case it is one set
supercedi ng the other. -->
<restriction>GreaterTwinC ti esArea</restriction>
<l-- Use the longer of the two time restrictions.
In this case one set is enpty, inplying a limtless time. Thus, the
location restrictions are renoved fromthe nerged alert. -->
<!-- Use the union of the sets of references. -->

<r ef erences>
0006- 04- 10C t yM nneapol i sHazmat 0007
2005- 04- 10Tr avel Al ert-20m | eRadi us
</ references>
<i nci dent s>
20050410Ammoni aDet ecti onNort hTrai nYar d/ speci al - al ert s@ret eor ol ogy. org
</i nci dent s>
<i nf o>
<I-- Use the union of the set of categories. -->
<cat egor y>Ceo</ cat egor y>
<cat egor y>Saf et y</ cat egory>
<cat egor y>Heal t h</ cat egory>
<cat egor y>Tr ansport </ cat egor y>
<cat egory>I nfra</ cat egory>
<l-- Use the union of events. -->
<event >20050410Anmoni aDet ect i onNor t hTr ai nYar d</ event >
<event >20050410Rever sal Of | 94</ event >
<ur gency>l nredi at e</ ur gency>
<severity>Severe</severity>
<certainty>Very Likely</certainty>
<l-- Use the earlier effectiveness time. -->
<ef fecti ve>2005- 04- 10T13: 52: 23- 05: 00</ ef f ecti ve>
<sender Nane>Al ert Man</ sender Nane>

<l-- Conbine headlines with colons. These next three nodes are
generally checked by a human when possible to ensure readability. -->
<headl i ne>

Chemical Spill Hazard to Mdtorists:
Reversal of Parts of 1-94 Traffic Flow

</ headl i ne>

<descri pti on>
An accident involving Amonia has rel eased over 80 tons into Northern
M nneapolis. Anyone driving within the 494/696 |oop, or the southern
parts of Mnneapolis and St. Paul should get off the roadway or |eave

the area.
</ descri ption>
<l-- Use both instructions. Note that in this case the human trinmed off
the warning, in the original Roadsi de Conpanion alert, to avoid
Interstate 94. -->

<instruction>
If you are currently driving in North or NorthEast M nneapolis there is a
sever danger of ammoni a poi soning. Find inmediate shelter. It is safer
i nside nost buildings than in a noving vehicle. |f you are still outside
of the severe area, drive North or South out of the wind path. The path
starts in North Mnneapolis and travel SE toward Downtown St. Paul.
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</instruction>

<instruction>
To facilitate nmovenent away fromthe effected areas, Interstate-94 will be
bl ocked of f so that both sets of |anes NorthWst of the Dow ing Exit |

nove West and both sets of |anes SouthEast of the Dowing Exit will nov
East. The reversal will be in effect along the stretch from Maple G ove
to Whodbury.
</instruction>
<l-- In the case of map resources there is standing rule to use the

Roadsi de Conpani on maps -->
<resour ce>
<resour ceDesc>Travel hazards maps</resourceDesc>

<uri >
http://roadsi deconpani on. coni tw nci ti es/ emergency/ 20050410/
</uri>
</resource>
<l-- Use the union of all area nodes fromboth sets of area nodes. -->
<ar ea>

<ar eaDesc>Location of the hazmat incident.</areaDesc>
<circle>45.02, 93.18 .2</circle>
</ ar ea>
<ar ea>
<areaDesc>Area predicted to be affected by 2:30 pm </ areaDesc>
<pol ygon>
45.02, 93.18 45.02, 93.17 45.02, 93.15 45.01, 93.12 45.01, 93.10
45.00, 93.08 44.59, 93.07 44.58, 93.07 44.57, 93.08 44.56, 93.10
44.56, 93.12 44.57, 93.14 44.58, 93.15 45,00, 93.17 45.01, 93.18
45.02, 93.18
</ pol ygon>
<al titude>10</al titude>
</ ar ea>
<ar ea>
<ar eaDesc>Location of the reversal point.</areaDesc>
<pol ygon>
45.01.68, 93.17.17 45.01.22, 93.16.96
45.01.43, 93.17.06 45.01.68, 93.17.17
</ pol ygon>
</ ar ea>
<ar ea>
<ar eaDesc>Location of the West end. </ areaDesc>
<ar eaDesc>I ntersection of 1-94 and 694. </ areaDesc>
<pol ygon>
45.05. 89, 93.27.15 45.05.39, 93.26.15 45.05.89, 93.27.15
</ pol ygon>
</ ar ea>
<ar ea>
<ar eaDesc>Location of the East end.</areaDesc>
<ar eaDesc>I ntersection of 1-94 and 494. </ areaDesc>
<pol ygon>
44.56.92, 92.57.77 44.56.92, 92.57.31 44.56.92, 92.57.53
44.56.92, 92.57.77
</ pol ygon>
</ ar ea>
</info>
</alert>

§ 4 Customized Alerts

Customized aerts have already been addressed based on simple attributes of the user profile.
Customization was shown in the school example, where the student’ sname and the student’ srelationship
to the subscriber was inserted into the message. The combination of the school alerts for two students
with the same contact was also an example of customization. Further customization was shown in the
example of combining alerting data from multiple aerting services through the use of an aert
management service.

4.1 Alert Construction based on User Roll

In the following example, the aerts pertain to atrain derailment releasing anhydrous ammonia. The City
Hazmat Officeis sending alertsto thelocal hazmat team and the city residents living near the emergency
incident. Both groups are provided information needed to respond to the incident quickly and
appropriately based on their roll. The hazmat team is alerted to show up at the emergency site in full
hazmat gear. The nearby residents are alerted to shelter-in-place. Both groups are given web links to
further information. The sites of the information are in separate server-farms, thus the public can’tbring
down the Incident Responder information site. The public siteis provided faster loading data by caching
preformatted images and restricting the resolution of the data that can be retrieved. For example, if
evacuation maps are appropriate, they may not be custom produced for each user. Instead the system
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may use a set of pre-stored neighborhood evacuation maps at a common street level resolution. For more
information on this concept see the report on the 2002 Australian Bush Fires. [Worthington]

Much of the datais the samein the alerts. The data modified for appropriate processing and
personalization to the appropriate user groups is noted as comments in the Alert encoding. In redlity,
these would appear as two messages, "2005-04-12HazmatAlert-HazmatTeam12Msgl" and "2005-04-
12HazmatAlert-ZonelResidentsMsgl”.

Here are the alerts to the Fire Department Hazmat Team at Station 12 and to the city residents living
near the incident site:

Figure 10: Intermixed Alerts to Two Distinct User Groups Regarding the Same Incident

<?xm version="1.0" encodi ng="utf-8" ?>
<alert xmns:rr="http://ww.incident.conm cap/1.0.xsd">

<l-- ’identifier' in nessage to the Hazmat Team -->
<identifier>2005-04- 12Hazmat Al ert - Haznat Teanl2Msgl</i denti fi er>
<!-- 'identifier’ in nmessage to the Nearby Residents -->

<identifier>2005-04-12Hazmat Al ert - ZonelResi dent sMsgl</identifier>

<sender >si tuati on-response@azmat. city. m .m. gov</ sender >

<l-- time 'sent’ in nessage to the Hazmat Team -->
<sent >2005- 04- 12T14: 06: 04- 05: 00</ sent >
<l-- time 'sent’ in nmessage to the Nearby Residents -->

<sent >2005- 04- 12T14: 06: 03- 05: 00</ sent >

<st at us>Act ual </ st at us>

<nmsgType>Al ert </ msgType>
<source>City Haznmat O fice</source>
<scope>Restri ct ed</ scope>

<l-- ’restriction’ in nessage to the Hazmat Team -->
<restriction>Hazmat Team Station 12</restriction>
<l-- 'restriction’ in nessage to the Nearby Residents -->

<restriction>Zone 1 Area Residents</restriction>

<r ef erences>

rrAl ert 005Enmer gencyTeani enmer gency-| ead@m.rail.com

i ndReport Speci al ChemAl ert 2005- 04- 12_0022/
</references>
<i nci dent s>

20050412Ammoni aDet ecti onNort hTr ai nYar d/ speci al - al ert s@ret eor ol ogy. org
</inci dent s>
<i nf o>

<cat egor y>Met </ cat egor y>

<cat egor y>Saf et y</ cat egory>

<cat egor y>Heal t h</ cat egory>

<cat egor y>Env</ cat egory>

<cat egory>Transport </ cat egory>

<event >

20050412Ammoni aDet ecti onNor t hTrai nYard

</ event >

<ur gency>l mredi at e</ ur gency>

<severity>Severe</severity>

<certainty>Very Likely</certainty>

<ef fective>2005-04-12T13: 52: 23- 05: 00</ ef fecti ve>

<sender Nanme>

Cty Hazmat Office, Oficer Ui Wld
</ sender Nane>

<l-- "headline', 'description and instruction’ in nmessage to
the Hazmat Team -->
<headl i ne>

Take | mmedi ate Action: Railroad Amoni a Leak

</ headl i ne>

<descri pti on>
A train derailed at 13:52 today,
rel easi ng anhydrous ammoni a. The site of spill is
near railway marker 1704 on the North track.

</ description>

<instruction>
Assi stence is needed in haznmat
contai nment. Report directly to the site, fully suited.
The site can be reached via the railyard access road
North of the Humbolt junction.

</instruction>

<l-- "headline', 'description and instruction’ in nmessage to the
Near by Residents -->
<headl i ne>
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Take I medi ate Action: Railroad Amonia Leak

</ headl i ne>

<descri pti on>
A train derailed at 1:52 this afternoon, releasing a
hazardous chemni cal near your nei ghborhood.
Rai l road and Cty Energency Responders are
contai ning the spill.

</ descri ption>

<instruction>
If you are honme, close all w ndows and turn off
the heat or air conditioner. Myve to the nost
protected part of you hone and await further
instructions. Do not |eave your hone. It is
safer inside than in a noving vehicle.

</instruction>

<!-- Each 'resource’ holds a 'uri’ to a secure website on a
separate server fromthe one used by the public in the
nmessage to the Hazmat Team -->

<resource>
<resour ceDesc>
Set of wind pattern maps
</ resour ceDesc>
<uri >
https:// met eorol ogy. org/ reports/2005-05- 12/ 0022/
<luri>
</ resour ce>
<resource>
<resour ceDesc>
Ani mation of w nd and chem cal plune
</ resour ceDesc>

<uri>
https:// met eorol ogy. org/ reports/2005-05-12/ 0022/ ani m
<luri>
</ resource>
<l-- ’resource’ holds a 'uri’ to a public website on a separate
server fromthe one used by incident responders in the
nessage to the Nearby Residents. -->

<resour ce>
<resour ceDesc>
Maps of the affected area and potential hazard travel
</ resour ceDesc>
<uri>
http://public. meteorol ogy. org/reports/2005-05-12/ 0022/
</uri>
</resource>

<ar ea>
<ar eaDesc>
Location of the haznat incident.
</ ar eaDesc>
<circle>21.1, -87.08 .2</circle>
</ ar ea>

<!-- The second 'area’ elenent contains a polygon representing the
area covered by the naps available at the 'resources’ noted
above in the nessage to the Hazmat Team -->
<ar ea>
<ar eaDesc>M nneapol i s and Suroundi ng Area
Map Si ze</ ar eaDesc>
<pol ygon>18, -88 18, -86 23.5, -86 23.5,
-88 18, -88</pol ygon>
<al titude>375</altitude>
</ ar ea>

<!-- The second 'area’ elenent contains a polygon representing the
area predicted to be affected by 2:30 pmin the nessage to
the Nearby Residents. This would not be shown to the user
as a list of coordinates. It would be converted to an inage
or vector drawi ng over an appropriate map. If their
conmuni cati on devi ce does not support graphics, this
data woul d not be presented. -->
<ar ea>
<areaDesc>Area predicted to be affected by
2:30 pm </ ar eaDesc>
<pol ygon>20.5, -87.0 20, -86.0 20, -85.5
20.5, -90.0 22, -93.5 24, -93 24.5, -94 24,
-90 20, -87.5 20.5, -87.0</polygon>
<al titude>375</al titude>
</ ar ea>

</info>
</alert>
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The case where a subscriber has two distinct roles within one system and both rolls are approved for
alert receipt has two sub-cases. Thefirst is where the two roles would receive customized alerts based on
the same template. For example, a person in theroll of first contact for a student and softball coach
would both be alerted not to come to the school before receiving notification that the situation was clear.

The second case is asin the earlier example of subscriber, Dr. Ada, who both works at the Happyhills
Elder Home and is the contact for her father Raj Ada, two different aerts are formulated based on the
rolls of employee and contact. Within the alerting policy, the rule for the employee role, creating an aert
to ask for assistance, would override the rule for the contact role, creating an alert to redirect visitorsto a
secondary facility.

4.2 Alert Construction based on Combined Data

Obvioudly, if datafor an alert is al maintained by a single source, the associated system can construct
the alert. When data across systemsis desirable, either for combining in an aert or for decision making,
the data sources can control what information is shared. Each system either maintainsits own policies on
"Alert Approval," "Alert Construction,” and "Alert Presentation™ or uses a service to provide these
functions. These policies may be written to determine whether or not to share data, as well as, whether
or not to process the alert internally.

For example, Alice Adais adoctor and a volunteer for medical staffing of community shelters. In the
case of achemical plume, it is desired to assign volunteers to shelters they can reach quickly without
their own overexposure to the chemical. Therefore, if thereis an aternate shelter, doctors shouldn’tbe
asked to report to a shelter South of the chemical path if they are currently located North of the
emergency. They would have to drive around the incident areato arrive safely. This addsto traffic
congestion and slows the arrival of medical service. In the example of Dr. Ada, her location is not
available directly to the shelter scheduling system. However, the roadside service has atrack on her
location viathe location of her automobile. If the shelter scheduler makes a request to the alert
management system, that connects with the roadside alert policy request system for Dr. Ada slocation,
the data exchange can be handled by the service and used in the construction of a customized alert.

In this example, Alert Man, the alerting management service, requests the current location of Alice's
automobile from the Roadside Companion Policy Enforcement Point. The Policy Enforcement Point
will evaluateif Alert Man has the appropriate security clearance to receive the requested data. The
XACML request may look like the following:

Figure 11: Request for Location Data

<?xm version="1.0" encodi ng="utf-8" ?>
<Request
xm ns="urn: oasi s: names: tc: xacm : 1. 0: cont ext "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocat i on="ur n: oasi s: nanes: tc: xacm : 1. 0: cont ext:
cs-xacm - schema- cont ext - 01. xsd" >
<Subj ect >
<Attribute
Attributel d="urn:oasis:nanes:tc: xacm : 1. 0: subj ect: subj ect-id"
Dat aType="htt p: //ww. w3. or g/ 2001/ XM_Schena#st ri ng" >
<Attribut eVal ue>Shr 00244</ At tri but eval ue>
</ Attribute>
<Attribute
At tri but el d="urn: roadsi deconpani on: nanes: ext er nal :
approvedcont act: i dentification”
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schena#stri ng"
| ssuer="rs435233557" >
<AttributeVal ue>DVMb56842224</ At tri but eVal ue>
</Attribute>
<Attribute
At tri but el d="ur n: roadsi deconpani on: nanes: ext er nal :
appr ovedcont act : passCode"
Dat aType="htt p:// ww. w3. or g/ 2001/ XM_Schena#stri ng"
| ssuer="rs435233557" >
<AttributeVal ue>G3J9H</ At t ri but eVal ue>
</ Attribute>
</ Subj ect >
<Resour ce>
<Attribute
Attributel d="urn:oasis:nanes:tc:xacm : 1. 0: resource: resource-id"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schena#st ri ng" >
<Attri buteVal ue>rs435233557</ Attri but eval ue>
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</ Attribute>
</ Resour ce>
<Acti on>
<Attribute
Attributel d="urn:oasis:nanes:tc:xacm : 1. 0:action:action-id"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schena#st ri ng" >
<Attri but eVal ue>get Current Locati on</ Attri but eVal ue>
</Attribute>
</ Acti on>
</ Request >

and the policy applied may look like this:

Figure 12: Policy for Granting Location Data

<?xm version="1.0" encodi ng="utf-8" ?>
<Pol i cy xm ns="urn: oasi s: names: tc: xacm : 1. 0: poli cy"
Pol i cyl d="ur n: r oadsi deconpani on: nanes: ext er nal : sendl ocati on: policy"
Rul eConbi ni ngAl gl d="ur n: oasi s: nanmes: tc: xacnl : 1. 0:
rul e- conbi ni ng-al gori thm deny-overrides">
<Descri pti on>
Eval uate if external Subject has the appropriate security clearance to
recei ve the autonobile |ocation.
</ Descri pti on>
<Tar get >
<Subj ect s>
<AnySubj ect />
</ Subj ect s>
<Resour ces>
<AnyResource />
</ Resour ces>
<Acti ons>
<AnyAction />
</ Actions>
</ Tar get >
<Rul e
Rul el d="ur n: r oadsi deconpani on: nanes: ext ernal : sendl ocati on: rul e"
Ef fect="Permt">
<Condi tion Functionld="urn: oasis: nanes: tc: xacnl : 1. 0: functi on:
and" >
<Apply Functionl d="urn:oasis:nanes:tc:xacm :1.0:function:
string-equal ">
<Apply Functionl d="urn: oasis: nanes: tc:xacni: 1. 0: function:
string-one-and-only">
<Subj ect At t ri but eDesi gnat or
Attri butel d="urn: roadsi deconpani on: nanes: ext er nal :
approvedcont act:i dentification”
Dat aType="http://ww. w3. or g/ 2001/ XM_Schema#stri ng" />
</ Appl y>
<Apply Functionl d="ur n: roadsi deconpansi on: nanes: f uncti ons:
getldentification">
<Apply Functionl d="urn: r padsi deconpani on: nanes: f uncti ons:
get Appr ovedCont act " >
<Apply Functionl d="urn: roadsi deconpani on: nanes: functi ons:
get UserProfil e">
<AttributeSel ector
Request Cont ext Pat h="// Resource/ Attri bute/
Attri but eVval ue/ (val ue)"
Dat aType="ur n: r oadsi deconpani on: nanme: user Profil e:
attribute:id" />
</ Appl y>
<Subj ect At t ri but eDesi gnat or
Attributel d="urn:oasis: nanes:tc:xacnl : 1. 0: subj ect: subj ect-id"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schema#stri ng" />
</ Appl y>
</ Appl y>
</ Appl y>
<Apply Functionld="urn:oasis:nanes:tc:xacm :1.0:function:
string-equal ">
<Apply Functionl d="urn: oasis: nanes:tc:xacni: 1. 0: function:
string-one-and-onl 5" >
<Subj ect At t ri but eDesi gnat or
Attri butel d="urn:roadsi deconpani on: nanes: ext er nal :
approvedcont act : passCode"
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#stri ng" />
</ Appl y>
<Apply Functionl d="ur n: roadsi deconpansi on: nanes:
functi ons: get PassCode" >
<Apply Functionl d="urn: r padsi deconpani on: nanes: f uncti ons:
get Appr ovedCont act " >
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<Apply Functionl d="urn: roadsi deconpani on: nanes:
functions: get UserProfile">
<AttributeSel ector
Request Cont ext Pat h="// Resour ce/ Attri bute/
Attri but eVval ue/ (val ue)"
Dat aType="ur n: r oadsi deconpani on: nane: userProfile:attribute:id" />
</ Appl y>
<Subj ect At t ri but eDesi gnat or
Attributel d="urn:oasis: nanmes:tc:xacnl : 1. 0: subj ect: subj ect-id"
Dat aType="htt p: // ww. w3. or g/ 2001/ XM_Schema#stri ng" />
</ Appl y>
</ Appl y>
</ Appl y>
<Apply Functionl d="urn: oasi s: nanes: tc: xacni: 1. 0: function: string-equal ">
<Apply Functionl d="urn: oasis: nanes:tc:xacni: 1. 0: function: any-of ">
<AttributeVal ue DataType="http://www. w3. or g/ 2001/ XM_Schenma
#string">
CurrentLocation
</ AttributeVal ue>
<Apply Functionl d="urn: roadsi deconpansi on: nanes: f uncti ons:
get Cont ext | Ds" >
<Apply Functionl d="urn: rpadsi deconpani on: nanes: functi ons:
get Appr ovedCont act " >
<Apply Functi onl d="urn: roadsi deconpani on: nanes: functi ons:
get UserProfil e">
<AttributeSel ector
Request Cont ext Pat h="// Resour ce/ Attri bute/
Attri but eval ue/ (val ue)"
Dat aType="ur n: r oadsi deconpani on: nane: user Profil e:
attribute:id" />
</ Appl y>
<Subj ect At t ri but eDesi gnat or
Attributel d="urn:oasis:nanes:tc:xacn : 1. 0: subject:subject-id"
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schema#stri ng" />
</ Appl y>
</ Appl y>
</ Appl y>
</ Appl y>
</ Condi t1 on>
</ Rul e>
</ Policy>

The desired information can then be used through the alert management service to aid the shelter staff in
scheduling and alerting.

5 Alert Presentation

The alert presentation portion of the Personalized Emergency Alerting System uses an existing
information and development architecture that serves as the programming and data processing
foundation. This platform is called the Interaction Design System (IDS). The following briefly describes
the IDS Communication Requirement and its applicability to construction of presentations for emergency
alerting:

"Within IDS, a Communication Requirement is a necessary 'resource’ without which a specified
Alert cannot be completed and the associated outcome (goal) of the process not achieved.
Communication Requirements are described in araw, information theoretic sense. In particular, no
commitment by the Reasoning Engine has yet been made about how they will be presented.
Communication Requirements can be met by a potentially wide variety of Presentations, such as:
text messaging on a cell phone, screen pop-ups on a personal computer or audio aertsvia Public
Address Systems. The Requirements are dynamic: they are created in response to a User-Alert
pairing being applied in a specific emergency situation. They can be thought of as the container or
glue that brings together all the resources needed by the Reasoning Engine." - adapted from IDS
project documentation

The information needed by the IDS includes the alerts to be sent, the usersto receive the aerts and the
rules and policies used to determine the appropriate message content and presentation.

5.1 Methods of Alerting

During the terrorist attacks in the United States on 9/11/2001, cell phone service was rapidly overloaded.
However, on many systems, text messaging still worked. This may partly be due to less traffic of text
messaging in 2001, but the lower message bandwidth and communication protocol still makes it more
reliable than audio communication systems.
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During the 2002 Australian bush fires, aweb server provided information about current fire coverage and
generated evacuation route maps. This server was used by both the public and the emergency personnel.
The extra burden of public access brought the server down. Steps were taken, outlined earlier in the
paper, to keep information available, but the warning of network failure should not be overlooked.

In emergency situations, it may be that text messaging or one of the new emergency alert communication
protocols will be one of the few options for alert dissemination. In that case, some of the optimal
usability of visual display will be lost.

When users have multiple means of communication receipt, an algorithm is used by the Interaction
Design System to ensure that the communication device and presentation arrangement selected meet the
usability criteria encoded in the Communications Requirement or come as close as the available
communication mechanisms will support.

Since each communication device has a profile defining its capabilities, new devices can be made
available simply by providing its capabilities and the service that converts information presentations into
the format required by the device and its communication protocol. Therefore communications via text
messaging, e-mail, instant alerts, dashboard displays, and from PDA to large television sized internet
applications display can be used as communication devices when appropriate and available..

More about the selection of presentations can be found in papers on the Interaction Design System.

5.2 Presentations to the User

The presentations for the example of the two aertsto the fire fighter hazmat team and the local residents
about the same chemical spill emergency could be constructed for a variety of devices.

If the Alerts were sent via text messaging to cell phones, the displays may look something like below.
The first alert shown is for the hazmat team.

ALERT from Gty Hazmat O fi ce,
O ficer Ui Wld

To: Hazmat Team Station 12
"Take | medi ate Action: Railroad
Ammoni a Leak"

<nor e>

A train derailed at 13:52 today,
releasing anhydrous ammonia. The
site of spill is near railway

marker 1704 on the North track.

I nstructi ons: Assistance is
<back> <nor e>

I nstructi ons: Assistance is
needed in hazmat containment.
Report directly to the site,
fully suited. The site can be
reached via the rail yard access
road North of the Humbolt
<back> <nor e>

road North of the Humbolt
junction.

If you have graphical website
access for a 'Set of wind
pattern maps' go to "https://met
<back> <nor e>

pattern maps' go to "https://met
eorology.org/reports/2005-05-12/
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0022/ "

;back> <end>

And, hereis the text-message on a cell phone for the local resident.

ALERT from City Hazmat Office,
Officer Uri Wold
To: Incident Area Residents
"Take | medi ate Action: Railroad
Ammoni a Leak"
A train derailed at 1:52 this
<nor e>

A train derailed at 1:52 this
afternoon, releasing a hazardous
chemical near your neighborhood.
Railroad and City Emergency
Responders are containing the
spill.

<back> <nor e>

I nstructions: If you are home,
close all windows and turn off
the heat or air conditioner.
Move to the most protected part
of you home and await further
instructions. Do not leave your

<back> <nor e>

instructions. Do not leave your
home. It is safer inside than in
a moving vehicle.

If you have graphical website
access for 'Maps of the affected
<back> <mor e>

access for 'Maps of the affected
area and potential wind
movement' go to "http://public.m
eteorology.org/reports/2005-05-1
2/0022/"

<back> <end>

If thelocal resident received the alert as a popup message on their computer screen it may appear
formatted in this manner:
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Figure 13: City Alert Popup Message

CITY ALERT 1ssuer: city Hazmat office, Officer Uri Wold

Take Immediate Action: Railroad Ammeonia Leak

Alert: A train derailed at 1:52
this afternoon, releasing a
hazardous chemical near your
neighborhood. Railroad and City
Emergency Responders are
containing the spill.

Instructions: If you are home,
close all windows and turn off the
heat or air conditioner. Move to the
most protected part of you home and
await further instructions. Do not
leave your home. It is safer inside
than in a moving wvehicle.
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hitg:publicmetecrology orgiepots/2005-05-12/0022/ Immediate  Severe Very Likely

8 6 Railroad Chemical Spill Scenario

A train has derailed near the North Rail Yard. Several of its cars contain anhydrous ammonia, aclear,
colorless gas that "can attack parts of the body where moisture collects, including the eyes, ears, nose
and throat."[Orban] A railroad derailment sensor is triggered and broadcast to the North Rail Yard
Office. Shortly, arailroad bio-chemical sensor detects ammonia and broadcasts the information to the
North Rail Yard Office. At the office, an automated system sends out pre-designed alerts for each sensor
detection to the pre-defined list of recipients.

Figure 14: Railroad Derailment Sensor Triggers Alerts
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Alerts can be constructed automatically from sensor data. Theimagesin Figures 14 and 15 might be part
of ascreen that shows the aert graphically to therail yard operators.

Figure 15: Hazmat Sensor Detecting Ammonia Triggers Alerts
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The derts for the Derailment and Hazmat send messages to Rail Company Groups. These are pre-
programmed, but appropriate for each audience. Each group receives the same message header and
description.

In the case of the Derailment Alert, the Emergency Response Team Group alert includes instructions to
meet at therail yard office to start the investigation. The Rail Company Management Group is aerted to
wait for further instructions, pending an Emergency Response initial investigation.

In the case of the Hazmat Alert, the On-site Personnel Group is aerted to shelter-in-place. The
Emergency Response Team Group is aerted to respond to the site and investigate. The Rail Company
Management Group is alerted to wait for further instructions, pending an Emergency Response initial
investigation. In addition to the Rail Company Groups an outside agency is sent an Alert. Each systemiis
pre-set to accept Alerts from each other via their Common User Alerting Profile. The City Hazmat
Department within the City Fire Department receives an alert similar to the internal Rail Company alerts
with instructions to report to the site of the incident in full hazmat gear.

The Emergency Response Team L eader receives the alerts as text messages on his cell phone. He
immediately realizes that not all Emergency Response Team members are Hazmat trained and constructs
an Alert to the Emergency Response Team Group to put non-trained personnel on standby and have the
Hazmat Responders come to the site wearing their face-masks. The aert is routed through the North
Rail Yard Emergency Alerting System, which verifies the Team Leader’ sauthority to send the alert and
the authorization of the Group selected to receive the aert. The Alerts are both marked as Updates of the
previous alerts sent by the Automatic System.

The City Hazmat Department alerts other agencies and emergency response organizations within the city
of the potential incident. Both the City Hazmat Department and the Railroad Emergency Response Team
Lead send aertsto the Satalite Meteorology Station requesting data on the wind conditions. The
Meteorology Station Alerting System is able to determine that both requests pertain to the same incident
and that the initial location information is likely to be more accurate from the Railroad Emergency
Response Team Lead. This allows the Station to run a single analysis and send the response to both
requesting parties citing their update as pertaining to both Alert IDs.

The Meteorology Station Update gives basic text information and points to a Resource containing a
URL, where special weather maps have been placed. The URL points to aweb page that can be
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displayed in alarge browser window with all theimages or on asmall PDA device with aflip through of
the images.

Figure 16: Current Wind Patterns with Hazmat Site marked as a Red Dot
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The overlay of the wind flow was provided by The Weather Underground Inc. located on the web at http://www.wunder ground.com/.

Using the weather information provided by satellite and observations by the hazmat crew, amodel of the
chemical plume over timeis constructed. These images can be used as content within alerts or asinput to
more complex aert construction tools.

Figure 17: Hazmat dispersal after 15 minutes
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Figure 18: Hazmat dispersal after 30 minutes
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Figure 21: Composite of the 1 Hour Spread of Hazmat
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Through out the scenario, the combined railroad and city hazmat teams continue to assess the situation
and work to contain the release of anhydrous ammonia. Once the initial assessment is made, the Railroad
Emergency Response Team Lead sends alert updates to all appropriate Rail Company Groups and an
initial Alert to media organizations who have requested railway aerts. The City Hazmat Department
sends aert updates to previously aerted agencies, sends aerts to the city and surrounding city
governments, sends a general announcement alert to local media and, for extended personalized aerts to
be formulated, sends all pertinent data to the City’ sPersonalized Emergency Alerting System.

The Personalized Emergency Alerting System orders the Alerts based on the level of threat to the
subscriber and the amount of time needed by the subscriber to respond (a school takeslonger to mobilize
than most individuals.) Some subscribers, such as schools, businesses and multiple dwelling housing,
will have their own Alerting Systems that will be manually or automatically sending follow-on alertsto
their subscribers. The following maps show a subset of the City Subscribers used to show how thetrickle
down alerting process works and how some subscribers will be given instructions counter to their likely
initial response. The effect of the instructions coming from a respected source is often that the subscriber
will follow the system’s advice and not engage in an unsafe response. The example used in this scenario
isarelative who is driving near their child’ sschool and is told that the school isin the process of
evacuating the children. The relative islikely to want to find the child at the school, when it is safer for
al concerned if they meet the child at the evacuation site.
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Figure 22: A Variety of Buildings and Organizations Involved in the Situation

Some of theicon symbols, such as the school icon and the community center icon are from an "Emergency Symbology Reference"
published by the "Homeland Security Working Group” under the "Federal Geographic Data Committee." The "Emergency Symbol ogy
Reference” can be found on the web at http://www.fgdc.gov/HSWG/. The other icons were designed by the author for demonstration use in
this paper and all were tinted for detection on a color interface. A final set of icons has not yet been established.

The effected homes, schools, businesses and community centers showcased in this scenario are noted on
the map. The City’ sPersonalized Emergency Alerting System and the subsequently alerted
Organization' sPersonalized Emergency Alerting Systems will send most messages automatically.

Figure 23: Examples of Schools Effected by the Emergency

The school nearest the incident is told to shelter-in-place. They are less than 10 minutes from the hazard.
The school that has over 30 minutesto respond is told to evacuate students to the Near North
Community Center to their South.
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Figure 24: Instructions Help User’'s Decide on Course of Action.

Alice receives an alert that her grandson, Josh, is sheltered at the Northern Community Center.
Instructions are not to pick up the child at the school. Alice needs to get out of the path of the chemical
plume herself and let the school do their planned evacuation. By being given explicit instructions, it is
more likely that Alice will not show up at the school, which is more of a hindrance to the overall
evacuation than a help to either her or her grandson.

Figure 25: Business Building that can Cutout Outside Air Intake

The large business building houses critical communications businesses and even though it is 30 minutes
from the hazard, due to the safe structure of the building and nature of the business, it isinstructed to
shelter-in-place.

By having businesses that can cut off much of the external air, and shelter-in-place rather than
evacuating, helps the city manage the traffic flow leaving the effected area. Certain businesses are
critical to maintaining the infrastructure of communications and city life support. These businesses are
encouraged to maintain Emergency Safe buildings. When thisis not possible and as a backup plan,
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businesses of this nature are encouraged to have secondary building locations where operations could be
quickly brought on line.

Figure 26: The Eldercare System Evacuation Plan

The Elder Care Fecility, "Happy Spires,” is alerted to "evacuate all residents, and not to travel North or
West as they remove everyone to locations at least 5 miles South of the facility." The Happy Hills chain
of Elder Care Facilities already has emergency evacuation plansin place. The residents will be taken to
the "Happy Vae" and "Happy Meadows' facilities, both of which are South of the 5 mile requirement.
The Happy Hills Personalized Alerting System will Alert all employees and contacts of the residents,
letting them know the facility is being evacuated and where the residents are being taken. The alert also
instructs that the residents should not be picked-up until an update is sent, thereby, insuring a safe
evacuation process.

Figure 27: Alert Received Depends on the Location of the Residence

Effected residents and those close to the site that can safely evacuate are alerted of the location of the
closest emergency shelter. The apartment building just outside the 15 minute chemical plume and within
the 30 minute chemical plume (as seen on the maps) may receive an aert with instructions stating the
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safe evacuation period and preferred routes. Additionally, they are alerted to shelter-in-place if the
residents can not evacuate before the safe period ends. This capability is due to strong sense of location
and zone changes over time.

Generally, al theinhabitants within aresidential areawill receive the same information about evacuation
and sheltering. Occasionally, there will be special cases within a neighborhood that receive
individualized aerts. These will have User Profiles that indicate aresident as having a specia condition.
One example isthat the resident is ablock club leader and is requested to check that their block is
cleared or sheltered within a certain period of time and send an acknowledgement to the City Hazmat
Office. Thiswould be a prearranged roll for that individual.

If the emergency situation changes, alert updates are sent to all effected subscribers. Once the immediate
situation is over, aert updates are sent to inform people how they should handle the aftermath of the
event. Most widespread emergencies are not over in an instant, but require considerable after-care. This
needs to be handled by the alerting system as well as the response to initial situation was handled.
However, after the event previously clogged or downed communication channels may be open or users
may have access to a better selection of communication devices. This may give the system wider
opportunities to construct user-centered alert presentations.

§ 7 Conclusion

Astheterrorist and natural disaster risks of the world are increasing and becoming more violent, the
public wants to know that a specific Alert and Warning System exists and is ready to use.

This paper recognizes the void of an existing aerting system and presents a solution to this problem. The
need to be able to communicate both with large numbers of people and small groups of specific
individualsin a given area concurrently whenever, there is an exposure to any possible variety of
extreme hazards isimperative. This allows the overall emergency responses to be carried out more
smoothly dueto less interference, the easing of concerns of the public involved and ultimately saving
lives by faster and more appropriate actions on the part of individuals and organizations using the
Personalized Emergency Alerting System.

Central services are responsible not only to coordinate efficiently the responses necessary to control,
secure, and serve the effected area but also to keep all involved people and organizations informed. The
right people need to know the right information at the right time. The service needs to focus on
disseminating accurate information in atimely manner. Thiswill encourage more appropriate responses
from people while increasing the expediency of following the given aerting instructions without causing
unnecessary distress.

In this paper the use of multiple XML based markup languages was showcased.

« The Common User Alerting Protocol was used to format information about the users to receive
alerts and about other people who may be the context of those alerts.

« The eXtensible Access Control Markup Language was used both for formations of requests to
construct alerts and the policies that determine if the requestor has the rights to have such an alert
constructed.

« The Common Alerting Protocol was used to format the alerts.

In addition, the Interaction Design System used XML, XPath and XSLT behind the scenes to generate
the user presentation. These presentations were only shown on a text-messaging cell phone and a web-
browser screen popup, but many other communcation formats could be generated based on the user's
profile.

The Personalized Emergency Alerting System is applicable in many venues and can cross venue or
situation. Areas of use may include:

« Schools - parents, facilities, organizations, districts ...

« Commercial Office Buildings or Government Facilities - multi-tenanted, organizationally based

¢ College Campuses - students, facility, employees, area wide, building specific, public and
residential facilities

¢ Healthcare or Nursing Facilities - employees, patients and residents, family members
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¢ Convention Centers and Shopping Malls - stores, center personal, visitors and customers
« Emergency Service Providers - inter-agency, levels of public announcement

There are many practical enhancements to the system to be made. Collaboration with standards bodies,
government and protection agencies, other interested companies and individual experts is encouraged.

People want and need to know that they are not only being protected using all available resources, but
that a working alert and warning system is in place to help and instruct them when the next tragic event
occurs. The technologies presented here can help in meeting those desires.
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